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Tanium IOC Detect solution overview
Tanium IOC DetectTM (IOC Detect) provides indicator of compromise (IOC) detection and
YARA rule matching for management and analysis capabilities to enable real-time
responses to intrusions. IOC Detect also provides a REST API that allows for integration
between IOC Detect and other parts of the security network.

The IOC Detect process

The scalability of the Tanium platform increases the relevance of the data that is gathered
during the detection phase. Threat intelligence is founded on key factors of adaptability,
integration, and scale:

l Adaptability is required for an iterative cycle of IOC analysis. An adaptable strategy
promotes instantaneous analysis, reporting, and response.

l Integration of IOC detection into your security strategy speeds investigation and
recovery.

l Scalability and speed provide “just-in-time” relevance of information across the
target network.

IOC Detect implements these crucial requirements in the following cycle of detection.

Figure  1: The IOC detection cycle
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Phase Action Description

1 Hunt with
indicators

The key to security is the application of threat intelligence sources at scale.
Use IOC detection for a rapid return on intelligence and visibility of all
network endpoints.

With IOC Detect, you can import existing IOCs in groups, streams, and by
managed subscription. You can issue the IOCs you collect manually or by
scheduled detection. You receive responses to your detections in real
time, when they are most relevant.

2 Investigate
compromised
systems

In addition to real-time threat intelligence, a robust network security
strategy requires action based on investigation. IOC Detect promotes the
real-time investigation of an intrusion with the rapid return of relevant
information. The result is threat analysis based on detailed and actionable
endpoint information.

3 Remediate
compromised
systems

After analysis is complete, take action to remediate the compromised
computers using the management capabilities of Tanium.

4 Develop new
indicators

Analysis goes beyond identifying the affected endpoints. Comprehensive
analysis extends to the development of new IOCs to fit an emergent threat.
The IOC Detect viewer displays IOC definitions as well as normalized and raw
views of IOCs, including registry settings and the use of logical operators in
the representation of a complex forensic artifact.

5 Refine the
intelligence
and continue
hunting

Refine threat intelligence iteratively by repeating the detection cycle and
improving IOCs.

You can use IOC Detect to download an editable representation of an IOC
and improve it to better match the appearance of the artifact on the
target network. You can then re-import the modified IOC and start a
detection to pinpoint the affected computers. You can repeat this cycle
of detection, analysis, and refinement as you determine the extent of the
intrusion.

Sources of threat data

IOC Detect can aggregate multiple forms of information into one place to scan the entire
enterprise.

IOCs

An IOC represents a collection of artifacts. These artifacts are signs of a potential intrusion;
they can include MD5 hash, file name changes, domain names, registry settings, IP
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addresses, and process handles. IOCs are represented in a human-readable format, often
XML. IOCs might be subject to versioning with updates distinguished by a globally unique
identifier (GUID). IOCs provide a flexible representation that can be used to detect and
respond to an intrusion. The existence of a common format for representing IOCs allows
them to be adapted for a specific intrusion and shared across the enterprise and the
broader community. Some possible sources of IOCs include:

l PwC Threat Intelligence

l TAXII Stream

l iSight Partners Threatscape

l Tanium TraceTM

YARA files

YARA is a regular expression engine. YARA files use rules to classify and identify suspicious
files on the targeted endpoints. Each rule consists of a logical Boolean expression to
combine user defined descriptions consisting of byte patterns, strings, and regular
expressions. You can use a text editor or tools that autogenerate stub rules. IOC Detect can
import YARA files to use for detections scans.

For more information, see YARA.

Integration with other Tanium modules and components

IOC Detect is a powerful product on its own, but, coupled with other Tanium products and
components, it provides the ability to make detections faster, more thorough, and use that
data throughout the network.

Tanium TraceTM

IOC Detect integrates with Tanium TraceTM (Trace) in two ways. Trace evidence from a
single endpoint can be used to scan any endpoint that is managed by Tanium. Trace data
can be used for in-depth scanning of each endpoint for historical evidence of IOCs.

Tanium ProtectTM
Use IOC detection results to create Process Rule policies in Tanium ProtectTM (Protect) to
identify any existing compromises and prevent future incidents.

Tanium Index
Tanium Index creates a full index of all the files that exist on an endpoint local file system.
Index captures file and path information, the hash, and magic number. Integration with
Index allows IOC Detect to quickly determine whether a particular file exists on the

http://plusvic.github.io/yara/
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endpoint without having to scan through the entire file system. IOCs can be constructed to
look for a full or partial file name or directory path, file hash (MD5, SHA1, and SHA256), and
the magic number.

User roles

Users with a minimum of Action User privilege can perform all functions.

For more information, see Manage Users.

Resources

For detailed information about IOCs and IOC detection, see the following resources.

l An Introduction to Open IOC

l The Open IOC Framework

l Structured Threat Information eXpression: A Structured Language for Cyber Threat
Intelligence Information

l Trusted Automated eXchange of Indicator Information

l Understanding Indicators of Compromise (IOC), Part I by Will Gragido for RSA
Research

l Understanding Indicators of Compromise (IOC), Part II by Will Gragido for RSA
Research

http://docs.tanium.com//platform_user/platform_user/tanium_console.html#Administ
http://openioc.org/resources/An_Introduction_to_OpenIOC.pdf
http://www.openioc.org/
https://stix.mitre.org/
https://stix.mitre.org/
http://taxii.mitre.org/
https://blogs.rsa.com/understanding-indicators-of-compromise-ioc-part-i/
https://blogs.rsa.com/understanding-indicators-of-compromise-ioc-part-i/
https://blogs.rsa.com/understanding-indicators-of-compromise-ioc-part-ii/
https://blogs.rsa.com/understanding-indicators-of-compromise-ioc-part-ii/


©2016 Tanium Inc. All Rights Reserved Page 10

Getting Started
You can get started with IOC Detect with four steps.

1. Install the IOC Detect module and deploy the packages to endpoints by following the
steps outlined in "Installing IOC Detect" on page 11.
If you are upgrading your version of IOC Detect, see "Upgrade the IOC Detect version"
on page 13.

2. Upload threat data, see "Managing IOCs" on page 14 or "Managing YARA files" on
page 17.

3. Scan your endpoints, see "Running detection scans" on page 19.

4. Automate the processing of scan results, see "Forwarding events" on page 26.



©2016 Tanium Inc. All Rights Reserved Page 11

Installing IOC Detect
The Tanium IOC DetectTM (IOC Detect) module must be imported before IOC Detect tools
are pushed out to the endpoints.

System requirements

IOC Detect has the following requirements:

l The Tanium Server must be version 6.5 or higher.
For more information, see Installing Tanium Server

l .NET 4.5must be installed on the Tanium Module Server host computer.

l Endpoints should have 250 MB of free disk space.
IOC Detect is supported on Linux, Mac, and Windows endpoints. For more
information, see Prerequisites.

IOC Detect is licensed as a Tanium product module. To acquire a license, see your
Technical Account Manager (TAM).

Import the module

Install IOC Detect by importing it from the Solutions page of the Tanium Console.

1. From the Tanium Console, select Tanium Solutions.
2. Locate IOC Detect, and then click Import.

A progress bar is displayed as the installation package is downloaded.

3. Click Continue.
The Import Solution page opens with a list of all changes and import options.
The contents include Saved Actions that Tanium Trace uses to distribute client tools
as well as sensors used to gather information from network endpoints.Though you
can change the selections, we suggest using the default settings.

4. Click Proceed with Import.
5. Enter your credentials to start the installation.

6. To confirm the installation, return to the Tanium Solutions page and check the
Installed version for IOC Detect.

Tip: If you do not see the IOC Detectmodule in the console, refresh your
browser.

http://docs.tanium.com//platform_install/platform_install/installing_tanium_server.html
http://docs.tanium.com//client/client/requirements.html
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Install endpoint tools

IOC Detect uses tools that have to be distributed out to the endpoints in order to evaluate
IOCs. These tools are distributed automatically after installation once per hour through a
Scheduled Action. Unless changed, the action distributes the tools to all endpoints in the
default Action Group.

If you want to manually distribute these tools immediately after installation, in order to
avoid waiting for the Scheduled Action to take place, follow these steps:

1. (Optional) Create an Action Group for your IOC Detect deployment and add the
Computer Groups that you want to target.
For more information, see Managing Actions.

2. Deploy the IOC Detect actions.
a. Go to Actions > Scheduled Actions.
b. Search for "IOC Detect"

c. Select one of the actions, such as Deploy Tools to Support the IOC Detect
Indicators on Mac.

d. Click Reissue.
e. In the Schedule Deployment section, indicate the start time and deselect

Reissue every.
f. Select the Action Group that you need and click Show Preview to Continue.
g. Click Reissue Action.

3. Repeat step 2 for the other IOC Detect actions.

You can monitor the progress of the deployment in the Package Status window.

Import Tanium Index

Tanium Index (Index) is a Tanium platform component that can be distributed to Tanium
Clients. Tanium Index stores file handles, hashes, and magic numbers in a client-side
database. IOC Detect utilizes this database to quickly determine whether a particular
indicator is present on the system. This method removes the need to sweep the entire file
system each time a detection scan is requested and reduces the impact on client resources.

Note: Tanium Index is included with your IOC Detect license.

Index can be installed before IOC Detect or you can use an existing installation of Index.

http://docs.tanium.com//platform_user/platform_user/tanium_console.html#Actions
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1. From Tanium Console main menu, select Tanium Solutions.
2. In the Tanium Content section, click Supported Solutions.
3. Search for Tanium Index.

4. Click Import Solution.
5. If prompted, click OK to confirm.

6. Click Proceed with Import and enter your credentials.

7. Click Closed.

For more information about configuring and running Index, see Indexing file systems.

Upgrade the IOC Detect version

You can upgrade IOC Detect to the latest version by importing it.

1. From the Tanium Console, select Tanium Solutions.
2. Locate IOC Detect and click Upgrade <version>.

A progress bar is displayed as the installation package is downloaded.

3. Click Continue.
The Import Solution page opens with a list of all changes and import options.
Though you can change the selections, we suggest using the default settings.

4. Click Proceed with Import.
5. Enter your credentials to start the upgrade.

6. To confirm the upgrade, return to the Tanium Solutions page and check the
Installed version for IOC Detect.

Tip: If the IOC Detect version has not updated in the console, refresh your
browser.

http://docs.tanium.com//ir/index/indexing.html
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Managing IOCs
With IOC Detect, you can import existing IOCs individually or in streams. By configuring
subscriptions to IOC streams, you can automatically import new content. You can also
create your own IOCs manually or with the integration of Trace. You can sort, reorder, and
classify IOCs into groups for efficient use.

For more information about IOCs generated by Trace, see the Tanium Trace User Guide.

Note: Only UTF-8 characters are supported in IOCs.

Create IOC groups

Groups are the collections of IOCs. You must use groups to organize the IOCs that you
import into Tanium. IOCs are commonly grouped by vendor, type, or use.

1. In the left navigation pane, go to IOCs > Management.
2. Click Create New Group.
3. Type a name for the group.

4. Click Create New Group.

Upload an IOC

You can upload multiple IOCs at the same time.

1. In the left navigation pane, go to IOCs > Management.
2. Click Upload IOCs.
3. Browse to the IOC files that you want.

You can use shift-click to select multiple IOCs.

4. In the Select Group drop-down menu, select an IOC Group.

5. If needed, enable Allow overwrite of duplicates.
If enabled, you can overwrite an IOC that was uploaded in the past. The overwritten
IOC is stored in the previous group, regardless of the group selected during the
upload. You can move it to the correct group after the upload is complete.

6. Click Upload.

If you upload many IOCs at the same time, the task might take a while to process. For more
information, see View task status.

http://docs.tanium.com/trace/trace/index.html
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Create IOCs manually

You can use the Quick Add feature to manually create an IOC.

1. In the left navigation pane, click the ✚ icon and select Quick Add IOC.
2. From the Detect when drop-down menu, select the type of data.

3. Type the information to be matched.

4. (Optional) Enable Require exact match.
5. Type a name for the IOC.

This field is pre-populated, based on the information type; however for long term
usability, we suggest using a consistent naming convention that is relevant to your
company.

6. Click Create.

Edit an IOC

You can edit an existing IOC from the IOC Detect module.

1. In the left navigation pane, go to IOCs > Management.
2. Select an IOC Group.

3. Click the name of the IOC.

4. Click the Raw tab.

5. Make your changes.

6. Click Save.

Configure IOC streams

An IOC stream is a series of IOCs that are imported from a vendor based on a subscription
service. An IOC stream can be downloaded manually or on a scheduled basis. The items in
an IOC stream can be separately managed after they are imported.

1. From the main navigation menu, click IOC Detect.
2. In the right toolbar, click the Stream icon ().

3. For the appropriate stream type, click the ✚ icon.

4. Complete the configuration for the stream type.

5. Click Add.
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Delete an IOC

You can delete one or more IOCs. We suggest removing aged out or invalid IOCs on a
regular basis.

1. In the left navigation pane, go to IOCs > Management.
2. Click on a group name.

3. Select one or more IOCs.

4. Click Delete.
The Confirm Delete window opens.

5. Click Delete.

Note: Deleting a streamed IOC is a two part process; it must be deleted from the
stream subscription and from IOC Detect. If it is not removed from the stream, IOC
Detect might reimport the IOC in the future.

Delete an IOC Group

You can delete an IOC group.

CAUTION: When you delete an IOC group, all contents are also deleted. If you want to
delete the group only, move the IOCs out of the group.

1. In the left navigation pane, go to IOCs > Management.
2. Select an IOC group.

3. Click Delete.
The Confirm Delete window opens.

4. Click Delete.
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Managing YARA files
YARA is a standard for the description of malware in textual or binary patterns. YARA rules
are compiled and are imported into Tanium as files. IOC Detect is compatible with YARA
version 3.1.0.

A YARA rule can have dependencies on other rules or files. All YARA rules must have a
public rule, and they can have additional associated private rules. The rule relationships
and dependencies are displayed in IOC Detect.

Figure  2: YARA rule dependencies

For more information about writing YARA rules, go to YARA.

Upload YARA files

You can upload multiple YARA files at the same time.

1. In the left navigation pane, go to Yara > Management.
2. Click Upload.
3. Browse to the YARA files that you want.

You can use shift-click to select multiple files.

4. Click Upload.

If you upload many YARA files at the same time, the task might take a while to process. For
more information, see View task status.

http://plusvic.github.io/yara/
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Edit a YARA file

Though most YARA rule creation and editing happens outside the IOC Detect module, you
can edit the raw YARA file from within the console.

1. In the left navigation pane, go to Yara > Management.
2. Select a YARA file.

3. Click the Raw tab.

4. Make your changes.

5. Click Save.

Delete a YARA file

You can delete a YARA file. We suggest removing aged out or invalid YARA files on a regular
basis.

1. In the left navigation pane, go to Yara > Management.
2. Select one or more YARA files.

3. Click Delete.
The Confirm Delete window opens.

4. Click Delete.
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Running detection scans
Detection is the process of searching for IOCs or YARA file matches against specified target
endpoints. You can run detections immediately or schedule them.

About detection results

IOC Detect scans the targeted endpoints with the selected evaluation strategy, such as a
group of IOCs or YARA files. When the scan is complete, an overall result is returned, as
well as the number of potential compromises or errors found on endpoints.

Icon Label Description

Compromises
found

Results include a match for the IOC threat data or YARA file.

In a mixed result, it is also be displayed when the results are a
combination that includes a match.

No
compromises
found

The detection scan was run completely with the selected evaluation
strategy and no matches were found.

Errors found There was an error using IOC Detect to scan for the selected evaluation
strategy.

Inconclusive There were no matches; however, the evaluation strategy could not be
executed due to some anomaly.

In some cases, this might be due to unsupported search terms, or it
might be due to the inability of an endpoint to fully evaluate the
strategy for the given search.

Table 1: Types of detection results

When the results are reviewed, a summary of the detection (1) shows the overall detection
result, how much of the scan has been completed, and which Computer Group was
targeted. A list of all of the detection configuration settings (2) are shown. Each IOC or YARA
file (3) used in the detection has its results broken out; also a link to the definition is
available. Progress details (4) display more information about when the detection was run
and when it completed.
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Figure  3: Example detection results

When you click on the hyperlinked IOC Name, the IOC definition opens to the Detections
tab. In the Detection Summary, you can locate the affected endpoints on the Compromises
or Errors tabs.
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Figure  4: Detection results by IOC

Investigate affected endpoints further with other Tanium modules, such as Trace or
Tanium Incident ResponseTM.

Start an IOC detection

You can start IOC detection scans from an IOC Group or by selecting one or more IOCs.

To start a detection scan from an IOC Group:

1. In the left navigation pane, go to IOCS > Management.
2. Select an IOC group checkbox.

3. Click Detect Group.
4. Click Start Detection.

To start a detection scan from a selection of IOCs:
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1. In the left navigation pane, go to IOCS > Management.
2. Click the IOC group name to open it.

3. Select one or more IOCs.

4. Click Detect IOC.
5. Click Start Detection.

For more information, see Detection options and scheduling.

Start a YARA detection

You can start a detection scan with one or more YARA files. When multiple files are
selected, IOC Detect creates a wrapper to run them at the same time.

1. In the left navigation pane, go to Yara > Management.
2. Select one or more YARA files.

3. Click Detect.
4. Select Active File Handles or File or Directory Path.

l Active File Handles: Scan all files referenced in the memory.

l File or Directory Path: Specifies the file or directory to scan.

IMPORTANT: YARA scans against a path target are fully recursive and do
not have throttling capabilities. We recommend selecting specific files
and directories for scanning to limit the impact on client resources.

5. Click Start Detection.

For more information, see Detection options and scheduling.

Detection options and scheduling

Both IOC and YARA detections have the same options and scheduling functionality. Some
settings have preconfigured defaults; you can make adjustments as needed for your
environment.

On the Detection Options tab, the following settings are available.

Option Description

Target Computer Group Specifies the Computer Group to include in the detection.

Table 2: Available detection options



©2016 Tanium Inc. All Rights Reserved Page 23

Option Description

Action Distribute Over Time
Seconds

[YARA only] The distribute-over-time value for the Tanium Action to run
the Detection.

Action Evaluation Timeout
Seconds

[YARA only] Specifies how long to run the evaluation on the endpoint
before it is terminated.

Detection Timeout Seconds The time, in seconds, that can elapse before the detection is considered
timed out and is stopped.

Response Rate for
Completion

The percentage of endpoints which must evaluate the detection before
it is considered complete.

History Lookback Limit Maximum amount of historical data to be considered by indicators
included in the detection.

Tanium Index Behavior Controls the interaction of IOC Detect sensors with the Index database
on endpoints.

Tanium Trace Behavior Controls the interaction of IOC Detect sensors with the Trace database
on endpoints.

Bypass forwarding of
detection events

Disables event notifications.

Execute at urgent priority Moves the detection to the head of the Tanium Action queue.

Enable endpoint logging Includes debugging information in the logs.

Enable third-party tools Allows the use of third-party tools, such as Windows Sysinternals.

Enable live artifacts Allows the detection of both live and historical artifacts, if available.

Enable expensive
operations

Allows endpoints to perform expensive operations, such as hashing.

On the Schedule tab, when you enable Execute at a later time, the following settings are
available.

Option Description

Name Specifies a descriptive name to identify the purpose of this scheduled
detection. Required to schedule a detection.

Next Run The date and time when the detection should be launched for the first time.

Reissue Recurrence interval to elapse between launches of this detection

Table 3: Schedule options
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Option Description

New Computer
Check Interval

Determines how often to check for data from endpoints that did not respond
when the scan was initially run.
Computers that have already responded do not participate in this evaluation.

Edit a detection schedule

You can edit an existing, scheduled detection.

1. In the left navigation pane, go to IOCs > Schedules or Yara > Schedules.
2. Click on a detection to open the Schedule Details page.
3. Click Edit.

The Modify Detection window opens.

4. Make your changes

Note: You can remove IOCs; however, they cannot be added to a scheduled
detection.

5. Click Modify Schedule and enter your credentials when prompted.

6. Click OK.

Your changes are implemented the next time the detection runs.

Export scan results

You can export the detection results for each completed scan. Compromises found and
errors are separated into individual CSV files.

To download by type:

1. In the left navigation pane, go to IOCS > Detections.
2. Select a detection.

3. Click Export as CSV.
4. Select the type of results.

To download scan results by IOC:

1. In the left navigation pane, go to IOCS > Management.
2. Select a detection.

3. Click the Detections tab and select a detection date.
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4. Under the Detection Summary, select any tab.
5. Click Export to CSV.

The CSV file might take a few moments to appear in your download folder.
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Forwarding events
IOC Detect events can be forwarded to Tanium ConnectTM (Connect) or to a separate syslog
server for further event correlation or monitoring.

Send events to Connect

You can send events to Connect for use with SIEM tools.

1. From the main navigation menu, select IOC Detect.
2. In the right toolbar, click the Settings icon.
3. Click the Event Forwarding wrench.

4. From the Forwarding Target drop-down menu, select Tanium Connect.
5. Click Save.
6. To verify the configuration, you can send a test event.

a. From the Send Test Event drop-down menu, select an event.

b. Click Send.
7. Check the results in the destination configured in Connect.

For more information, see the Tanium Connect User Guide.

Send events to syslog servers

You can send events to a syslog server.

1. From the main navigation menu, select IOC Detect.
2. In the right toolbar, click the Settings icon.
3. Click the Event Forwarding wrench.

4. From the Forwarding Target drop-down menu, select Syslog.
5. In the ForwardEventsTo field, type a URL-formatted string.

For example, udp://my.syslog.server:514.

6. Click Save.
7. To verify the configuration, you can send a test event.

a. From the Send Test Event drop-down menu, select an event.

b. Click Send.
8. Check the results on your syslog server.

http://docs.tanium.com/connect/connect/index.html
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IOC Detect use cases
Example 1: Aggregate threat feeds from multiple sources

Assume that your organization subscribes to multiple external threat feeds, and you want
to integrate these threat feeds into IOC Detect.

The high-level steps are:

1. Configure an IOC stream and group for each feed.
For example, iSight Partners Threatscape IOC group or Hail a TAXII group.

2. Create an empty group for the combined IOCs.

3. From each feed group, move the necessary IOCs into the combined group.

4. Run a detection from the combined group.

You can now run a combined detection scan across the enterprise.

Example 2: Integration with Tanium Trace

Trace records historical data relating to process, file, network, and registry activity
occurring on the endpoint. IOC Detect can use this data source to add historical lookup
capabilities to a detection.

Note: You must be licensed for Trace.

The high-level steps are:

1. Ensure that the Tanium Trace Tools are deployed to the endpoints that you want to
target with IOC Detect.

2. Within the IOC Detect module, select one or more IOCs that you want to detect.

3. On the Detection Options tab, in the Tanium Trace Behavior drop-down menu, select
Optional or Required.

l Optional: Use the Trace data, if available

l Required: Report a failure if not available

4. Run the detection.

Trace data is now available for IOC Detect to utilize it as a data source for the detection
scan on the endpoint.
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Example 3: Integration with Tanium Protect

Assume that an IOC detection scan indicates that a malicious IP address has connected to
endpoints on your network. You want to use Tanium Protect Policies to block connections
from that IP address to endpoints managed by Tanium.

Note: You must be licensed for Protect.

The high-level steps are:

1. Open the detection results for that IOC.

2. From the Indicator Filter drop-down menu, select Protect to filter the results.

3. Select one or more normalized indicators.
These types can be used in Protect policies:

l FileItem/FilePath

l FileItem/FileName

l FileItem/FullPath

l FileItem/Md5sum

l FileItem/SizeInBytes

l PortItem/localPort

l PortItem/remotePort

l PortItem/remoteIP

4. Click Create Protection Policy.
You are taken to the Protect module.

5. Confirm the evidence to use and click Create.
6. On the Policy Selector page, create a new policy or add the evidence to an existing

policy.

7. Complete the information on the Edit Policy page.

8. Click Create or Update as appropriate.

9. Review the Policy Summary and add enforcements as needed.

The IOC detection results from a single detection are used to create Protect Policies for
your entire network, preventing any future connections.

For more information, see the Tanium Protect User Guide.

http://docs.tanium.com/protect/protect/overview.html
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Troubleshooting
If IOC Detect is not performing as expected, you might need to do some troubleshooting or
change settings. For assistance, you can also contact your TAM.

Get IOC Detect tools status

You can use Tanium InteractTM or a Saved Question, ask the Question Get IOC Detect
Tools Version from all machines.

The results returned are divided by operating system, IOC Detect version, and the
endpoints that do not have the tools installed.

For more information, see Asking Questions.

Change default detection settings

The default detection settings are the the initial settings used in all detections. You might
need to adjust these settings for your environment.

1. From the main navigation menu, click IOC Detect.
2. In the right toolbar, click the Settings icon.
3. Click the Default Detection Settings wrench.
4. Adjust the settings as needed.

5. Click Save.

Change logging level

If you need greater verbosity in the logs, you can change the log level.

1. From the main navigation menu, click IOC Detect.
2. In the right toolbar, click the Settings icon.
3. Click the Logging Settings wrench.
4. Adjust the level as needed.

You can change the logging level of the server to INFO, DEBUG, WARN, or ERROR. The
default is INFO.

IMPORTANT: DEBUG should only be used for troubleshooting over short
periods of time.

http://docs.tanium.com//interact/interact/questions.html
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5. Click Save.

Configure advanced settings

The advanced settings are used to configure specific detailsregarding how IOC Detect
manages threat data and how Tanium throttles IOC Detect behavior

1. From the main navigation menu, click IOC Detect.
2. In the right toolbar, click the Settings icon.
3. Click the Advanced Settings wrench.
4. Adjust the settings as needed.

Enable the Show hidden settings checkbox to view expert-level settings.

5. Click Save.

View task status

You can view the results and status of the twenty most recent tasks completed by IOC
Detect.

1. From the main navigation menu, click IOC Detect.

2. Click the Tasks icon ( ).
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3. From the drop-down menu, select the number of tasks to view.

4. Click on a task to open the task details window.

Complete a manual backup and restore

You can create a backup or restore a backup to an existing IOC Detect configuration; for
example, moving from a testing to production environment.

1. On the Module Server, stop the IOC Detect service.

2. On the source host computer, go to \Program Files\Tanium\Tanium IOC
Detect.

3. From that directory, copy the following folders and file:
l Folder: config\rest

l File: *.sdf

l Folder: db_sidecars
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4. On the target host computer, paste these items to another IOC Detect install to
restore the state.

5. Restart the IOC Detect service.

Download logs

There are two types of logs available in the IOC Detect module.

l The detection diagnostic log includes a verbose log of the detection.

l The compressed service log is used for troubleshooting console and module issues.

Note: The endpoint log might also be helpful for troubleshooting. We recommend
working with your TAM to access it.

Download the detection diagnostic log

A diagnostic log is available for each detection.

This log includes information such as:

l Which Questions were asked

l Which IOCs or YARA files participated

l Detection parameters

l Current state of endpoint responses according to Tanium

To access the log:

1. Create a detection for the IOC or IOC group.

2. Run the detection.

3. When the detection is complete, locate and open the detection results.

4. In the lower right corner, click the download icon ( ).

The log text file is available in your downloads folder.

Download the compressed service log

IOC Detect compiles a collection of logs relevant for troubleshooting.

Note: The log has a maximum size limit of 10 MB; older entries are purged. The log is
cleared during upgrade, as well.
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1. From the main navigation menu, click IOC Detect.
2. In the right toolbar, click the Information icon.

3. Click Download Compressed Log.

The log tar file is available in your downloads folder.

Uninstall IOC Detect

In certain situations, you might need to remove IOC Detect from the Tanium Module Server
for troubleshooting purposes.

1. From the Tanium Console, select Tanium Solutions.
2. Locate IOC Detect, and then click Uninstall.

The Uninstall window opens, showing the list of contents to be removed.

3. Click Proceed with Uninstall.
4. Enter your credentials to start the uninstall process.

A progress bar is displayed as the installation package is removed.

5. Click Close.
6. To confirm, return to the Tanium Solutions page and check the Import button.

Tip: If the IOC Detect module has not updated in the console, refresh your
browser.
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