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The information in this document is subject to change without notice. Further, the information provided in this document is provided “as

is” and is believed to be accurate, but is presented without any warranty of any kind, express or implied, except as provided in Tanium’s

customer sales terms and conditions. Unless so otherwise provided, Tanium assumes no liability whatsoever, and in no event shall

Tanium or its suppliers be liable for any indirect, special, consequential, or incidental damages, including without limitation, lost profits

or loss or damage to data arising out of the use or inability to use this document, even if Tanium Inc. has been advised of the possibility

of such damages. 

Any IP addresses used in this document are not intended to be actual addresses. Any examples, command display output, network

topology diagrams, and other figures included in this document are shown for illustrative purposes only. Any use of actual IP addresses

in illustrative content is unintentional and coincidental. 

Please visit https://docs.tanium.com for the most current Tanium product documentation. 

This documentation may provide access to or information about content, products (including hardware and software), and services

provided by third parties (“Third Party Items”). With respect to such Third Party Items, Tanium Inc. and its affiliates (i) are not

responsible for such items, and expressly disclaim all warranties and liability of any kind related to such Third Party Items and (ii) will

not be responsible for any loss, costs, or damages incurred due to your access to or use of such Third Party Items unless expressly set

forth otherwise in an applicable agreement between you and Tanium.

Further, this documentation does not require or contemplate the use of or combination with Tanium products with any particular Third

Party Items and neither Tanium nor its affiliates shall have any responsibility for any infringement of intellectual property rights caused

by any such combination. You, and not Tanium, are responsible for determining that any combination of Third Party Items with Tanium

products is appropriate and will not cause infringement of any third party intellectual property rights.

Tanium is committed to the highest accessibility standards for our products. To date, Tanium has focused on compliance with U.S.

Federal regulations - specifically Section 508 of the Rehabilitation Act of 1998. Tanium has conducted 3rd party accessibility

assessments over the course of product development for many years and has most recently completed certification against the WCAG

2.1 / VPAT 2.3 standards for all major product modules in summer 2021. In the recent testing the Tanium Console UI achieved supports

or partially supports for all applicable WCAG 2.1 criteria. Tanium can make available any VPAT reports on a module-by-module basis as

part of a larger solution planning process for any customer or prospect.

As new products and features are continuously delivered, Tanium will conduct testing to identify potential gaps in compliance with

accessibility guidelines. Tanium is committed to making best efforts to address any gaps quickly, as is feasible, given the severity of the

issue and scope of the changes. These objectives are factored into the ongoing delivery schedule of features and releases with our

existing resources.

Tanium welcomes customer input on making solutions accessible based on your Tanium modules and assistive technology

requirements. Accessibility requirements are important to the Tanium customer community and we are committed to prioritizing these

compliance efforts as part of our overall product roadmap. Tanium maintains transparency on our progress and milestones and

welcomes any further questions or discussion around this work. Contact your sales representative, email Tanium Support at

support@tanium.com, or email accessibility@tanium.com to make further inquiries.

Tanium is a trademark of Tanium, Inc. in the U.S. and other countries. Third-party trademarks mentioned are the property of their

respective owners.
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Overview
Use Comply to evaluate endpoints for security configuration exposures and software vulnerabilities using industry security

standards, vulnerability definitions, and custom compliance checks. With complete results on-demand and comprehensive,

enterprise-wide results, you can reduce your organization's overall risk, improve your security hygiene, and simplify preparation for

industry compliance audits such as Payment Card Industry (PCI), Health Insurance Portability and Accountability Act (HIPAA), and

Sarbanes-Oxley Act (SOX).

Comply utilizes Security Content Automation Protocol (SCAP) compliant content, such as standards published by the Defense

Information Systems Administration (DISA) or the Center for Internet Security (CIS), to evaluate operating systems and applications

for configuration of password policies, file permissions, and other components. Comply supports Windows, macOS, Linux, AIX, and

Solaris endpoints.

Get up and running
Once the initial installation (Installing Comply on page 49) is complete, perform the following tasks to collect, evaluate, and organize

data into reports.

Import scan engines and setup endpoints

A scan engine evaluates endpoints for security configuration exposures and software vulnerabilities using industry security

standards, vulnerability definitions, and custom compliance checks. At least one scan engine is required to use Comply. Most

organizations can use the included Tanium Scan Engine and Amazon Coretto JRE and do not need to upload any scan engines or

JREs. Once you determine scan engines and JREs are in place, you can use the default targeting (Tanium Comply Action Group) or

configure custom targeting.

Refer to the following documentation:

l Working with scan engines and JREs on page 63

l Setting up endpoints on page 74

Import standards

A standard is a collection of checks that are run on endpoints. Standards are used in compliance and vulnerability assessments.

Import compliance and vulnerability standards, and optionally create custom profiles to specify a subset of standards to be

deployed to endpoints. For example, you may have a baseline of compliance and vulnerability standards you regularly check for.

Refer to the following documentation:

l Working with standards and vulnerability sources on page 77

l Customizing compliance results on page 156
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Configure assessments

An assessment is what you use to deploy a scan engine and a standard to endpoints for running checks. Configure a compliance

assessment by selecting a scan engine, a standard, and endpoints to target. Configure a vulnerability assessment by selecting a scan

engine, a vulnerability library, and one or more CVEs. An assessment can be changed or edited at any time. You can also create a

regular schedule for running an assessment.

Refer to the following documentation:

l Creating compliance assessments on page 84

l Creating vulnerability assessments on page 102

View findings and create reports

A finding is the output or result of an assessment on an endpoint. Findings can be filtered and sorted using multiple criteria,

including status (pass/fail), standard, and endpoint. Filtered compliance and vulnerability findings can be saved as reports, allowing

you to customize and re-run reports using any combination of available finding data you choose.

Refer to the following documentation:

l Filtering findings for reports on page 126

Monitor the dashboard

Once you've completed the tasks above and begin to receive results, you will spend the majority of your time viewing the metrics

displayed in the dashboard. The Comply dashboard, located on the Overview page, features Tanium Trends boards that provide

data visualization of Comply findings. At a glance, you can view the overall health of your environment and if necessary, drill down

to investigate any issues.

Refer to the following documentation:

l Integration with other Tanium products on page 13

l Tanium Trends User Guide

l Working with reports on page 149

Also refer to Succeeding with Comply on page 16 for a getting started checklist.

Integration with other Tanium products
Comply has built in integration with other Tanium solutions, such as Tanium™ Connect, Tanium™ Patch, and Tanium™ Trends for

additional reporting of related data.

Connect

You can use Comply vulnerability reports as a connection source. For more information, see Exporting vulnerability reports.

https://docs.tanium.com/trends/trends/importing_gallery.html
export_report.htm
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Patch

You can open Patch from a link in Comply vulnerability reports results to view details about the patch that resolves a reported

vulnerability. You can also install the patch to endpoints directly from the patch details page. For more information, see

Vulnerability report results.

Reporting

When you filter Findings by endpoint, you can click the icon for an individual endpoint to view more details. From the details pop-

up, you can click the View Details button to go to Tanium Reporting. For more information, see Working with reports on page 149.

Trends

Comply features Trends boards or Reporting dashboards that provide data visualization of Comply concepts.

The Comply dashboards display information about your Comply deployment, compliance exposures, vulnerability findings, and

scanning status. The Comply Trends boards or Reporting dashboards include the following sections and panels:

l Coverage

o Coverage

l Visibility

o Is Vulnerable

l Effectiveness

o Compliance Exposures - Last 30 Days

o Vulnerability Findings - Last 30 Days

l Operationalization

o Endpoints with High Vulnerabilities
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Succeeding with Comply

Follow these best practices to achieve maximum value and success with Tanium Comply. These steps align with the key standards

metrics: Comply coverage across endpoints and decreasing the number of endpoints with critical or high vulnerabilities.

Step 1: Gain organizational effectiveness
Complete the key organizational governance steps to maximize Comply value. For more information about each task, see Gaining

organizational effectiveness on page 21.

☐ Develop a dedicated change management process.

☐ Define distinct roles and responsibilities in a RACI chart.

☐ Validate cross-functional organizational alignment.

☐ Track operational metrics.

Step 2: Install Tanium modules

☐ Install Tanium Connect. See Tanium Connect User Guide: Installing Connect.

https://docs.tanium.com/connect/connect/installing.html
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☐ Install Tanium Patch. See Tanium Patch User Guide: Installing Patch.

☐ Install Tanium Comply. See Installing Comply on page 49.

☐ Install Tanium Trends. See Tanium Trends User Guide: Installing Trends.

☐ Install Tanium Client Management and Tanium Endpoint Configuration. See Tanium Client Management User Guide:

Installing.

☐ Import the Comply board from the Trends initial gallery. See Tanium Trends User Guide: Importing the initial gallery. If you

installed Trends using the Apply Tanium recommended configurations option, the Comply board is automatically imported

Step 3: Configure Comply

☐ Create computer groups for use in reports that include your supported Windows, macOS, Linux, AIX, and Solaris endpoints.

See Tanium Console User Guide: Create computer groups.

If you install Comply using the Apply Tanium recommended configurations option, several computer groups are

created automatically. See Requirements.

Step 4: Create deployments

☐ Define the criteria for testing groups, which can be the computer groups that you created when you configured Comply or

that were created automatically if you installed Comply using the Apply All Tanium recommended configurations option.

☐ Define the success criteria and timelines for your testing.

☐ Define your production rollout of Comply. Do you want a phased rollout, or do you want to target all of your production

endpoints at the same time?

☐ Create deployments based on the architecture and platform of the targeted endpoints. Deploy each new deployment to begin

distributing the Comply tools and scan engines to targeted endpoints. See Setting up endpoints.

If you install Comply using Tanium Recommended Installation workflow, deployments are created automatically to

deploy the Comply tools and the Tanium Scan Engine (powered by JovalCM) to endpoints.

https://docs.tanium.com/patch/patch/installing.html
https://docs.tanium.com/trends/trends/installing.html
https://docs.tanium.com/client_management/client_management/installing_client_management.html
https://docs.tanium.com/client_management/client_management/installing_client_management.html
https://docs.tanium.com/trends/trends/importing_gallery.html
https://docs.tanium.com/platform_user/platform_user/console_computer_groups.html#Create_computer_groups
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Step 5: Configure standards

☐ If needed, upload additional supported configuration compliance standards. See Importing individual standards and

assigning categories.

☐ If needed, configure additional vulnerability sources. See Create a new vulnerability source.

Step 6: Create assessments

☐ Create a configuration compliance assessment that uses the Tanium Certified Standards and targets enterprise endpoints.

See Creating compliance assessments.

If you install Comply using the Apply All Tanium recommended configurations option, default configuration
compliance reports are created for each operating system.

☐ Create a vulnerability assessment that uses the Tanium Vulnerability Library vulnerability definitions and targets enterprise

endpoints. See Creating vulnerability assessments.

If you install Comply using the Apply All Tanium recommended configurations option, default vulnerability
assessments are created for each operating system.

☐ Wait for the assessments to complete.

Step 6A: Create remote authenticated scan assessments

Remote authenticated scanning uses Tanium Clients as satellites to scan endpoints that do not have the Tanium

Client installed. This scan type is useful for obtaining information from endpoints and subnets that do not support

having the Tanium Client installed.

☐ Install all Tanium solutions required for remote authenticated scanning. See Remote authenticated scanning requirements on

page 32.

☐ Configure RBAC permissions for creating remote authenticated scans. The Comply RAS Assessment Creator RBAC role is

required. See User role requirements on page 42

#create_comp
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☐ Create satellites in Tanium Direct Connect. See Tanium Direct Connect User Guide: Managing satellites.

It is recommended that endpoints that are used as satellites have 16 gigabytes (GB) RAM and 4 CPUs.

Running remote authenticated scans from AIX or Solaris satellites is not supported at this time.

Using a zone server as a satellite is not supported at this time.

☐ Create Tanium Discover satellite scans. See Tanium Discover User Guide: Running satellite scans

☐ Promote interfaces to Tanium Data Service (TDS) in Tanium Discover. See Tanium Discover User Guide: Managing interfaces.

If an endpoint does not match Tanium Discover's Promote Unmanaged Interface label, that endpoint is not

promoted to TDS. If an endpoint is not promoted to TDS, it cannot be scanned by Comply.

☐ Configure credentials in Tanium Comply. See Configure credentials lists for remote-authenticated scans on page 59.

Use as few sets of credentials as possible for any credential lists used for satellite scans. The more credentials you

use, the greater risk you run of credentials failing and possibly triggering security alerts or account lockouts.

☐ Create compliance and vulnerability remote authenticated scan assessments that use satellites to scan unmanaged endpoints.

See Configure a remote-authenticated scan assessment.

☐ Wait for the assessments to complete.

Step 7: Create reports

☐ Create a configuration compliance report that uses the Tanium Certified Standards and targets enterprise endpoints. See

Create reports from findings on page 132.

If you install Comply using the Apply All Tanium recommended configurations option, default configuration
compliance reports are created for each operating system.

https://docs.tanium.com/direct_connect/direct_connect/managing_satellites.html
https://docs.tanium.com/discover/discover/satellite.html
https://docs.tanium.com/discover/discover/managing.html#auto
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☐ Create a vulnerability report that uses the Tanium Vulnerability Library vulnerability definitions and targets enterprise

endpoints. See Create reports from findings on page 132.

If you install Comply using the Apply All Tanium recommended configurations option, default vulnerability
reports are created for each operating system.

☐ Wait for the reports to complete.

☐ If needed, use Tanium Connect to export data from vulnerability reports. See Exporting vulnerability reports.

Step 8: Monitor Comply metrics

☐ From the Trends menu, click Boards and then click Comply to view the Coverage, Is Compliant, and Is Vulnerable panel.

☐ Monitor and troubleshoot Comply coverage on page 178.

☐ Monitor and troubleshoot endpoints with critical or high vulnerabilities on page 179.

../../../../../../Content/comply/export_report.htm
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Gaining organizational effectiveness
The four key organizational governance steps to maximizing the value that is delivered by Comply are as follows:

l Develop a dedicated change management process. See Change management on page 211.

l Define distinct roles and responsibilities. See RACI chart on page 21.

l Validate cross-functional alignment. See Organizational alignment on page 27.

l Track operational maturity. See Operational metrics on page 27.

1An organization's vulnerability management program intersects with change management governance to drive remediation

activities. For example, when to run reports, implementation of remediation activities, such as patching activities, as well as

functional work schedules, such as the follow the sun model, authorized maintenance windows, and change control activities.

Change management
Develop a tailored, dedicated change management process that aligns with the organizational vulnerability management program

to enable patching and configuration changes for a streamlined process using Comply.

l Update SLAs and align activities to key resources for Comply, where applicable. See Comply maturity and RACI chart.

l Designate change or maintenance windows for various scenarios, where applicable. For example, set up third-party

reporting technologies and integration with ticket systems, such as SIEM, Database Power BI, and Tableau.

l Identify internal and external dependencies to the vulnerability management process. For example, achieve effective

integrations with SIEM, Database Power BI, and Tableau with Comply.

l Create a Tanium steering group (TSG) for discovery activities to expedite reviews and approvals of processes that align with

SLAs and vulnerability management processes, as applicable.

RACI chart
A RACI chart identifies the team or resource who is Responsible, Accountable, Consulted, and Informed, and serves as a guideline to

describe the key activities across the security, risk / compliance, and operations teams. Every organization has specific business

processes and IT organization demands. The following table represents Tanium’s point of view for how organizations should align

functional resources against compliance and vulnerability management. Use the following table as a baseline example.
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Task Security
Team

Risk /
Compliance
Team

Operations
Team

CISO Rationale

Establish a

Vulnerability

Management

Program

R/A R/A C I Align to the

organizational

Vulnerability

Management Program,

which is used to make

Comply

implementation

decisions such as

report scheduling. For

example, whether the

schedules use the

"follow the sun" model.

The organizational

Vulnerability

Management Program

is also used to make

decisions about

remediation needs that

are driven by data

provided by Comply,

such as:

1. Implementation of

remediation

activities, such as

patching

2. Authorized

maintenance

windows

3. Change control

activities
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Task Security
Team

Risk /
Compliance
Team

Operations
Team

CISO Rationale

Findings

verification: define

policy assessment

frequency

I I I R/A Define policy

assessment frequency

in alignment with any

regulatory

requirements.

Schedule assessments

in Comply to meet the

frequency

requirements.

Findings

verification: define

assessment

requirements

(regulatory)

I I I R/A Define policy

requirements in

alignment with any

regulatory

requirements. Create

assessments in Comply

to meet the policy

requirements.

Operationalize

assessment

policies

R/A I I C Publish and distribute

the assessment policies

aligned to any

regulatory

requirements.

Execute

assessment

policies

I R/A I I After policies are

created and published,

execute the policies

using Comply to define

targets for

assessments, create

compliance profiles,

and identify a

vulnerability baseline.
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Task Security
Team

Risk /
Compliance
Team

Operations
Team

CISO Rationale

Implement

configuration

compliance

assessments

I R/A I I Implement the policies

for the configuration

compliance workflow

by creating

configuration

compliance

assessments in

Comply.

Implement

vulnerability

assessments

I R/A I I Implement the policies

for the vulnerability

management workflow

by creating

vulnerability reports in

Comply.

Conduct report:

vulnerability scan,

network

unauthenticated

scan, and

configuration

compliance scan

I R/A I I Run assessments

against identified

targets based on

policies.

Assessments

validation:

distribute, review,

and take action on

findings

I R/A I C/I Take the results from

the assessment

activities and

distribute, review, and

take action on the

findings. After the risk

report is completed,

the CISO team will

validate the risk

assessment results to

identify criticality to

implement controls,

where applicable.
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Task Security
Team

Risk /
Compliance
Team

Operations
Team

CISO Rationale

Remediate

findings: apply

patches

I I R/A I Changes to mitigate or

take action on

identified risks. For

example, use Tanium

Patch to install a patch

on an endpoint to fix a

vulnerability.

Remediate

findings: update

software

I I R/A I Changes to mitigate or

take action on

identified. For example,

use Tanium Patch to

update software on an

endpoint to fix a

vulnerability.

Remediate

findings:

configuration

changes

I I R/A I Changes to mitigate or

take action on

identified risks that will

implement a change in

the configuration of a

specific endpoint or

device. This change

may be a permanent

change from the

temporary controls

implemented or a new

change based on risk

report, such as using

Tanium to quarantine a

device or shutting

down a device.
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Task Security
Team

Risk /
Compliance
Team

Operations
Team

CISO Rationale

Evaluate and

iterate on results

I R/A I I Operations and

Security teams inform

the Risk / Compliance

Team that controls are

applied so they can

verify the results. Then,

the workflow starts

over to continually

evaluate risk posture in

security and

vulnerability

management.

Tanium Comply Workflow
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Organizational alignment
Successful organizations use Tanium across functional silos as a common platform for high-fidelity endpoint data and unified

endpoint management. Tanium provides a common data schema that enables security, operations, and risk / compliance teams to

assure that they are acting on a common set of facts that are delivered by a unified platform.

In the absence of cross-functional alignment, functional silos often spend time and effort in litigating data quality instead of making

decisions on how to improve configuration compliance and reduce vulnerabilities.

Operational metrics

Comply maturity

Managing compliance and vulnerability management programs successfully includes operationalization of the technology and

measuring success through key standards metrics. The four key processes to measure and guide operational maturity of your

Tanium Comply program are as follows:

Process Description

Usage how and when Tanium Comply is used in your organization, and is Tanium the sole tool or is it supplemented by

other tools, such as a remote assessment tool for network devices.

Automation how automated Tanium Comply is, and how well is it used in automation of other systems

Functional Integration how integrated Tanium Comply is across IT security, IT operations, patch and software deployment, and Asset

Management teams

Reporting how is data from Tanium Comply used by people and systems within the organization

Standards metrics

In addition to the key compliance and vulnerability management programs, the key standards metric that aligns to the operational

maturity of the Tanium Comply program to achieve maximum value and success is as follows:
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Executive
Metrics

Comply Coverage Endpoints with Critical or High Vulnerabilities

Description The number of endpoints in each of these categories:

l Optimal: Endpoints where Comply is operational

l Needs attention: Endpoints with an underlying issue

that might impact Comply, such as low disk space, out of

date scan engine, or out of date Comply tools

l Unsupported: Endpoints with an operating system

version that is not supported by Comply

For steps to investigate endpoints that are categorized as

Needs Attention or Unsupported, see Monitor and

troubleshoot Comply Coverage.

For operating system and Tanium Client versions supported

by Comply, see Requirements.

Percentage of endpoints that have executed vulnerability

reports which found at least 1 critical or high severity

vulnerability.

Instrumentation Uses the Comply - Coverage Status sensor to return

the number of endpoints where Comply is optimal, needs

attention, and is unsupported.

Number of endpoints that have had a vulnerability report

which resulted in 1 or more critical or high severity

vulnerabilities divided by the number of endpoints that

have run a vulnerability report.

Why this metric

matters

If you are not scanning all endpoints, then you are at risk. If you have a significant number of endpoints with

outstanding high or critical vulnerabilities, you are at

greater risk.

Vulnerability Findings

Use vulnerability findings to aid in determining levels of compliance and remediation needs.

Vulnerability Level Definition

High Endpoint has at least 1 high vulnerability found

Medium Endpoint has no high vulnerabilities but has at least 1 medium vulnerability found

Low Endpoint has no high or medium vulnerabilities but has at least 1 low vulnerability found

Not scored Endpoint has no high, medium, or low vulnerabilities but has at least 1 unscored vulnerability found

No Vulnerabilities Endpoint has been scanned in the last 30 days with no vulnerabilities found

Not scanned Endpoint has not been scanned in the last 30 days

Use the following table to determine the maturity level for Tanium Comply in your organization.
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Level 1
(Initializing)

Level 2
(Progressing)

Level 3
(Intermediate)

Level 4
(Mature)

Level 5
(Optimized)

Process Usage Comply installed and

configured. One or

more users have

access and are

asking basic

questions.

Third-party

components

uploaded and

deployments

created.

Configuration

compliance and

vulnerability

assessments

configured.

Customized

configuration

compliance and

vulnerability

assessments configured

(client based and

network

unauthenticated).

Custom

standards

created and

used for

organizational

reports. Custom

vulnerability

sources

configured and

in use. Ongoing

maintenance of

checks and

standards.
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Level 1
(Initializing)

Level 2
(Progressing)

Level 3
(Intermediate)

Level 4
(Mature)

Level 5
(Optimized)

Automation Only manual, ad hoc

assessments in use.

Only manual, ad

hoc reports in use.

Automated,

recurring

configuration

compliance and

vulnerability

assessments.

Customized

configuration

compliance and

vulnerability

assessments running.

Documented compliance

and vulnerability

management life cycle

with SLAs on mitigation

time frames.

Configuration

compliance and

vulnerability risk

data used as

input to threat

hunting activities

by correlating

risk data with

security alerts to

determine risk

scoring for

environment.

Functional

integration

Comply installed, but

not

operationalization.

Trends boards

imported.

Trends boards

created to manage

and track

vulnerability

assessments.

Integration with third-

party reporting

technologies, integration

with IT ticket systems,

automated workflow

with Tanium Patch for

approval and

deployment of patches,

automated export into

data

repository/warehouse)

Integration with

remediation

process and

capabilities.

Integration with

Tanium Risk for

additional

context around

enterprise risk.

Reporting Manual; Reporting

for Operators only

through Comply

Manual; Export of

recurring

assessments

Automated; Export

through Tanium

Connect

Automated; Third-party

technologies reporting

from Comply

Automated;

Third-party

technologies

reporting from

Comply

Metrics Compliance

Percentage (of

scanned

endpoints)

0-49% 51-65% 66-85% 86-95% >95%

Comply

Coverage (for

managed

endpoints)

0-49% 51-65% 66-85% 86-95% >95%
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Comply requirements
Review the requirements before you install and use Comply.

Core platform dependencies
Make sure that your environment meets the following requirements:

l Tanium license that includes Comply

l Tanium™ Core Platform servers: 7.4 or later

l Tanium™ Client: Any supported version of Tanium Client. For the Tanium Client versions supported for each OS, see Tanium

Client Management User Guide: Client version and host system requirements.If you use a client version that is not listed,

certain product features might not be available, or stability issues can occur that can only be resolved by upgrading to one

of the listed client versions.

Computer group dependencies
When you first sign in to the Tanium Console after a fresh installation of Tanium Server 7.4 or later, the server automatically imports

the computer groups that Comply requires.

For earlier versions of the Tanium Server, or after upgrading from an earlier version, you must manually create the computer groups.

See Tanium Console User Guide: Create a computer group.

Solution dependencies
Other Tanium solutions are required for Comply to function (required dependencies) or for specific Comply features to work

(feature-specific dependencies). The installation method that you select determines if the Tanium Server automatically imports

dependencies or if you must manually import them.

Some Comply dependencies have their own dependencies, which you can see by clicking the links in the lists of

Required dependencies on page 32 and Feature-specific dependencies on page 32. Note that the links open the user

guides for the latest version of each solution, not necessarily the minimum version that Comply requires.

Tanium recommended installation

If you select Tanium Recommended Installation when you import Comply, the Tanium Server automatically imports all your

licensed solutions at the same time. See Tanium Console User Guide: Import all modules and services.

Import specific solutions

If you select only Comply to import and are using Tanium Core Platform 7.5.2.3531 with Tanium Console 3.0.72 or later, the Tanium

Server automatically imports the latest available versions of any required dependencies that are missing. If some required

dependencies are already imported but their versions are earlier than the minimum required for Comply, the server automatically

https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/platform_user/platform_user/console_computer_groups.html#Create_computer_groups
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#import_all_modules
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updates those dependencies to the latest available versions.

If you select only Comply to import and you are using Tanium Core Platform 7.5.2.3503 or earlier with Tanium Console 3.0.64 or

earlier, you must manually import or update required dependencies. See Tanium Console User Guide: Import, re-import, or update

specific solutions.

Required dependencies

Comply has the following required dependencies at the specified minimum versions:

l Tanium™ Connect 4.10.5 or later (To customize columns for exports, you must have Connect 5.8.49 or later)

l Tanium™ Discover 3.0 or later required for network unauthenticated reports

l Tanium™ Endpoint Configuration 1.2 or later

Endpoint Configuration is installed as part of Tanium™ Client Management 1.7 or later.

l Tanium™ Interact 2.12.114 or later

l Tanium™ Trends 3.6 or later

l Tanium™ Reporting service 1.3.12 or later

o Tanium™ API Gateway 1.1.13 or later

o Tanium™ Blob service 1.0.6 or later

l Tanium™ RDB service 1.0.84 or later

l Tanium™ System User service 1.0.77 or later

Feature-specific dependencies

If you select only Comply to import, you must manually import or update its feature-specific dependencies regardless of the Tanium

Console or Tanium Core Platform versions. Comply has the following feature-specific dependencies at the specified minimum

versions:

Remote authenticated scanning requirements

l Tanium Core Platform 7.4 or later

l Tanium Comply 2.11 or later

l Tanium Direct Connect 2.1 or later

l Tanium Discover 4.5.144 or later

l Tanium Interact 2.11.58 or later

Remediate in Patch requirement

l Tanium Patch 3.6.49 or later

Investigate findings requirement

https://docs.tanium.com/platform_user/platform_user/console_solutions.html#import_specific_modules
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#import_specific_modules
https://docs.tanium.com/connect/connect/requirements.html#solution_dependencies
https://docs.tanium.com/discover/discover/requirements.html#solution_dependencies
https://docs.tanium.com/client/client/requirements.html#solution_dependencies
https://docs.tanium.com/interact/interact/requirements.html#solution_dependencies
https://docs.tanium.com/trends/trends/requirements.html#solution_dependencies
https://docs.tanium.com/api_gateway/api_gateway/requirements.html
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l Tanium Interact 2.14.106 or later for full functionality

Reporting requirement for endpoint details

l Tanium Reporting 1.12 or later is required. Otherwise, Tanium Asset is used for endpoint details.

Client extensions
Tanium Endpoint Configuration installs client extensions for Comply on endpoints. Client Extensions perform tasks that are common

to certain Tanium solutions. The Tanium Client uses code signatures to verify the integrity of each client extension prior to loading

the extension on the endpoint. Each client extension has recommended security exclusions to allow the Tanium processes to run

without interference. See Security exclusions for more information. The following client extensions perform Comply functions:

l Comply CX - Provides Comply functions on the endpoint. Tanium Comply installs this client extension.

l Core CX - Provides a management framework API for all other client extensions and exposes operating system metrics.

Tanium Client Management installs this client extension.

l Config CX - Provides installation and configuration of extensions on endpoints. Tanium Client Management installs this client

extension.

Endpoints

Supported operating systems

Tanium Client operating system support for Comply is the same as Tanium Client support (see Tanium Client Management User

Guide: Client version and host system requirements) with the following addition.

Operating
System

Version

AIX 7.1.4 or later

The IBM XL C++ runtime libraries file set (xlC.rte), version 16.1.0.0 or later, and the IBM LLVM runtime libraries file set

(libc++.rte) must be installed. For installation instructions, see Tanium Client Management User Guide: Deploying the

Tanium Client to AIX endpoints using a package file.

The Tanium Scan Engine (TSE) is required for compliance assessments that leverage Tanium Certified standards.

Disk space requirements

Endpoints must have at least 200 megabytes (MB) available in free disk space.

Resource recommendations for satellites running remote authenticated scans

Satellite endpoints should have a minimum of 16 gigabytes (GB) RAM and 4 CPUs.

requirements.html#security_exclusions
https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/client/client/deployment.html#aix_client
https://docs.tanium.com/client/client/deployment.html#aix_client
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A minimum of 4 gigabytes (GB) allocation will be reserved by default for RAS scan heap size requirements. This can

be increased in Comply Custom Settings.

Scan engines
A scan engine evaluates endpoints for security configuration exposures and software vulnerabilities using industry security

standards, vulnerability definitions, and custom compliance checks.

In Comply, the scan engine evaluates Open Vulnerability Assessment Language (OVAL) or Security Content Automation Protocol

(SCAP) content to determine endpoint compliance and vulnerability status. Comply generates findings based on the results of this

evaluation by the scan engine.

At least one scan engine is required to use Comply. Comply 2.3 and later includes Tanium Scan Engine (powered by JovalCM) and

Amazon Coretto Java Runtime Environment (JRE) versions 8.x and 11.x. Version 11.x is provided for use with supported Windows,

Linux, and macOS endpoints. JRE version 11.0.15.9.1 and later also support Mac M1 and Amazon Linux 2 EC2. Most organizations can

use the Tanium Scan Engine and Amazon Coretto JRE and do not need to upload any scan engines or JREs.

If needed, you can upload other scan engines to Comply. Comply supports the Tanium Scan Engine (which is included by default),

SCC (used by the United States government), and CIS-CAT scan engines. The supported versions of the scan engines are listed in the

Import Engine window and on this page: Reference: Supported engines and JREs. Typically, the most recent version plus the two

previous versions are supported.

The Amazon Coretto JRE is not currently supported on some distributions of Linux, AIX, and Solaris. If you need to run a scan on an

endpoint with one of these operating systems and do not want to use the existing JRE on the endpoint, you can upload it to Comply.

For best results, use Comply to install a JRE (rather than using the existing JRE on the endpoint) so that you know which JRE is used

to run scans.

Tanium Scan Engine and CIS-CAT also require PowerShell and do not work if PowerShell is in the ConstrainedLanguage language

mode.

Operating system Operating system
version

Supported JRE distributions and versions Can
deploy
using
Comply?

Microsoft Windows Server Microsoft Windows Server

2008 R2

Java version 8 or 11 distributions provided by Oracle Yes

Microsoft Windows Server

2012 and 2012 R2

l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

Microsoft Windows Server

2016 and later

l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes
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Operating system Operating system
version

Supported JRE distributions and versions Can
deploy
using
Comply?

Microsoft Windows

Workstation

Microsoft Windows 7 and

later

l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

macOS macOS 10.15 Catalina and

later

l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes
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Operating system Operating system
version

Supported JRE distributions and versions Can
deploy
using
Comply?

Linux Amazon Linux 1 AMI

(2016.09, 2018.03)

l JRE provided with Comply

l Java version 8 or 11 distributions provided by Amazon

Yes

Amazon Linux 2 LTS l JRE provided with Comply

l Java version 8 or 11 distributions provided by Amazon

Yes

Debian 8.x and later l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

Red Hat Enterprise Linux

(RHEL) 5.x

Upload your own version of Java 8 No5

Red Hat Enterprise Linux

(RHEL) 6.x and later

l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

Oracle Linux 5.x and later l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

CentOS 6.x and later l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

SUSE Linux Enterprise

Server (SLES) 12.x and

later

l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

openSUSE 12.x and later l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

Ubuntu 14.x and later l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes
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Operating system Operating system
version

Supported JRE distributions and versions Can
deploy
using
Comply?

AIX IBM AIX 7.1 TL1SP10 and

later1
IBM JRE 8 Yes2

OpenJDK JRE version 8 with the HotSpot JVM Yes3

IBM AIX 7.2 IBM JRE version 8 Yes2

OpenJDK JRE version 8 with the HotSpot JVM Yes3

Solaris4 Oracle Solaris 10 SPARC Oracle JRE 8 Yes4

Oracle Solaris 10 x861 Oracle JRE 8 Yes4

Oracle Solaris 11 SPARC Oracle JRE 8 Yes4

Oracle Solaris 11 x861 Oracle JRE 8 Yes4

164-bit only.

2Only IBM JRE 8 64-bit is supported for deployment through Comply. You must repackage the JRE before it can be deployed through Comply. For

details, see Repackage the IBM JRE for deployment to AIX endpoints.

3Only version 8 is supported for deployment through Comply. Check the OpenJDK release site for supported service pack levels for a particular

OpenJDK JRE release: AdoptOpenJDK: Latest release.

4Only version 8 is supported for deployment through Comply.

5The JRE provided with Comply may not work with older versions of Linux. Refer to the support information provided in Amazon Corretto FAQs.

Upload your own version of Java 8 if you have older versions of Linux.

Amazon Coretto Java Runtime Environment (JRE) version 11.x is provided for use with supported Windows, Linux,

and macOS endpoints. JRE version 11.0.15.9.1 and later also support Mac M1 and Amazon Linux 2 EC2.

For more information, see Working with scan engines and JREs on page 63.

Unmanaged Endpoints
This section refers to remote authenticated scan support for unmanaged endpoints. Unmanaged endpoints are endpoints that do

not have the Tanium Client installed. Comply provides standards for scanning the following unmanaged endpoints using a remote

authenticated scan:

Listed operating systems may not be supported for both compliance and vulnerability scans. For the most complete,

up to date support information, refer to the list of benchmarks and CVEs provided by the links in the table below.

../../../../../../Content/comply/repackage_jre.htm
https://adoptopenjdk.net/releases.html
https://aws.amazon.com/corretto/faqs/
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Operating
system

Operating system version

Cisco Systems l IOSXE, IOS

l Firewall

l ASA

VMware l ESX

l ESXi

vCenter based scanning and ESXi compliance scanning are not currently supported in Comply.

All operating

systems

supported by

the Tanium

Client

Remote authenticated scanning is useful for obtaining information from endpoints and subnets that do not support having the

Tanium Client installed. Although you can use remote authenticated scanning for endpoints that do support the Tanium Client,

you should use client-based scanning in that case for performance reasons and to take advantage of the linear chain

architecture.

* Some standards are still provided for older OS types that do not support the Tanium Client and therefore could be scanned

using remote authenticated scanning, such as Windows XP. The complete list of standards is viewable in the Standards

pulldown field when you create an assessment.

The complete list of benchmarks Comply provides can be viewed here:

https://content.tanium.com/files/published/tvl/benchmarks.html

The complete list of CVEs Comply provides can be viewed here: https://content.tanium.com/files/published/tvl/tvl.html

(Both lists are updated daily and should display newly added benchmarks and CVEs as they appear in Comply.)

See Configure a remote authenticated scan assessment on page 86 for configuration details.

Host and network security requirements
Specific ports and processes are needed to run Comply.

Ports

The following ports are required for remote authenticated scanning.

Source Destination Port Protocol Purpose

Satellite Scan target

endpoint

22 TCP Required for SSH for non-Windows endpoints

Satellite Scan target

endpoint

5985 TCP Required for Windows remote management

https://content.tanium.com/files/published/tvl/benchmarks.html
https://content.tanium.com/files/published/tvl/tvl.html
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All other Comply port requirements are the same as Tanium Client port requirements. See Tanium Client: Network

connectivity, ports, and firewalls.

Security exclusions

If security software is in use in the environment to monitor and block unknown host system processes, Tanium recommends that a

security administrator create exclusions to allow the Tanium processes to run without interference. The configuration of these

exclusions varies depending on AV software. For a list of all security exclusions to define across Tanium, see Tanium Core Platform

Deployment Reference Guide: Host system security exclusions.

Target Device Notes Exclusion
Type

Exclusion

Module Server Process <Module Server>\services\comply-service\node.exe

Process <Module Server>\services\comply-service\node_

modules\ovalindex\build\bin\ovalindex.exe

Process <Module Server>\services\comply-service\__new__

\src\util\7z\7za.exe

Process <Module Server>\services\endpoint-configuration-

service\TaniumEndpointConfigService.exe

Comply security exclusions

https://docs.tanium.com/client/client/requirements.html#Network_connectivity_and_firewall
https://docs.tanium.com/client/client/requirements.html#Network_connectivity_and_firewall
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/security_exceptions.html
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/security_exceptions.html
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Target Device Notes Exclusion
Type

Exclusion

 Windows endpoints Process <Tanium Client>\TaniumCX.exe

File <Tanium Client>\TaniumClientExtensions.dll

File <Tanium Client>\TaniumClientExtensions.dll.sig

File <Tanium Client>\extensions\TaniumComply.dll

File <Tanium Client>\extensions\TaniumComply.dll.sig

File <Tanium Client>\extensions\comply\data\comply.db

File <Tanium Client>\extensions\comply\data\current-ciscat-

config.json

File <Tanium Client>\extensions\comply\data\current-intel-

config.json

File <Tanium Client>\extensions\comply\data\current-java-

config.json

File <Tanium Client>\extensions\comply\data\current-joval-

config.json

File <Tanium Client>\extensions\comply\data\current-scan-

config.json

File <Tanium Client>\extensions\comply\downloads\download.db

Process <Tanium Client>\extensions\comply\jre\bin\java.exe

File <Tanium Client>\Tools\Comply\run-assessment.vbs

File <Tanium Client>\Tools\Comply\delete-assessment.vbs

Comply security exclusions (continued)
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Target Device Notes Exclusion
Type

Exclusion

Linux/macOS/AIX

endpoints

Process <Tanium Client>/TaniumCX

File <Tanium Client>/libTaniumClientExtensions.so

File <Tanium Client>/libTaniumClientExtensions.so.sig

File <Tanium Client>/extensions/libTaniumComply.so

File <Tanium Client>/extensions/libTaniumComply.so.sig

File <Tanium Client>/extensions/comply/data/comply.db

File <Tanium Client>/extensions/comply/data/current-ciscat-

config.json

File <Tanium Client>/extensions/comply/data/current-intel-

config.json

File <Tanium Client>/extensions/comply/data/current-java-

config.json

File <Tanium Client>/extensions/comply/data/current-joval-

config.json

File <Tanium Client>/extensions/comply/data/current-scan-

config.json

File <Tanium Client>/extensions/comply/downloads/download.db

Process <Tanium Client>/extensions/comply/jre/bin/java

File <Tanium Client>/Tools/Comply/run-assessment.sh

File <Tanium Client>/Tools/Comply/delete-assessment.sh

Tanium scan engine

- all supported endpoints

File <Tanium Client>/extensions/comply/engines/joval/Joval-

Utilities.jar

CIS-CAT engine

-all supported endpoints

File <Tanium Client>/extensions/comply/engines/ciscat/CISCAT.jar

CIS-CAT engine

- Linux endpoints only

File <Tanium Client>/extensions/comply/engines/ciscat/CIS-CAT.sh

CIS-CAT engine

-Windows endpoints only

File <Tanium Client>\extensions\comply\engines\ciscat\CIS-CAT.BAT

Comply security exclusions (continued)
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Target Device Notes Exclusion
Type

Exclusion

SCC engine

- Windows endpoints

Process <Tanium Client>\extensions\comply\engines\scc\cscc.exe

Process <Tanium Client>\extensions\comply\engines\scc\cscc32.exe

Process <Tanium Client>\extensions\comply\engines\scc\cscc64.exe

Process <Tanium Client>\extensions\comply\engines\scc\scc.exe

Process <Tanium Client>\extensions\comply\engines\scc\scc32.exe

Process <Tanium Client>\extensions\comply\engines\scc\scc64.exe

SCC engine - Linux/macOS

endpoints

Process <Tanium Client>\extensions/comply/engines/scc/cscc

File <Tanium Client>\extensions/comply/engines/scc/cscc.bin

Process <Tanium Client>\extensions/comply/engines/scc/scc

File <Tanium Client>\extensions/comply/engines/scc/scc.bin

Comply security exclusions (continued)

For remote vulnerability assessments, see Tanium Discover User Guide: Host and network security requirements for

Nmap security exclusions.

For best results, add a recursive security exclusion for the Tanium Client directory:

l Windows endpoints: <Tanium Client>

This path is usually C:\Program Files (x86)\Tanium\Tanium Client.

l Linux endpoints: /opt/Tanium/TaniumClient

User role requirements
The following tables list the role permissions required to use Comply. To review a summary of the predefined roles, see Set up

Comply users on page 53.

For more information about role-based access control (RBAC), role permissions, and associated content sets, see Tanium Core

Platform User Guide: Managing RBAC.

Do not assign the Comply Service Account and Comply Service Account - All Content Sets roles to users. These roles

are for internal purposes only.

https://docs.tanium.com/discover/discover/requirements.html#security
https://docs.tanium.com/platform_user/platform_user/console_rbac_overview.html
https://docs.tanium.com/platform_user/platform_user/console_rbac_overview.html
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Permission Comply
Administra
tor

1, 2,3,4,5

Comply
Operat
or
1,2,3,4,5

Comply
Deploymen
t
Administra
tor 1,2,3

Comply
Report
Content
Administra
tor 1

Comply
Report
Administra
tor 1, 2, 3

Comply
Report
Review
er 1,2

Compl
y
Custo
m
Check
Writer
3

Comply
RAS

Assessm
ent

Creator 4,
5

Comply
Endpoint
Configurat
ion
Approver 3

Comply

View the

Comply

workbench

ADMIN

OPERATOR

SHOW

OPERAT

OR

SHOW

SHOW SHOW SHOW SHOW SHOW SHOW

Comply

Components

Manage all

back-end

componen

ts in

Comply

such as

actions

Comply

Custom

Check

View,

create, and

edit

custom

checks

WRITE WRITE WRITE

Comply user role permissions
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Permission Comply
Administra
tor

1, 2,3,4,5

Comply
Operat
or
1,2,3,4,5

Comply
Deploymen
t
Administra
tor 1,2,3

Comply
Report
Content
Administra
tor 1

Comply
Report
Administra
tor 1, 2, 3

Comply
Report
Review
er 1,2

Compl
y
Custo
m
Check
Writer
3

Comply
RAS

Assessm
ent

Creator 4,
5

Comply
Endpoint
Configurat
ion
Approver 3

Comply

Deployment

View,

create, and

edit

targets

and

update

Comply

engines

READ

WRITE

READ

WRITE

READ

WRITE

Comply

Investigatio

n

View and

create

findings

investigati

ons

READ

WRITE

READ

WRITE

Comply

Report

View,

create,

and edit

Comply

reports

and

assessme

nts

READ

WRITE

READ

WRITE

READ

WRITE

READ READ

WRITE

Comply user role permissions (continued)
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Permission Comply
Administra
tor

1, 2,3,4,5

Comply
Operat
or
1,2,3,4,5

Comply
Deploymen
t
Administra
tor 1,2,3

Comply
Report
Content
Administra
tor 1

Comply
Report
Administra
tor 1, 2, 3

Comply
Report
Review
er 1,2

Compl
y
Custo
m
Check
Writer
3

Comply
RAS

Assessm
ent

Creator 4,
5

Comply
Endpoint
Configurat
ion
Approver 3

Comply

Report

Content

View and

manage

Comply

standards

READ

WRITE

READ

WRITE

READ

WRITE

READ

WRITE

READ READ READ READ

Comply

Credential

View,

create,

and edit

credential

s for RAS

assessme

nts

READ

WRITE

READ

WRITE

READ READ

Comply

RAS

Assessment

View,

create,

and edit

RAS

assessme

nts

READ

WRITE

READ

WRITE

READ

WRITE

READ

WRITE

Comply user role permissions (continued)
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Permission Comply
Administra
tor

1, 2,3,4,5

Comply
Operat
or
1,2,3,4,5

Comply
Deploymen
t
Administra
tor 1,2,3

Comply
Report
Content
Administra
tor 1

Comply
Report
Administra
tor 1, 2, 3

Comply
Report
Review
er 1,2

Compl
y
Custo
m
Check
Writer
3

Comply
RAS

Assessm
ent

Creator 4,
5

Comply
Endpoint
Configurat
ion
Approver 3

Comply

Scan

View

assessme

nts and

run on

demand

scans

EXECUTE EXECUTE EXECUTE EXECUTE

Comply

Endpoint

Configurati

on Approve

Enables

approver

privileges

in Tanium

Endpoint

Configura

tion for

Comply

changes

APPROVE

Comply user role permissions (continued)
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Permission Comply
Administra
tor

1, 2,3,4,5

Comply
Operat
or
1,2,3,4,5

Comply
Deploymen
t
Administra
tor 1,2,3

Comply
Report
Content
Administra
tor 1

Comply
Report
Administra
tor 1, 2, 3

Comply
Report
Review
er 1,2

Compl
y
Custo
m
Check
Writer
3

Comply
RAS

Assessm
ent

Creator 4,
5

Comply
Endpoint
Configurat
ion
Approver 3

Interact

Result

Expansion

Content

View,

create,

and edit

expansion

s (internal

purposes

only)

READ

WRITE

READ

WRITE

1 This role provides module permissions for Tanium Trends. You can view which Trends permissions are granted to this role in the Tanium

Console. For more information, see Tanium Trends User Guide: User role requirements.

2This role provides module permissions for Tanium Interact. You can view which Interact permissions are granted to this role in the Tanium

Console. For more information, see Tanium Interact User Guide: Tanium Data Service permissions.

3 This role provides module permissions for Tanium Endpoint Configuration. For more information, see the Tanium Endpoint Configuration User

Guide: User role requirements.

4 This role provides module permissions for Tanium Direct Connect. For more information, see Tanium Direct Connect User Guide: User role

requirements.

5 This role provides module permissions for Tanium Discover. For more information, see Tanium Discover User Guide: User role requirements.

Comply user role permissions (continued)

Permission
s

Comply
Administrato
r

Comply
Operator

Comply
Deployment
Administrato
r

Comply
Report
Content
Administrato
r

Comply
Report
Administrato
r

Comply
Report
Reviewer

Comply
Custom
Check
Writer

Comply
RAS
Assessmen
t Creator

Action

READ

WRITE

READ

WRITE

READ

WRITE

READ

WRITE

READ READ

WRITE

Provided Comply platform content user role permissions

https://docs.tanium.com/trends/trends/requirements.html#user_roles
https://docs.tanium.com/interact/interact/requirements.html#TDS_permissions
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/requirements.html#user_roles
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/requirements.html#user_roles
https://docs.tanium.com/direct_connect/direct_connect/requirements.html#user_roles
https://docs.tanium.com/direct_connect/direct_connect/requirements.html#user_roles
https://docs.tanium.com/discover/discover/requirements.html#user_roles
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Permission
s

Comply
Administrato
r

Comply
Operator

Comply
Deployment
Administrato
r

Comply
Report
Content
Administrato
r

Comply
Report
Administrato
r

Comply
Report
Reviewer

Comply
Custom
Check
Writer

Comply
RAS
Assessmen
t Creator

Action For

Saved

Question WRITE WRITE WRITE WRITE

Own Action

READ READ READ READ READ READ

Package

READ

WRITE

READ

WRITE

READ

WRITE

READ

WRITE

READ

WRITE

Plugin

EXECUTE EXECUTE EXECUTE EXECUTE EXECUTE EXECUTE EXECUTE EXECUTE

Saved

Question

READ

WRITE

READ

WRITE

READ

WRITE

READ

WRITE

READ READ

WRITE

Sensor

READ READ READ READ READ READ

To view which content set permissions are granted to a role, see Tanium Console User Guide: View effective role permissions.

Provided Comply platform content user role permissions (continued)

https://docs.tanium.com/platform_user/platform_user/console_roles.html#Effective_permissions
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Installing Comply
Use the Solutions page to install Comply and choose either automatic or manual configuration:

l Automatic configuration with default settings (Tanium Core Platform 7.4.2 or later only): Comply is installed with any

required dependencies and other selected products. After installation, the Tanium Server automatically configures the

recommended default settings. This option is the best practice for most deployments. For details about the automatic

configuration for Comply, see Import Comply with default settings on page 49.

l Manual configuration with custom settings: After installing Comply, you must manually configure required settings. Select

this option only if Comply requires settings that differ from the recommended default settings. For more information, see

Import Comply with custom settings on page 50.

Use the Tanium Recommended Installation option.

Before you begin
l Read the release notes.

l Review the Comply requirements on page 31.

l If you are upgrading from a previous version, see Upgrade Comply.

Import Comply with default settings
When you import Comply with automatic configuration, the following default settings are configured:

Setting Default value

Action group l Restricted targeting disabled (default): All Computers computer group

l Restricted targeting enabled: No Computers computer group

Comply tools Comply tools and the Tanium Scan Engine (powered by JovalCM) are deployed to endpoints.

Default configuration The default configuration does the following:

l Sets up a scheduled TVL download (by default 3am every day)

l Downloads and imports the certified benchmarks from content.tanium.com

l Downloads and installs the engines

l Downloads the latest TVL

l Creates default compliance and vulnerability assessments for each operating system

https://kb.tanium.com/Category:Tanium_Comply
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Scans begin to run after the installation completes.

Deployments begin immediately after solution installation. The Distribute over setting for the deployments is set to

three minutes. After the three minute distribution window completes, reports will run. The Distribute over setting
for reports is also three minutes.

To import Comply and configure default settings, be sure to select the Apply All Tanium recommended configurations option
while performing the steps in Tanium Console User Guide: Import all modules and services. After the import, verify that the correct

version is installed: see Verify Comply version on page 50.

(Tanium Core Platform 7.4.5 or later only) You can set the Comply action group to target the No Computers filter group by enabling

restricted targeting before importing Comply. This option enables you to control tools deployment through scheduled actions that

are created during the import and that target the Tanium Comply action group. For example, you might want to test tools on a

subset of endpoints before deploying the tools to all endpoints. In this case, you can manually deploy the tools to an action group

that you configured to target only the subset. To configure an action group, see Tanium Console User Guide: Managing action

groups. To enable or disable restricted targeting, see Tanium Console User Guide: Dependencies, default settings, and tools

deployment.

Import Comply with custom settings
To import Comply without automatically configuring default settings, be sure to clear the Apply All Tanium recommended
configurations check box while performing the steps in Tanium Console User Guide: Import, re-import, or upgrade to the latest

versions of specific modules. After the import, verify that the correct version is installed: see Verify Comply version on page 50.

Reports and statistics on the Comply Home page might not be updated immediately with current results since this data is updated

every 10 minutes.

To configure the Comply action group, see Configure the Comply action group on page 52.

Manage solution dependencies
Other Tanium solutions are required for Comply to function (required dependencies) or for specific Comply features to work

(feature-specific dependencies). See Solution dependencies.

Upgrade Comply
For the steps to upgrade Comply, see Tanium Console User Guide: Manage Tanium modules. After the upgrade, verify that the

correct version is installed: see Verify Comply version on page 50.

For information on upgrade issues you may experience, see the Troubleshooting section.

Verify Comply version
After you import or upgrade Comply, verify that the correct version is installed:

https://docs.tanium.com//platform_user/platform_user/console_solutions.html#import_all_modules
https://docs.tanium.com/platform_user/platform_user/action_groups.html
https://docs.tanium.com/platform_user/platform_user/action_groups.html
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#module_dependencies_settings
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#module_dependencies_settings
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#import_specific_modules
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#import_specific_modules
https://docs.tanium.com/comply/comply/requirements.html#solution_dependencies
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#manage_Tanium_modules
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1. Refresh your browser.

2. From the Main menu, go to Modules > Comply to open the Comply Overview page.

3. To display version information, click Info .
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Configuring Comply
If you did not install Comply with the Apply All Tanium recommended configurations option, you must enable and configure

certain features.

Configure Tanium Endpoint Configuration

Manage solution configurations with Tanium Endpoint Configuration

Tanium Endpoint Configuration delivers configuration information and required tools for Tanium Solutions to endpoints. Endpoint

Configuration consolidates the configuration actions that traditionally accompany additional Tanium functionality and eliminates

the potential for timing errors that occur between when a solution configuration is made and the time that configuration reaches an

endpoint. Managing configuration in this way greatly reduces the time to install, configure, and use Tanium functionality, and

improves the flexibility to target specific configurations to groups of endpoints.

Endpoint Configuration is installed as a part of Tanium Client Management. For more information, see the Tanium

Client Management User Guide: Installing Client Management.

Optionally, you can use Endpoint Configuration to require approval of configuration changes. When configuration approvals are

enabled, Endpoint Configuration does not deploy a configuration change to endpoints until a user with approval permission

approves the change. For information about the roles and permissions that are required to approve configuration changes for

Comply, see User role requirements on page 42. For more information about enabling and using configuration approvals in Endpoint

Configuration, see Tanium Endpoint Configuration User Guide: Managing approvals.

For solutions to perform configuration changes or tool deployment through Endpoint Configuration on endpoints

with action locks turned on, you must enable the Manifest Package Ignore Action Lock and Deploy Client
Configuration and Support Package Ignore Action Lock settings. To access these settings, from the Endpoint

Configuration Overview page, click Settings and select Global. For more information about action locks, see

Tanium Console User Guide: Managing action locks.

For more information about Endpoint Configuration, see Tanium Endpoint Configuration User Guide.

Configure Comply

Configure the Comply action group

Importing the Comply module automatically creates an action group to target specific endpoints. If you did not use automatic

configuration or you enabled restricted targeting when you imported Comply, the action group targets No Computers.

If you used automatic configuration and restricted targeting was disabled when you imported Comply, configuring the Comply

action group is optional.

https://docs.tanium.com/client/client/installing_client_management.html
https://docs.tanium.com/client/client/installing_client_management.html
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/managing_approvals.html
https://docs.tanium.com/platform_user/platform_user/action_lock.html
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/index.html
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You can update the action group if needed.

1. From the Tanium console, go to Administration > Actions > Action Groups.

2. Select Tanium Comply and click Edit to update the action group.

Set up Comply users

You can use the following set of predefined user roles to set up Comply users.

To review specific permissions for each role, see User role requirements on page 42.

On installation, Comply creates a Comply user to automatically manage the Comply service account. Do not delete

the Comply user.

For more information about assigning user roles, see Tanium Core Platform User Guide: Manage role assignments for a user.

Comply Administrator

Assign the Comply Administrator role to users who manage the configuration and deployment of Comply functionality to

endpoints.

This role can perform the following tasks:

l View and modify Comply configurations

l Create deployments to endpoints and update engines

l View and modify Comply standards

Comply Operator

Assign the Comply Operator role to users who manage the configuration and deployment of Comply functionality to

endpoints.

This role can perform the following tasks:

l View and modify Comply configurations

l Create deployments to endpoints and update engines

l View and modify Comply standards

Comply Deployment Administrator

Assign the Comply Deployment Administrator role to users who create and view Comply endpoint configurations.

This role can perform the following tasks:

l Create deployments to endpoints and update engines

l View and modify Comply standards

https://docs.tanium.com/platform_user/platform_user/console_users.html#Assign_roles
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Comply Report Content Administrator

Assign the Comply Report Content Administrator role to users who create and manage Comply compliance and

vulnerability standards. This role can view and modify Comply standards.

Comply Report Administrator

Assign the Comply Report Administrator role to users who configure and manage Comply assessments.

This role can perform the following tasks:

l View and modify Comply assessments and reports

l View Comply standards

Comply Report Reviewer

Assign the Comply Report Reviewer role to users who review Comply assessments and standards.

This role can perform the following tasks:

l View Comply assessments and reports

l View Comply standards

Comply Custom Check Writer

Assign the Comply Custom Check Writer role to users who create custom checks to review a condition on endpoints that

might not be included in any standard.

This role can perform the following tasks:

l View and modify custom checks

l View Comply standards

Comply Comply RAS Assessment Creator

Assign the Comply RAS Assessment Creator role to a user to users who configure and manage remote authenticated scans.

This role can perform the following tasks:

l View and modify credentials

l View and modify RAS assessments

Comply Endpoint Configuration Approver

Assign the Comply Endpoint Configuration Approver role to a user who approves or rejects Comply configuration items in

Tanium Endpoint Configuration. This role can approve, reject, or dismiss changes that target endpoints where Comply is

installed.

Do not assign the Comply Service Account and Comply Service Account - All Content Sets roles to users. These roles

are for internal purposes only.
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Upload scan engines and JREs
A scan engine evaluates endpoints for security configuration exposures and software vulnerabilities using industry security

standards, vulnerability definitions, and custom compliance checks.

In Comply, the scan engine evaluates Open Vulnerability Assessment Language (OVAL) or Security Content Automation Protocol

(SCAP) content to determine endpoint compliance and vulnerability status. Comply generates findings based on the results of this

evaluation by the scan engine.

At least one scan engine is required to use Comply. Comply 2.3 and later includes Tanium Scan Engine (powered by JovalCM) and

Amazon Coretto Java Runtime Environment (JRE) versions 8.x and 11.x. Version 11.x is provided for use with supported Windows,

Linux, and macOS endpoints. JRE version 11.0.15.9.1 and later also support Mac M1 and Amazon Linux 2 EC2. Most organizations can

use the Tanium Scan Engine and Amazon Coretto JRE and do not need to upload any scan engines or JREs.

If needed, you can upload other scan engines to Comply. Comply supports the Tanium Scan Engine (which is included by default),

SCC (used by the United States government), and CIS-CAT scan engines. The supported versions of the scan engines are listed in the

Import Engine window and on this page: Reference: Supported engines and JREs. Typically, the most recent version plus the two

previous versions are supported.

The Amazon Coretto JRE is not currently supported on some distributions of Linux, AIX, and Solaris. If you need to run a scan on an

endpoint with one of these operating systems and do not want to use the existing JRE on the endpoint, you can upload it to Comply.

For best results, use Comply to install a JRE (rather than using the existing JRE on the endpoint) so that you know which JRE is used

to run scans.

Tanium Scan Engine and CIS-CAT also require PowerShell and do not work if PowerShell is in the ConstrainedLanguage language

mode.

In the Configuration Progress section, click the Upload Engine/JRE step and then click Comply Engines to open the Manage
Engines page. For more information about uploading engines and JREs from this page, see Uploading scan engines and JREs.

Create deployments
You must have the Comply Deployment Administrator role to create deployments. For more information about Comply roles, see

User role requirements on page 42.

Create deployments based on the architecture and platform of the targeted endpoints to deploy engines and JREs to endpoints on a

schedule. For example, you might want to create the following deployments:

l Windows 64-bit

l Windows 32-bit

l macOS 64-bit

l Linux 64-bit
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l Ensure that the computer groups targeted by each deployment include all applicable endpoints. Review the

deployments to confirm that no computer groups are missing.

l Ensure that deployment are created for all possible architectures (bitness) and platforms. For example,

some environments still contain 32-bit Linux and Windows endpoints. These endpoints require specific

deployments.

For steps to create a deployment, see Setting up endpoints.

Restrict assessment visibility

By default, users with the Comply Assessment Reviewer role can see all assessments, even assessments that target computer

groups for which the user does not have management rights.

If you want users to only see assessments that target computer groups for which they have management rights, set the report_mr_
enabled setting to true. When you enable this setting, users can only see assessments when they have management rights to all

computer groups that the assessment targets. If an assessments targets multiple computer groups, but the user does not have

management rights to one or more of the targeted computer groups, the user cannot see the assessment.

1. From the Comply Overview page, click Settings .

2. Find the report_mr_enabled setting and click Edit.

3. In the Edit Setting window, enter true in the Value field.

4. Click Save.

The change takes effect immediately and does not require you to restart Comply.
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Create assessments

From the Comply menu, click Assessments to open the Assessments page. From this page, you can create configuration

compliance assessments, vulnerability assessments, and network unauthenticated assessments. You can also view and update

existing assessments.

For information on assessments, see Creating compliance assessments on page 84 and Creating vulnerability assessments on page

102.

Configure Comply for an air-gapped environment
When your Tanium Server is in an air-gapped environment, the server cannot download the Tanium Engines or Tanium Vulnerability

Library files from the internet. You must configure Comply for an air-gapped environment and upload these files to Comply.

Starting with Comply 2.13, Tanium Vulnerability Library files on content.tanium.com support CVSS v3. If you are

upgrading from a previous version and are in airgap mode, it is recommended that you upgrade to the latest TVL

prior to upgrading to Comply 2.13. See Upload the Tanium Vulnerability Library files on page 59 below for

instructions.

1. From the Comply Home page, click Settings .

2. Find the is_airgapped setting and click Edit.
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3. In the Edit Setting window, select True in the Value field.

4. Click Save.

If you edit the is_airgapped setting back to False, you must restart Comply for the Tanium Vulnerability

Library (TVL) to update properly.

UPLOAD THE TANIUM ENGINES PACKAGE

1. From the Comply menu, click Setup > Configuration and go to the Engines tab.

2. Click Upload Engines Package.

3. Download the air gap ZIP file from the following link indicated in the Upload Tanium Engines Airgap Archive window

(https://content.tanium.com/files/published/comply-engines/engines.cgz) using a machine that can connect to the internet

and save it on the air-gapped machine.

4. Click Select Engines Package File, select the engines.cgz file from the location where you saved it on the air-gapped

machine, and click Open.

5. Click Upload.

6. After your upload is complete, click Close.

https://content.tanium.com/files/published/comply-engines/engines.cgz
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UPLOAD THE TANIUM VULNERABILITY LIBRARY FILES

1. From the Comply menu, click Standards > Vulnerability to open the Vulnerability Standards page.

2. Click Upload Airgap Zip.

3. Download the air gap ZIP file from the link indicated in the Upload TVL Airgap Zip window

(https://content.tanium.com/files/published/tvl/Comply-Standards-Airgap-v1.zip) using a machine that can connect to the

internet and save it on the air-gapped machine.

4. Click Select File, select the Comply-Standards-Airgap-v1.zip file from the location where you saved it on the air-

gapped machine, and click Open.

5. Click Upload.

6. After your upload is complete, click Close on the Upload TVL Airgap Zip window. Allow approximately five minutes for

Comply to update the vulnerability standards. If you expand a vulnerability source, you will see the Type indicated as Local as
well as a completed count of CVEs after the standards are successfully updated from the uploaded air gap ZIP file.

Configure credentials lists for remote-authenticated scans
In order for satellites to perform secure scans of endpoints without the Tanium Client installed, the login credentials for those

endpoints are required. Following the instructions detailed here, add endpoint credentials for use in remote-authenticated scans.

https://content.tanium.com/files/published/tvl/Comply-Standards-Airgap-v1.zip
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The Comply Credential RBAC permission is required to configure credentials.

Use as few sets of credentials as possible for any credential lists used for satellite scans. Adding more credentials

can increase the time necessary to complete a task as the task attempts each set of credentials. Additionally, the

more credentials you use, the greater risk you run of credentials failing and possibly triggering security alerts or

account lockouts.

1. From the Comply menu, click Setup > Credentials Lists. Click Create.

2. In the Summary section, configure the following:

l Enter a Name and Description for the credentials list.

l The Content Set is Comply. (This cannot be changed at this time.)

3. In the Credentials section, click Add.

Create separate lists for Windows and non-Windows credentials.

4. In the Platform section, select Window or Non-Windows.

l If you are using Windows credentials, do the following

o (Optionally) Enter a Domain name.

o Enter a Username.

o Enter the corresponding Password.

o Click Save.

l If you are using Non-Windows credentials, do the following:

o Select a Credential Type: SSH (recommended) or Password.

n For SSH, a Username and SSH Private Key are required. A Keyphrase is optional.

n For Password, a Username and Password are required.

For ESXi endpoints, you must select Password as the Credential type. SSH using a

private key does not work with Joval 6.4.2 on ESXi.
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o Expand Advanced Settings to optionally configure one or more of the following:

The fields provided here allow the Tanium Scan Engine to perform compliance and

vulnerability checks that require elevated privileges. The engine knows when it needs

to use these additional privileges to gain access to endpoints. For example, on a Cisco

Systems endpoint, there are configuration settings that require elevated privileges in

order to read the value so that the Tanium Scan Engine can evaluate a compliance

rule. If the Tanium Scan Engine requires these privileges for an endpoint and they are

not provided here, it will return an error status for those rules, instead of pass or fail.

n For Sudo Escalation, select the check box to indicate that the sudo command should be used for

privilege escalation. If you enable the check box, and the authentication type is SSH Key, you must also

enter a Password here.

n For Cisco IOS Enable Password, enter the password for privilege elevation on Cisco IOS devices.

n Under Substitute Credentials, enter a Substitute Name and Substitute Password, for su-based
privilege escalation.

l Click Add.

5. Click Save on the Credentials page to preserve the endpoint credential criteria you added.

Prioritize credentials

Set the priority of credentials within a credentials list. This determines the order in which credentials are attempted on endpoints.

1. Click the Prioritize button.

2. Drag and drop items in the list to set their priority.

Once configured, select a credential list in the Assessments page when you choose Remote Authenticated as the Scan Method.

You cannot delete credentials that are used in an assessment.

Credentials list view

Once credentials are created, you can click the Additional data arrow from the list view to see information about the credentials

such as date they were created or updated and the assessments in which the credentials are used.
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Working with scan engines and JREs
A scan engine evaluates endpoints for security configuration exposures and software vulnerabilities using industry security

standards, vulnerability definitions, and custom compliance checks.

In Comply, the scan engine evaluates Open Vulnerability Assessment Language (OVAL) or Security Content Automation Protocol

(SCAP) content to determine endpoint compliance and vulnerability status. Comply generates findings based on the results of this

evaluation by the scan engine.

At least one scan engine is required to use Comply. Comply 2.3 and later includes Tanium Scan Engine (powered by JovalCM) and

Amazon Coretto Java Runtime Environment (JRE) versions 8.x and 11.x. Version 11.x is provided for use with supported Windows,

Linux, and macOS endpoints. JRE version 11.0.15.9.1 and later also support Mac M1 and Amazon Linux 2 EC2. Most organizations can

use the Tanium Scan Engine and Amazon Coretto JRE and do not need to upload any scan engines or JREs.

If needed, you can upload other scan engines to Comply. Comply supports the Tanium Scan Engine (which is included by default),

SCC (used by the United States government), and CIS-CAT scan engines. The supported versions of the scan engines are listed in the

Import Engine window and on this page: Reference: Supported engines and JREs. Typically, the most recent version plus the two

previous versions are supported.

The Amazon Coretto JRE is not currently supported on some distributions of Linux, AIX, and Solaris. If you need to run a scan on an

endpoint with one of these operating systems and do not want to use the existing JRE on the endpoint, you can upload it to Comply.

For best results, use Comply to install a JRE (rather than using the existing JRE on the endpoint) so that you know which JRE is used

to run scans.

Tanium Scan Engine and CIS-CAT also require PowerShell and do not work if PowerShell is in the ConstrainedLanguage language

mode.

You must have the Comply Deployment Administrator role to import scan engines. For more information about Comply roles, see

User role requirements on page 42.

Default targeting

When first setting up Comply, you are prompted to choose one of the following on the Engines page:

l Use Default Targeting - If you select this option, engines are deployed to all endpoints in the Comply action group.

If you are upgrading Comply and select Use Default Targeting, old engines will not be removed.

Note that the engine selection is for the latest Corretto version. Comply will use version 11 for the platforms that support it

and version 8 for platforms that do not support version 11.
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l Do Not Use Default Targeting - If you select this option, you must manually choose computer groups for each engine.

Download and import the CIS engine

Comply 2.3 and later includes Tanium Scan Engine (powered by JovalCM). Most organizations can use the Tanium

Scan Engine and do not need to upload the CIS engine.

1. Go to https://workbench.cisecurity.org and sign in or register if this is the first time you are using CIS Security standards.

2. After you sign in, click Downloads to go to the Downloads page to download the latest ciscat-full-bundle-

<version>.zip file. See Reference: Supported engines and JREs on page 184 for the latest version of this file supported by

Comply.

3. In Comply, select Configuration under the Setupmenu.

4. On the Engines tab, click Import Engine.

5. In the Engine Type drop-down menu, select CIS-CAT.

6. Check Standards to import the standards in the bundle into Comply. For best results, check this option. This option is enabled

by default the first time you upload the CIS-CAT bundle.

7. Uncheck Engine if you have already imported the required scan engine and you only want to import standards (see note

below).

https://workbench.cisecurity.org/
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8. Click Select File to select the ZIP file you downloaded from CIS.

9. Click Import.

For the CIS-CAT scan engine to work, you must also install the JRE package. See Upload a Java Runtime

Environment (JRE) package on page 67.

To upgrade your standards when CIS releases a new version of the bundle, select Standards only. This is how new,

updated standards are imported into Comply in bulk. Existing reports and standards will not be affected by this

process, and the standards used in these reports are not automatically upgraded to the new versions of the

respective standards.

If you are using CIS-CAT with Comply 1.3.2 or older, you must upgrade to Comply 1.3.3 or later for the CIS-CAT

engine to work properly. See Troubleshooting on page 173.

Download and import the SCC scan engine
SCC is the scan engine generally used by the United States government.
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Within each SCC ZIP file, there is another ZIP file (on Windows) or a TGZ file (on Linux/macOS). Comply will accept

these inner ZIP or TGZ files as well as the original ZIP archive. This reduces the amount of data in half that you must

upload.

1. Select Setup > Configuration .

2. On the Engines tab, click Import Engine.

3. In the Engine Type drop-down menu, select SCC.

4. Select content: Standards and/or Engines.

5. Click Browse to select the SCC bundle that you would like to upload.

6. Click Import.

Some SCC bundles come packaged with DISA STIG standards. To import these, be sure to check Standards. Not all
SCC bundles include this content.
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TARGET COMPUTER GROUPS

1. On the Engines tab, hover over an engine and click the Edit icon that appears.

2. Select endpoints to receive this engine by choosing one of the following:

l Default: Default targeting uses the Comply action group.

l Custom Targeting: Choose this option to build your own groupings. Use the And/Or buttons to build upon or narrow

your selection. Use the Row button to add a new row to the group. Use the Grouping button to build another And/Or

combination for targeting. When finished, click Apply for each selection and then click Save.

l Do not distribute to endpoints: Choose this option to prevent the engine from being distributed to endpoint

systems.

Upload a Java Runtime Environment (JRE) package

The Amazon Coretto Java Runtime Environment (JRE) is included with Comply 2.3 and later. The zip file on the

endpoint that contains the JRE is encrypted to prevent access to the JRE. This JRE is supported on Windows,

macOS, and most distributions of Linux. If you use this JRE, you do not need to upload any JREs to Comply.

The Amazon Coretto JRE is not currently supported on some distributions of Linux, AIX, and Solaris. If you need to run a scan on an

endpoint with one of these operating systems and do not want to use the existing JRE on the endpoint, you can upload it to Comply.

For best results on these operating systems, upload a JRE and use Comply to install that JRE (rather than using the existing JRE on

the endpoint) so that you know which JRE is used to run scans.

If you need to upload a JRE to Comply, download the appropriate JRE package for each platform and architecture required for the

endpoints in your environment. For a list of the supported JRE distributions and versions, see Java Runtime Environment.

If you upload an Oracle JRE, both the standard JRE and server JRE packages are supported. Because the underlying binary files that

Comply uses are the same for both packages, you can upload only one package (standard JRE or server JRE) for a particular

platform/architecture. Either package can be used for scanning all endpoints (workstations and servers) on the associated platform.

You can upload only the TGZ or ZIP packages to Comply. Be sure to download the TGZ or ZIP packages, not the EXE, RPM, or DMG

files. Download the JRE packages from the following URL: http://www.oracle.com/technetwork/java/javase/downloads/index.

http://www.oracle.com/technetwork/java/javase/downloads/index.html
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Import JREs

1. From the Comply menu, select Setup > Configuration.

2. On the JREs tab, click Import JRE.

3. Click Browse to select one of the TAR, GZ, or ZIP files that you downloaded earlier.

4. Click Import.

To remove a scan engine or JRE, select it and click Remove. You cannot remove the Tanium Scan Engine (powered by JovalCM) or

the JREs that are included with Comply.

TARGET COMPUTER GROUPS

1. On the JREs tab, hover over an engine and click the Edit icon that appears.

2. Select endpoints to receive this engine by choosing one of the following:

l Default: Default targeting uses the Comply action group.

l Custom Targeting: Choose this option to build your own groupings. Use the And/Or buttons to build upon or narrow

your selection. Use the Row button to add a new row to the group. Use the Grouping button to build another And/Or

combination for targeting. When finished, click Apply for each selection and then click Save.

l Do not distribute to endpoints: Choose this option to prevent the engine from being distributed to endpoint

systems.
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Import custom settings

1. From the Comply menu, select Setup > Configuration.

2. In the Custom Settings tab, click Customize or Add Custom Settings.

3. In the Create Custom Settings window, set the following: 

l Resource mode: The default setting is Normal. Change this setting to Low, and the Tanium scan engine will utilize

fewer resources on the endpoint.

o CPU Utilization (Windows OS types only) can be set as low as 10%. If other resources are using CPU, the scan

will pause until the set amount of CPU is available.

Note the following about Low Resource Mode:

o It only applies to the Tanium scan engine.

o The CPU Count automatically defaults to 1 and the Max Java Heap size is set to 128 MB.

o Scans take more time to complete.

o Scans produce simplified JSON result files instead of XML.
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o Running a low resource mode scan with debug enabled does not produce any additional scan debug output

files. The debug JSON configuration state files are captured in the support subdirectory: <Tanium
Client>\extensions\comply\data\results\<scan name>\support

l CPU Count: Set a maximum number of CPUs for scanning. The default recommendation is 1 CPU.

l Java Heap Size: Set the maximum amount of Java heap memory used for scanning. The default recommendation is

768 MB.

l Targeting: Select endpoints to receive these customized settings. Select Default or Custom Targeting.

o Custom Targeting: Choose this option to build your own groupings. Use the And/Or buttons to build upon or

narrow your selection. Use the Row button to add a new row to the group. Use the Grouping button to build

another And/Or combination for targeting. When finished, click Apply for each selection.

4. Click Save.
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Prioritize endpoint configurations
Endpoint configurations can contain overlapping targeting settings. For example, you can have one configuration that targets all

computer groups and a second configuration that targets of subset of computers within all computer groups. Without setting a

prioritization for the configuration, you cannot be sure which settings are applied to that subset of computers. Designating a

prioritization determines which setting is applied if a conflict exists.

The setting with the highest priority has the lowest priority number. For example, an engine with a priority of 1 takes

precedence over an engine with a priority of 10.

For engines, prioritization only occurs for engines of the same name. Prioritization does not block different engines

from being installed on an endpoint.

1. From the Comply menu, navigate to Settings > Configuration. Changing the priority is available for Engines, JREs, and

Custom Settings.

2. Click the Prioritize button to make configurations moveable.

3. Select the configuration you want to change the priority of and drag it up or down.
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4. Click Save to keep the new priorities or Cancel to undo them and revert back to the original priorities. When you click Save,
the priority for all items is reordered based on your change.

Updating the Tanium Engines
If updates are available for the Tanium Scan Engine (powered by JovalCM) or Amazon Coretto JREs that are included with Comply, a

yellow banner displays on the Comply Main page that says Updates are available for one or more engines. Click the Update Now
link to open the Engines page.

Click the Download Engine Update button on the Engines page to update the engines to the latest version.

Upload the Tanium Engines package for air-gapped environments
Tanium Scan Engine (powered by JovalCM) and Amazon Coretto Java Runtime Environment (JRE) are included with Comply 2.3 and

later. If you are working in an air-gapped environment and you want to use these engines, you must configure that setting in Comply

and then upload the Tanium Engines file. For the steps to configure Comply for an air-gapped environment, see Configure Comply

for an air-gapped environment.
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1. After you specify that you are working in an air-gapped environment, click Setup > Configuration to open the Engines page.

2. Click Upload Engines Package.

3. Download the air gap ZIP file from the link indicated in the Upload Tanium Engines Airgap Archive window

(https://content.tanium.com/files/published/comply-engines/engines.cgz) using a machine that can connect to the internet

and save it on the air-gapped machine.

4. Click Select File, select the engines.cgz file from the location where you saved it on the air-gapped machine, and click

Open.

5. Click Upload.

6. After your upload is complete, click Close.

https://content.tanium.com/files/published/comply-engines/engines.cgz
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Setting up endpoints
Scan endpoints by configuring engines for targeted computer groups.

Configure engines
Target deployments to computer groups based on the architecture and platform of the targeted endpoints to deploy engines and

JREs to endpoints on a schedule. For example, you might want to create the following deployments:

l Windows 64-bit

l Windows 32-bit

l macOS 64-bit

l Linux 64-bit

l Ensure that the computer groups targeted by each deployment include all applicable endpoints. Review the

deployments to confirm that no computer groups are missing.

l Ensure that deployments are created for all possible architectures (bitness) and platforms. For example,

some environments still contain 32-bit Linux and Windows endpoints. These endpoints require specific

deployments.

By default, Tanium provides the Tanium Scan Engine (powered by JovalCM), but if you uploaded another supported engine, you can

select that engine. For more information on scan engines, see Working with scan engines and JREs.

1. Go to Setup > Configuration.

2.  In the Engines tab, do the following:

3. Click for an engine in the list to open the targeting window.

4. Select Computer Groups you want to target.

l Default: Default targeting uses the Comply action group.

l Custom Targeting: Choose this option to build your own groupings. Use the And/Or buttons to build upon or narrow

your selection. Use the Row button to add a new row to the group. Use the Grouping button to build another And/Or

combination for targeting. When finished, click Apply for each selection and then click Save.

l Do not distribute to endpoints: Choose this option to prevent the engine from being distributed to endpoint

systems.
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5. Click Save.

Custom settings
Set limits for engines on endpoints using targeting.

On the Setup > Configuration page, select the Custom Settings tab.

The default configuration with suggested "best practice" parameters is displayed:

o For CPU Count, 1 CPU is selected.

o For Java Heap Size, a default value 768 MB is set.

o For Targeting, Default is selected for the action group.

1. To create a custom configuration, click the Customize button.

2. In the Create Custom Settings window, set the following: 

l Resource mode: The default setting is Normal. Change this setting to Low, and the Tanium scan engine will utilize

fewer resources on the endpoint.

Note the following about Low Resource Mode:

o It only applies to the Tanium scan engine. Tanium scan engine version 6.3.7 or higher is required.

o Scans take more time to complete.

o The CPU Count automatically defaults to 1 and the Max Java Heap size is set to 128 MB.

o CPU Utilization (Windows OS types only) can be set as low as 10%. If other resources are using CPU, the scan

will pause until the set amount of CPU is available.

l CPU Count: Set a maximum number of CPUs for scanning. The default recommendation is 1 CPU.

l Java Heap Size: Set the maximum amount of Java heap memory used for scanning. The default recommendation is

768 MB.
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l Targeting: Select endpoints to receive these customized settings. Select Default or Custom Targeting.

o Custom Targeting: Choose this option to build your own groupings. Use the And/Or buttons to build upon or

narrow your selection. Use the Row button to add a new row to the group. Use the Grouping button to build

another And/Or combination for targeting. When finished, click Apply for each selection.

3. Click Save.
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Working with standards and vulnerability sources
You must have the Comply Report Content Administrator role to read and write configuration compliance standards and

vulnerability sources. For more information about Comply roles, see User role requirements on page 42.

Comply 2.4 and later includes several Tanium Certified standards. These standards have a Tanium certified label.

You can use these standards only with the Tanium Scan Engine (powered by JovalCM).

If you want to use other standards or scan engines, you must import them. See Download and import the CIS

engine on page 64 and Download and import the SCC scan engine on page 65 for instructions on how to import or

upgrade standards in bulk.

The complete list of standards Comply provides can be viewed here:

https://content.tanium.com/files/published/tvl/benchmarks.html. This list is updated daily.

Configuration compliance standards

Importing individual standards and assigning categories

You can import standards in Comply that have the following file formats:

l Split XCCDF format: XCCDF file, OVAL file, CPE, and CPE-dictionary

l Single SCAP 1.2 datastream single file

l Multiple ZIP files containing split XCCDF files

Use categories and labels to group the standards. You can filter the list of standards on the Standards > Compliance page by

category and label.

1. On the Standards page, in the Compliance tab, click the Import button to import configuration compliance standards.

2. Provide a Description for the standard.

3. (Optional) Enter custom labels in the Labels field to describe the standard.

4. Click Select Files and select the standard files.

https://content.tanium.com/files/published/tvl/benchmarks.html
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5. Click Import.

FILTER STANDARDS

You can filter standards by category on the Standards page, in the Compliance tab by selecting a category from the Filter arrow
and choosing from the Label drop-down list.
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CHANGE A STANDARDS LABEL

1. On the Standards page Compliance tab, hover over a standard to show the Edit icon. Click this icon.

2. In the Standard Metadata window, edit the Labels for the standard.

3. Click Save.

CREATE A STANDARD

1. From the Comply Setup page, click Compliance.

2. Click Create Custom Profile.

3. In the Custom Profile window, enter a title and a description.

4. Select a standard and click Create.

DELETE A STANDARD

1. From the Comply Setupmenu, click Compliance.

2. On the Custom Profiles tab, click Delete next to the standard you want to delete.

3. Click OK.

You cannot delete a compliance standard that is used in an assessment. You must delete the assessment first, and

then you can delete the compliance standard.

Filtering standards

Use the Label Filter field at the top right of the Standards page, in the Compliance tab to filter the standards. Begin entering text

to see a list of available labels or click the X next to an existing label to remove it from the list of filters.

Comply includes several Tanium Certified standards. These standards have a Tanium Certified icon. You can use these standards

only with the Tanium Scan Engine (powered by JovalCM).
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Standards with a Verified label were tested and confirmed to work with Comply. Only verified standards display by default.

Standards with an Unverified label were not tested with Comply. This label does not mean that the standard does not work with

Comply. Standards with an Unsupported label do not work with Comply.

Viewing configuration compliance standard profiles and creating assessments

1. On the Standards page, in the Compliance tab , click Expand to see the details of a configuration compliance standard.

2. In the Profiles section, hover over a profile and click the Create Assessment button next to a standard profile to create an

assessment for that profile.

Click the Create Assessment button at the top to create an assessment for the first profile listed.

The Create Configuration Compliance Assessment page opens. For the steps to create a configuration compliance report,

see Create a configuration compliance assessment.

Vulnerability sources
In the Comply menu, click Standards and select the Vulnerability tab to open the Vulnerability Standards page.

Default vulnerability sources

Expand Tanium Vulnerability Library to see the vulnerability sources provided by Comply:

l Tanium Vulnerability Library for Unix

l Tanium Vulnerability Library for macOS

l Tanium Vulnerability Library for Windows

l Tanium Vulnerability Library for Unmanaged

#create_comp
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The complete list of CVEs Comply provides can be viewed here:

https://content.tanium.com/files/published/tvl/tvl.html. This list is updated daily. Starting with release 2.13, Comply

uses CVSS v3 scoring.

Expand default vulnerability sources to view details, create a report, update them, or edit them. Click on the number of CVEs to see

the full list of CVEs included in a standard. You can search the CVE list by using Filter by Name field.

Tanium maintains the Tanium Vulnerability Library daily. The new version of the Tanium Vulnerability Library is available for

download by clicking Update Source in the Tanium Vulnerability Library section on the Vulnerability Standards page.

The Tanium Vulnerability Library is downloaded from https://content.tanium.com/files/published/tvl/vuln.db.cgz

By default, the Tanium Vulnerability Library is automatically updated daily. To change this schedule, click Edit Source .

Keep the default schedule that updates the Tanium Vulnerability Library daily.

Comply checks approximately every 60 minutes to compare scheduled vulnerability reports against the most recent

version of the Tanium Vulnerability Library. The report rebuilds if new definitions are available for any of the

specified Vulnerability Content (Range of CVEs, CVSS Score, or Individual CVEs) and a report is scheduled to run.

Search for CVEs

Enter one or more CVEs in the Search all sources for CVEs field at the top of the Vulnerability page and click Search for CVEs. You

can use a search to scan all vulnerability sources to identify which sources contain the specified CVEs.

https://content.tanium.com/files/published/tvl/tvl.html
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Upload the vulnerability source file for air-gapped environments

If you are working in an air-gapped environment, you must configure that setting in Comply and then upload the air gap ZIP file. For

the steps to configure Comply for an air-gapped environment, see Configure Comply for an air-gapped environment.

1. After you specify that you are working in an air-gapped environment in the Settings > General page, click the

Vulnerability tab on the Standards page to open the Vulnerability Standards page.

2. Click Upload Airgap Zip.

3. Download the air gap ZIP file from the link indicated in the Upload TVL Airgap Zip window

(https://content.tanium.com/files/published/tvl/Comply-Standards-Airgap-v1.zip) using a machine that can connect to the

internet and save it on the air-gapped machine.

4. Click Select File, select the Comply-TVL-Airgap-pkg.zip file from the location where you saved it on the air-gapped machine,

and click Open.

5. Click Upload.

6. After your upload is complete, click Close on the Upload TVL Airgap Zip window. Allow approximately five minutes for

Comply to update the vulnerability standards. If you expand a vulnerability source, you will see the Type indicated as Local as
well as a completed count of CVEs after the standards are successfully updated from the uploaded air gap ZIP file.

https://content.tanium.com/files/published/tvl/Comply-Standards-Airgap-v1.zip
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Create a new vulnerability source

1. From the Comply menu, click Standards.

2. On the Vulnerability tab click the Create Source button.

3. In the Details section, provide a Name, Vendor, and Description.

4. To schedule automatic updates, check Enable recurring updates.

5. In the OVAL Definitions section, choose either Remote or Import for the Definition Type.

A remote source is a URL that points to an OVAL definition XML file and can be updated by clicking Update
next to the standard on the Vulnerability Standards page.

Remote sources are best suited when OVAL content is updated periodically. Uploaded sources are best suited

to air-gapped environments or when you would like to manually download and provide the source feed.

This OVAL definition file from CIS provides access to all vulnerability definitions in their repository:

https://oval.cisecurity.org/repository/download/5.11.1/all/oval.xml

6. Enter the path for the Remote or Select file for Import as appropriate.

7. Click Create.

Edit or delete a vulnerability source

On the Vulnerability Standards page, click Edit to edit a vulnerability source or Delete to delete a vulnerability source.

Perform a vulnerability scan and create an assessment

1. Click Expand to see the details of a vulnerability standard and view information about the associated XML file and

operating systems. Click Create to create a new vulnerability assessment.

2. Click Create & Deploy to run the vulnerability scan.

https://oval.cisecurity.org/repository/download/5.11.1/all/oval.xml
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Creating compliance assessments
You can create a new assessment on the Assessments page or create one using an existing standard on the Standards page. You
must have the Comply Report Administrator role to create assessments that use client-based scanning. You must have the Comply
RAS Assessment Create role to create assessments that use remote authenticated scanning. For more information about Comply

roles, see User role requirements on page 42.

Run a configuration compliance assessment to check the security configuration compliance state of a group of machines on a set

schedule. This will execute data collection using Security Content Automation Protocol (SCAP) Extensible Configuration Checklist

Description Format (XCCDF) standards. Run a vulnerability assessment to execute Open Vulnerability and Assessment Language

(OVAL) checks against your endpoints to check for the presence of identified vulnerabilities.

The results of assessments are listed in the Findings page. From the Complymenu, click Findings.

Run general assessments that address all known configuration compliance issues and vulnerabilities once a month

or bi-monthly. In addition to that large, general assessment, configure a small lightweight assessment that uses only

targeted compliance standards or high and critical severity vulnerability definitions from the current year so that

you can run it frequently without negative performance impact. For example, you might run the lighter assessment

weekly or every 3 days.

Configuration compliance assessments are supported for all endpoint operating systems that are supported by Comply: Windows,

macOS, Linux, AIX, and Solaris.

Configure a client-based scan assessment
1. Select Assessments from the Comply menu.

2. Select Compliance from the Create Assessment drop-down button.

3. In the Summary section:

l Enter a Name.

l Provide a Label.

4. Select a Scan Method (This field is only visible to users with the Comply RAS Assessment permission. All assessments are

client-based scans unless otherwise specified.):

l Client-Based: Client-based scanning uses Tanium Clients installed on endpoints. This is the recommended method of

scanning. (The following instructions are for this scan method.)

l Remote Authenticated: Remote authenticated scanning uses Tanium Clients as satellites to scan endpoints that do

not have the Tanium Client installed. This scan type is useful for obtaining information from endpoints that do not

support having the Tanium Client installed. See Configure a remote authenticated scan assessment on page 86 for

details.
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5. In the Targeting section:

l Select Computer Groups. Use the pulldown list to select a group. Add additional groups using the same pulldown and

use the And/Or buttons to build upon or narrow your selection. Use the Row button to add a new row to the group.

Use the Grouping button to build another And/Or combination for targeting. Click Apply for each selection.

Be sure to select the appropriate platform (AIX, Linux, Mac, or Windows) and Computer Groups
containing endpoints that align with the Platform for Comply to work correctly.

l The Tanium Comply action group is created automatically by Comply and will be automatically populated in the

Action Group field. All saved actions created by Comply will be created under this action group.

l Select a Platform.

l Select the Engine. The Engine field displays only when more than one engine is installed.

l Select either Low or Normal from the Comply Process Priority drop-down list.

If you select Low, the Comply scan process yields processor utilization to other processes running on the endpoint. If

you select Normal, the scan process runs with the same priority as other processes on the endpoint.

Selecting Lowmight increase the duration of the scan processes on endpoints with high processor

utilization.

l Optionally, when the Tanium Scan Engine is selected, you can enable the Include network drives in scan check box.

Network drives are not included in scans by default. Scanning them can be time-consuming and resource intensive.

6. In the Standards section:

l Select the Standard from the drop-down list. Click Add Standard to include more than one.

l In the Profile drop-down list, select an existing profile for the selected standard.

When standards are imported with an engine, such as CIS-CAT or SCC, they are automatically assigned

the applicable category. By default, new standards are assigned the Imported category.

l In the Advanced Settings section, optionally select a Custom ID. Custom ID mappings allow you to create a custom

column on results that associates a specific tag with a CVE. Create Custom IDs from the Setup > Vulnerability page in

the Custom ID tab. See Customizing compliance results on page 156 for more information.

Custom checks should take less than a minute to run – they can output anything to standard output

as long as the last line is a valid rule result string such as pass, fail, or error.
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7. (Optional) In the Schedule section:

l Select Start on and End on and complete the date and time values to limit the report to run only during a specific

time period.

The date and time displayed by default is the local browser time.

l (Optional) Select the Distribute Over option and enter values to run the report over minutes, hours or days. See

Tanium Console User Guide: Deploying actions for information on how the Distribute over option works.

l In the Repeat field, select Interval, Using report age, or Never.

o If you choose Interval, the Reissue every field displays, and you can specify how often the report runs.

o If you choose Using assessments age, then the Run when results are older than field displays, and you can

specify how old you want the results to be before the report runs again. If a targeted endpoint comes online

that has never run the report, the report runs as soon as the next age-check occurs. The age of results is

checked every hour.

Use the Using assessments age option and set it to 7 days.

8. Click Create & Deploy and enter your credentials. Results will display on the Findings page.

Configure a remote authenticated scan assessment
Remote authenticated scanning is useful for obtaining information from endpoints and subnets that do not support having the

Tanium Client installed. For all other endpoints, you should use client-based scanning for performance reasons and to take

advantage of the linear chain architecture.

Before you begin

Review Reference: Remote authenticated scanning on page 192 before configuring this feature.

l Remote authenticated scanning requires specific versions of other Tanium solutions. See Remote authenticated scanning

requirements on page 32.

l Tanium Client operating system support for executing remote authenticated scans is the same as Tanium Client support (see

Tanium Client Management User Guide: Client version and host system requirements) with the following exceptions.

o See Resource recommendations for satellites running remote authenticated scans on page 33.

o Running remote authenticated scans from AIX or Solaris satellites is not supported at this time.

o Using a zone server as a satellite is not supported at this time.

l See Host and network security requirements on page 38 for remote authenticated scanning port requirments.

l The following RBAC role is required: Comply RAS Assessment Creator. See User role requirements on page 42

l Create satellites in Tanium Direct Connect. See Tanium Direct Connect User Guide: Managing satellites.

https://docs.tanium.com/platform_user/platform_user/interact_deploying_actions.html#action_distribute_over
https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/direct_connect/direct_connect/managing_satellites.html


© 2023 Tanium Inc. All Rights Reserved Page 87

l Plan your targeting. When you configure remote authenticated scans, you can manually enter IP addresses (ranges, CIDR,

etc.) to be scanned by the selected satellite or you can choose to scan endpoints found by Tanium Discover (Discovered

Endpoints). If you are targeting Discovered Endpoints, you must run satellite scans in Tanium Discover before you configure

the assessment. See Tanium Discover User Guide: Running satellite scans.

More information about targeting:

o Targeting IP addresses: When using IP address targeting (the default), the addresses you enter do not have to be on

the same subnet as the satellite to be scanned. They only have to be reachable by the satellite.

o Targeting Discovered Endpoints: When targeting Discovered Endpoints, if an endpoint does not match Tanium

Discover's Promote Unmanaged Interface label, that endpoint is not promoted to Tanium Data Service (TDS). If an

endpoint is not promoted to TDS, it cannot be scanned by Comply. Therefore you must promote interfaces to TDS in

Tanium Discover. See Tanium Discover User Guide: Managing interfaces. Note that because Tanium Discover cannot

get the MAC address from endpoints that are not in the same subnet as the satellite, only endpoints in the same

subnet as the satellite will be scanned.

l Configure credentials in Tanium Comply. See Configure credentials lists for remote-authenticated scans on page 59.

n Do not target the same unmanaged assets with multiple remote authenticated scan assessments.

n Target a maximum of 4,096 unmanaged assets per remote authenticated scan assessment or the

equivalent of a /20 network.

To configure a remote authenticated scan assessment, do the following:

1. Select Assessments from the Comply menu.

2. Select Compliance from the Create Assessment drop-down button.

3. In the Summary section:

l Enter a Name.

l Provide a Label.

4. Select a Scan Method (This field is only visible to users with the Comply RAS Assessment permission. All assessments are

client-based scans unless otherwise specified.):

l Client-Based: Client-based scanning uses Tanium Clients installed on endpoints. This is the recommended method of

scanning.

l Remote Authenticated: Remote authenticated scanning uses Tanium Clients as satellites to scan endpoints that do

not have the Tanium Client installed. This scan type is useful for obtaining information from endpoints that do not

support having the Tanium Client installed. Note that remote authenticated scanning only supports using the Tanium

Scan Engine. (The following instructions are for this scan method.)

The Discover scan cannot get the MAC address from endpoints that are not in the same subnet as the

satellite. Therefore only endpoints in the same subnet as the satellite will be scanned.

https://docs.tanium.com/discover/discover/satellite.html
https://docs.tanium.com/discover/discover/managing.html#auto
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5. In the Satellites section, select a satellite from the list to perform the scan.

5. In the Targeting section, select a Targeting Type.

If you use IP addresses (the default), the addresses you enter do not have to be on the same subnet as

the satellite to be scanned. If you use discovered endpoints, because Tanium Discover cannot get the

MAC address from endpoints that are not in the same subnet as the satellite, only endpoints in the

same subnet as the satellite will be scanned.

l IP Addresses:

o In the Included Networks field, enter a comma separated list of IP addresses, IP address ranges, or CIDR

addresses. You can also click the Copy button to upload a text file containing IP addresses, IP ranges, or CIDRs

separated either by commas or carriage returns.
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o In the Excluded Networks field, enter IP addresses, IP address ranges, or CIDR addresses to be excluded from

the scan. You can enter them manually or upload a file of addresses.

Be sure to enter IP addresses that the selected satellite can reach.

l Discovered Endpoints: Click the +ROW or +Grouping button to view the Select Attribute field. Select from the

following Attribute combinations to filter the list of discovered endpoints:

Attribute Available Operators Value

IP Address is equal to, is not equal to,

contains, does not contain

Enter a single IP address or multiple addresses, each separated by a comma.

For example, 192.168.1.1, 192.168.1.3

Discover

Labels

include one of, include all of Select one or more labels configured in Tanium Discover. See Tanium

Discover User Guide: Labels for more information.

IP Range equals Enter an IP address range. For example, 192.168.1.1 - 192.168.1.150

CIDR equals Enter an IP address range in CIDR format. For example, 192.168.1.0/24

OS Platform contains, does not contain Enter text for targeting a specific OS.

https://docs.tanium.com/discover/discover/managing.html#labels
https://docs.tanium.com/discover/discover/managing.html#labels
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To select multiple items in the Value field, click within the field after adding an item, and you can

select additional items.

Use the And/Or buttons to build upon or narrow your selection. Use the Row button to add a new target to the group.

Use the Grouping button to build another And/Or combination for targeting. Click Apply for each selection.

l In the Preview section for Discovered Endpoints, click the Show Preview button to view the list of unmanaged

endpoints you selected for targeting. You can use the information in the preview grid to expand or narrow your

targeting. For example, you can target a satellite initially and then add an IP range to further filter your targets based

on what you observed in the preview.

6. Select the Credential List for this assessment. You can only use one list per assessment. In order for satellites to perform

secure scans of non-Tanium endpoints, the login credentials for those endpoints are required. See Configure credentials lists

for remote-authenticated scans on page 59.
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Make sure the credential list you select matches the targeting in the assessment. If too many incorrect

credentials are attempted and fail, this could trigger security alerts and cause account lockouts.

7. Optionally but not recommended, in the Subsequent Scan Configuration section, enable the Include new endpoints found
on recurring scans check box. By default, if scans are recurring, Comply only scans endpoints that were reachable during the

initial scan. If new endpoints come online, they are not scanned unless you change the assessment's targeting or select this

check box.

If you enable the Include new endpoints found on recurring scans check box and your network is

compromised at any point after the initial scan, a honeypot could be installed in your environment that

matches the scan configuration requirements. If that occurs, an unmanaged endpoint could capture the

credentials being passed to it and use them with malicious intent.

8. Enabled by default and recommended when you use SSH key and SSH password credentials, use Trust on First Use for

fingerprint comparison. With this feature enabled, Comply will collect the SSH fingerprint the first time an endpoint connects.

For every future connection, Comply will check to make sure the endpoint presents the same SSH fingerprint. If it does not,

Comply will log a Fingerprint Mismatch Error. An endpoint that fails the fingerprint check will not be logged into or scanned.

If you receive a fingerprint mismatch error, you can click on the assessment error message and then click through to the

endpoint to accept the new key to resolve the error.
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9. In the Standards section:

l Select the Standard from the drop-down list. Click Add Standard to include more than one.

l In the Profile drop-down list, select an existing profile for the selected standard.

When standards are imported with an engine, such as CIS-CAT or SCC, they are automatically assigned

the applicable category. By default, new standards are assigned the Imported category.

l In the Advanced Settings section, optionally select a Custom ID. Custom ID mappings allow you to create a custom

column on results that associates a specific tag with a CVE. Create Custom IDs from the Setup > Vulnerability page in

the Custom ID tab. See Customizing compliance results on page 156 for more information.

Custom checks should take less than a minute to run – they can output anything to standard output

as long as the last line is a valid rule result string such as pass, fail, or error.
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10. (Optional) In the Schedule section:

l Select Start on and End on and complete the date and time values to limit the report to run only during a specific

time period.

The date and time displayed by default is the local browser time.

l (Optional) Select the Distribute Over option and enter values to run the report over minutes, hours, or days. See

Tanium Console User Guide: Deploying actions for information on how the Distribute over option works.

l In the Repeat field, select Interval, Using report age, or Never.

o If you choose Interval, the Reissue every field displays, and you can specify how often the report runs.

o If you choose Using assessments age, then the Run when results are older than field displays, and you can

specify how old you want the results to be before the report runs again. If a targeted endpoint comes online

that has never run the report, the report runs as soon as the next age-check occurs. The age of results is

checked every hour.

Use the Using assessments age option and set it to 7 days.

11. Click Create & Deploy and enter your credentials. Results will display on the Findings page.

REMOTE AUTHENTICATED SCAN WORKFLOW

When a remote authenticated scan begins, it asks the Comply service for its targets and credentials. The service uses the scan’s

criteria for IP inclusion to query for currently reachable targets for that satellite and sends that list to the client to execute the

scan. Scheduled periodic RAS scans do not automatically include new targets as they are identified by the associated Tanium

Discover scan. Reoccurring assessments will only include the unmanaged assets that were reachable at the time of the initial

scan, unless you select the Include newly discovered endpoints on reoccurring scans check box, which is not

recommended.

Create a Configuration Compliance assessment from the Standards page

On the Standards Compliance tab, click Create next to a profile to create an assessment for that profile.

https://docs.tanium.com/platform_user/platform_user/interact_deploying_actions.html#action_distribute_over
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Status definitions
View the status of an assessment in the Status column on the list page. Hover over the icon to see one of the following statuses:

Loading

No statistics have been received from the Comply service for the assessment.

Pending

At least one endpoint in the assessment has not yet run the scan, but there are no scan errors.

Success

The assessment has at least one successful run with no errors and no scans not run.

Error

The assessment has at least one endpoint that produced an error during the scan.

Warning

Any issue that does not fall into the other status categories.

You must reload the page to update the status column.

Run an assessment again
On the Assessments page, select an assessment and click Deploy to run it again.

Updates to compliance assessments require a new assessment to use updated configuration compliance standards.

Run an on-demand scan

On-demand scans are only supported for client-based assessments.

An on-demand scan lets you run an assessment at the push of a button using existing targeting or with additional filters. Optionally,

you can run the assessment with or without debug enabled.

To run an on-demand scan:
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1. Select the check box for an assessment or click the arrow for the fly-out window to access the Run on-demand scan button.

2. Click the Run on-demand scan button and optionally configure the following:

l Select the Run with Debug check box - Debug is only available for the Tanium Scan Engine. With debug enabled,

scans are run with more detailed logging and additional output that the CX stores is available to view (see Client

extensions on page 33). A debug zip as well as an xml file are produced in
/opt/Tanium/TaniumClient/extensions/comply/data/results/joval-<assessment ID>

l Configure additional filtering - Select Individual Endpoints and enter those endpoints into the edit field or select

Computer Group and choose a group to filter by.
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3. Click the Run Scan button.

Export an assessment
The following instructions are for exporting one assessment at a time. To export findings using Tanium Connect, see Exporting

findings and assessments on page 142 for instructions.
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1. On the Assessments page, select an assessment and click the Export icon . You can only export one assessment at a time.

If you have more than one assessment selected, the Export icon is not displayed.

2. In the Export Assessment window, provide the following for each assessment type:

l Compliance

a. Enter an Assessment Name.

b. Optionally, enter a Description.

c. Enter a File Name.

d. Select a Format: HTML or CSV. If you select CSV, no further information is required.

e. Select one or more Results Types for the export.

f. Select which Group Details to export: Description, Endpoint list, Summary.
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g. Select one or more Finding Attributes to export.

h. Click Export.
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Edit an assessment
1. On the Assessments page, select the assessment you want edit and click the Edit icon .

2. Edit the Name if needed.

3. Add labels in the Labels field. Click the X next to a label to remove it.

4. Change the Engine if needed.

5. Change the Comply Process Priority if needed.

6. Select Start at and End at and complete the date and time values to limit the assessment to run only during a specific time

period. The date and time displayed by default is the local browser time. For details on how this time is used to deploy the

scheduled action, see Tanium Console User Guide: Deploying actions.

7. Select the Distribute over and enter values to run the assessment over minutes or hours.

8. Select None, Interval, or Use assessment age for the Repeat field.

l If you choose None, the report will run once if the Start At field is specified for a date and time in the future.

Otherwise, the report will not run again.

l If you choose Interval, the Reissue every field will appear, and you can specify how often the assessment is run. The

default value for this field is 1 Days and, if you do not specify a value for Start at, the assessment will run immediately.

If you choose Interval and do not enter a value for End At, the assessment will run at the specified interval forever.

l If you choose Use assessment age, then the Run when results are older than field will appear, and you can specify

how old you want the results to be before the assessment is run. The default value for this field is 1 Days and, if you do

not specify a value for Start at, the assessment will run immediately. If a targeted endpoint comes online that has

never run the assessment, the assessment will be run as soon as the next age-check occurs. The age of results is

checked either every hour or every 3 hours. If you specify an age less than 3 hours, the age of results will be checked

every hour. If do not enter a value for End At, the assessment will continue to run forever.

9. Click Save.

Delete an assessment
When an updated version of a new configuration compliance standard is released, you must delete the configuration compliance

assessment that uses the old standard and create a new assessment with the updated standard.

You cannot delete a standard, custom check, or custom ID mapping if they are associated with an assessment.

On the Assessment page, select a report and click the Delete icon to delete it.

Delete stale assessments from endpoints
If you delete an assessment using the procedure described in Delete an assessment on page 100, that assessment is removed from

the console but it remains on the endpoint. To delete stale assessments from endpoints, do the following.

https://docs.tanium.com//platform_user/platform_user/interact_deploying_actions.html
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1. From the Comply main page, click Help .

2. On the Troubleshooting tab, click Manage Assessments.

3. On the Stale Assessments page, select one or more and click Schedule Deletion.

4. Select and edit the following fields to schedule the removal action:

l Select Start On and End On and complete the date and time values to limit the removal to occur only during a specific

time period. The date and time displayed by default is the local browser time. For details on how this time is used to

deploy the scheduled action, see Tanium Console User Guide: Deploying actions.

l Select the Distribute Over and enter values to run the removal over minutes, hours, or days.

l Click Schedule Deletion.

https://docs.tanium.com//platform_user/platform_user/interact_deploying_actions.html
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Creating vulnerability assessments
You can create a new assessment on the Assessments page or create one using an existing standard on the Standards page. You
must have the Comply Report Administrator role to create assessments that used client-based scanning. You must have the

Comply RAS Assessment Create role to create assessments that use remote authenticated scanning. For more information about

Comply roles, see User role requirements on page 42.

Configure a client-based scan assessment
1. Select Assessments from the Comply menu.

2. Select Vulnerability from the Create Assessment drop-down button.

3. On the Create Vulnerability Assessment page, in the Summary section, enter a Name for the assessment. You can also

provide Labels.

4. Select a Scan Method (This field is only visible to users with the Comply RAS Assessment permission.):

l Client-Based: Client-based scanning uses Tanium Clients installed on endpoints. This is the recommended method of

scanning. (The following instructions are for this scan method.)

l Remote Authenticated: Remote authenticated scanning uses Tanium Clients as satellites to scan endpoints that do

not have the Tanium Client installed. This scan type is useful for obtaining information from endpoints that do not

support having the Tanium Client installed. See Configure a remote authenticated scan assessment on page 105 for

details.

l Network unauthenticated: Find vulnerabilities on unmanaged endpoints in your environment using Tanium Clients as

satellites to scan endpoints that do not have the Tanium Client installed and cannot be authenticated to. You can also

do distributed scans using the Discover module. See Configure a network unauthenticated scan assessment on page

113 for details.

5.  In the Targeting section:

l Select Computer Groups. Use the pulldown list to select a group. Add additional groups using the same pulldown and

use the And/Or buttons to build upon or narrow your selection. Use the Row button to add a new row to the group.

Use the Grouping button to build another And/Or combination for targeting. When finished, click Apply for each

selection.

Be sure to select the appropriate platform and Computer Groups containing endpoints that align with the

Platform.

6. The Tanium Comply action group is created automatically by Comply and will be automatically populated in the Action
Group field. All saved actions created by Comply will be created under this action group.

7. Select a Platform.

8. Select the Engine. The Engine field displays only when more than one engine is installed.
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9. Select either Low or Normal from the Comply Process Priority drop-down list.

If you select Low, the Comply scan process yields processor utilization to other processes running on the machine. If you

select Normal, the scan process runs with the same priority as other processes on the machine.

Selecting Lowmight increase the duration of the scan processes on endpoints with high processor utilization.

10. Optionally, when the Tanium Scan Engine is selected, you can enable the Include network drives in scan check box.

Network drives are not included in scans by default. Scanning them can be time-consuming and resource intensive.

11. Select the Source from the drop-down list in the Vulnerability Content section.

12. Select an Operating System.

13. Specify the Range of CVEs. The Preview section on the right will show the number of CVEs and Definitions that will be
included in the report.

You can specify now in the Range of CVEs field as the end of a range. For example, entering 2016-now will run

the report against all Common Vulnerabilities and Exposures (CVEs) from 2016 to the current date. By using

this format, you can easily define a range that always is current.

As a best practice, scan more frequently for recently released high and critical vulnerabilities (for example,

2018-now high and critical on a weekly basis), and conduct scans against all vulnerabilities less frequently (for

example, monthly or quarterly).

14. Check the scores you want to see in CVSS Score.
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15. List specific CVEs in the List of Individual CVEs field.

If you specify a List of Individual CVEs, they will always be included in the report regardless of the values

specified for Range of CVEs or CVSS Score. To search by year and score, you must provide values for both

fields for the search to be valid. If you specify Range of CVEs, you must select at least one score in CVSS
Score. If you select a score in CVSS Score, you must specify Range of CVEs. If you list specific CVEs, you can

choose to leave the Range of CVEs field blank and select no CVSS Score.

If you have previously saved a report with values for List of Individual CVEs, Range of CVEs, or CVSS Score,
these values will remain the same for the next vulnerability report you create. You can edit these values as

needed.

16. Specify the Batch Size.

Batch Size defines the number of checks that will run at a time. In order to run a manageable number of

checks on your endpoints, the default value for this field is 500 for CIS-CAT and SCC, and the default is 2000

for Tanium Scan Engine (powered by JovalCM).

This setting does not typically need to be adjusted from the default value.



© 2023 Tanium Inc. All Rights Reserved Page 105

17. Select Start on and End on and complete the date and time values to limit the report to run only during a specific time

period.

The date and time displayed by default is the local browser time.

18. Select the Distribute Over option and enter values to run the report over minutes, hours, or days. See Tanium Console User

Guide: Deploying actions for information on how the Distribute over option works.

19. Select Interval, Using report age, or Never for the Repeat field.

l If you choose Interval, the Reissue every field displays, and you can specify how often the report is run.

l If you choose Using assessment age, then the Run when results are older than field displays, and you can specify

how old you want the results to be before the assessment is run. If a targeted endpoint comes online that has never

run the assessment, the assessment will be run as soon as the next age-check occurs. The age of results is checked

every hour.

Use the Using assessment age option and set it to 7 days.

20. Click Create & Deploy and enter your credentials. Results will display on the Findings page.

Configure a remote authenticated scan assessment
Remote authenticated scanning is useful for obtaining information from endpoints and subnets that do not support having the

Tanium Client installed. For all other endpoints, you should use client-based scanning for performance reasons and to take

advantage of the linear chain architecture.

Before you begin

Review Reference: Remote authenticated scanning on page 192 before configuring this feature.

l Remote authenticated scanning requires specific versions of other Tanium solutions. See Remote authenticated scanning

requirements on page 32.

l Tanium Client operating system support for executing remote authenticated scans is the same as Tanium Client support (see

Tanium Client Management User Guide: Client version and host system requirements) with the following exceptions.

o See Resource recommendations for satellites running remote authenticated scans on page 33.

o Running remote authenticated scans from AIX or Solaris satellites is not supported at this time.

o Using a zone server as a satellite is not supported at this time.

l See Host and network security requirements on page 38 for remote authenticated scanning port requirments.

l The following RBAC role is required: Comply RAS Assessment Creator. See User role requirements on page 42

l Create satellites in Tanium Direct Connect. See Tanium Direct Connect User Guide: Managing satellites.

https://docs.tanium.com/platform_user/platform_user/interact_deploying_actions.html#action_distribute_over
https://docs.tanium.com/platform_user/platform_user/interact_deploying_actions.html#action_distribute_over
https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/direct_connect/direct_connect/managing_satellites.html
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l Plan your targeting. When you configure remote authenticated scans, you can manually enter IP addresses (ranges, CIDR,

etc.) to be scanned by the selected satellite or you can choose to scan endpoints found by Tanium Discover (Discovered

Endpoints). If you are targeting Discovered Endpoints, you must run satellite scans in Tanium Discover before you configure

the assessment. See Tanium Discover User Guide: Running satellite scans.

More information about targeting:

o Targeting IP addresses: When using IP address targeting (the default), the addresses you enter do not have to be on

the same subnet as the satellite to be scanned. They only have to be reachable by the satellite.

o Targeting Discovered Endpoints: When targeting Discovered Endpoints, if an endpoint does not match Tanium

Discover's Promote Unmanaged Interface label, that endpoint is not promoted to Tanium Data Service (TDS). If an

endpoint is not promoted to TDS, it cannot be scanned by Comply. Therefore you must promote interfaces to TDS in

Tanium Discover. See Tanium Discover User Guide: Managing interfaces. Note that because Tanium Discover cannot

get the MAC address from endpoints that are not in the same subnet as the satellite, only endpoints in the same

subnet as the satellite will be scanned.

l Configure credentials in Tanium Comply. See Configure credentials lists for remote-authenticated scans on page 59.

n Do not target the same unmanaged assets with multiple remote authenticated scan assessments.

n Target a maximum of 4,096 unmanaged assets per remote authenticated scan assessment or the

equivalent of a /20 network.

To configure a remote authenticated scan assessment, do the following:

1. Select Assessments from the Comply menu.

2. Select Vulnerability from the Create Assessment drop-down button.

3. On the Create Vulnerability Assessment page, in the Summary section, enter a Name for the assessment. You can also

provide Labels.

https://docs.tanium.com/discover/discover/satellite.html
https://docs.tanium.com/discover/discover/managing.html#auto
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4. Select a Scan Method (This field is only visible to users with the Comply RAS Assessment permission.):

l Client-Based: Client-based scanning uses Tanium Clients installed on endpoints. This is the recommended method of

scanning.

l Remote Authenticated: Remote authenticated scanning uses Tanium Clients as satellites to scan endpoints that do

not have the Tanium Client installed. This scan type is useful for obtaining information from endpoints that do not

support having the Tanium Client installed. Note that remote authenticated scanning only supports using the Tanium

Scan Engine. (The following instructions are for this scan method.)

l Network unauthenticated: Find vulnerabilities on unmanaged endpoints in your environment using Tanium Clients as

satellites to scan endpoints that do not have the Tanium Client installed and cannot be authenticated to. You can also

do distributed scans using the Discover module. See Configure a network unauthenticated scan assessment on page

113 for details.

5. In the Satellite section, select a satellite to perform the scan.

5. In the Targeting section, select a Targeting Type.

If you use IP addresses (the default), the addresses you enter do not have to be on the same subnet as

the satellite to be scanned. If you use discovered endpoints, because Tanium Discover cannot get the

MAC address from endpoints that are not in the same subnet as the satellite, only endpoints in the

same subnet as the satellite will be scanned.
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l IP Addresses:

o In the Included Networks field, enter a comma separated list of IP addresses, IP address ranges, or CIDR

addresses. You can also click the Copy button to upload a text file containing IP addresses, IP ranges, or CIDRs

separated either by commas or carriage returns.

o In the Excluded Networks field, enter IP addresses, IP address ranges, or CIDR addresses to be excluded from

the scan. You can enter them manually or upload a file of addresses.

Be sure to enter IP addresses that the selected satellite can reach.

4,096 is the maximum number of addresses that can be included in a scan. When you click the

Create button, a calculation takes place to determine the number of included addresses less

the number of excluded addresses to determine the final amount.

l Discovered Endpoints: Click the +ROW or +Grouping button to view the Select Attribute field. Select from the

following Attribute combinations to filter the list of discovered endpoints:

Attribute Available Operators Value

IP Address is equal to, is not equal to,

contains, does not contain

Enter a single IP address or multiple addresses, each separated by a comma.

For example, 192.168.1.1, 192.168.1.3

Discover

Labels

include one of, include all of Select one or more labels configured in Tanium Discover. See Tanium

Discover User Guide: Labels for more information.

IP Range equals Enter an IP address range. For example, 192.168.1.1 - 192.168.1.150

CIDR equals Enter an IP address range in CIDR format. For example, 192.168.1.0/24

OS Platform contains, does not contain Enter text for targeting a specific OS.

To select multiple items in the Value field, click within the field after adding an item, and you can

select additional items.

https://docs.tanium.com/discover/discover/managing.html#labels
https://docs.tanium.com/discover/discover/managing.html#labels
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Use the And/Or buttons to build upon or narrow your selection. Use the Row button to add a new target to the group.

Use the Grouping button to build another And/Or combination for targeting. Click Apply for each selection.

l In the Preview section for Discovered Endpoints, click the Show Preview button to view the list of unmanaged

endpoints you selected for targeting. You can use the information in the preview grid to expand or narrow your

targeting. For example, you can target a satellite initially and then add an IP range to further filter your targets based

on what you observed in the preview.

6. Select the Credential List for this assessment. You can only use one list per assessment. In order for satellites to perform

secure scans of non-Tanium endpoints, the login credentials for those endpoints are required. See Configure credentials lists

for remote-authenticated scans on page 59.

Make sure the credential list you select matches the targeting in the assessment. If too many incorrect

credentials are attempted and fail, this could trigger security alerts and cause account lockouts.

7. Optionally but not recommended, in the Subsequent Scan Configuration section, enable the Include new endpoints found
on recurring scans check box. By default, if scans are recurring, Comply only scans endpoints that were reachable during the

initial scan. If new endpoints come online, they are not scanned unless you change the assessment's targeting or select this

check box.

If you enable the Include new endpoints found on recurring scans check box and your network is

compromised at any point after the initial scan, a honeypot could be installed in your environment that

matches the scan configuration requirements. If that occurs, an unmanaged endpoint could capture the

credentials being passed to it and use them with malicious intent.

8. Enabled by default and recommended when you use SSH key and SSH password credentials, use Trust on First Use for

fingerprint comparison. With this feature enabled, Comply will collect the SSH fingerprint the first time an endpoint connects.

For every future connection, Comply will check to make sure the endpoint presents the same SSH fingerprint. If it does not,
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Comply will log a Fingerprint Mismatch Error. An endpoint that fails the fingerprint check will not be logged into or scanned.

If you receive a fingerprint mismatch error, you can click on the assessment error message and then click through to the

endpoint to accept the new key to resolve the error.
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9. Select the Source from the drop-down list in the Vulnerability Content section.

10. Select an Operating System.
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11. Specify the Range of CVEs. The Preview section on the right will show the number of CVEs and Definitions that will be
included in the report.

You can specify now in the Range of CVEs field as the end of a range. For example, entering 2016-now will run

the report against all Common Vulnerabilities and Exposures (CVEs) from 2016 to the current date. By using

this format, you can easily define a range that always is current.

As a best practice, scan more frequently for recently released high and critical vulnerabilities (for example,

2019-now high and critical on a weekly basis), and conduct scans against all vulnerabilities less frequently (for

example, monthly or quarterly).

12. Check the scores you want to see in CVSS Score.

13. List specific CVEs in the List of Individual CVEs field.

If you specify a List of Individual CVEs, they will always be included in the report regardless of the values

specified for Range of CVEs or CVSS Score. To search by year and score, you must provide values for both

fields for the search to be valid. If you specify Range of CVEs, you must select at least one score in CVSS
Score. If you select a score in CVSS Score, you must specify Range of CVEs. If you list specific CVEs, you can

choose to leave the Range of CVEs field blank and select no CVSS Score.

If you have previously saved a report with values for List of Individual CVEs, Range of CVEs, or CVSS Score,
these values will remain the same for the next vulnerability report you create. You can edit these values as

needed.

14. Specify the Batch Size.

Batch Size defines the number of checks that will run at a time. In order to run a manageable number of

checks on your endpoints, the default value for this field is 500 for CIS-CAT and SCC, and the default is 2000

for Tanium Scan Engine (powered by JovalCM).

This setting does not typically need to be adjusted from the default value.

15. Select Start on and End on and complete the date and time values to limit the report to run only during a specific time

period.

The date and time displayed by default is the local browser time.

16. Select the Distribute Over option and enter values to run the report over minutes, hours, or days. See Tanium Console User

Guide: Deploying actions for information on how the Distribute over option works.

17. Select Interval, Using report age, or Never for the Repeat field.

l If you choose Interval, the Reissue every field displays, and you can specify how often the report is run.

l If you choose Using assessment age, then the Run when results are older than field displays, and you can specify

how old you want the results to be before the assessment is run. If a targeted endpoint comes online that has never

https://docs.tanium.com/platform_user/platform_user/interact_deploying_actions.html#action_distribute_over
https://docs.tanium.com/platform_user/platform_user/interact_deploying_actions.html#action_distribute_over
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run the assessment, the assessment will be run as soon as the next age-check occurs. The age of results is checked

every hour.

Use the Using assessment age option and set it to 7 days.

18. Click Create & Deploy and enter your credentials. Results will display on the Findings page.

REMOTE AUTHENTICATED SCAN WORKFLOW

When a remote authenticated scan begins, it asks the Comply service for its targets and credentials. The service uses the scan’s

criteria for IP inclusion to query for currently reachable targets for that satellite and sends that list to the client to execute the scan.

Scheduled periodic RAS scans do not automatically include new targets as they are identified by the associated Tanium Discover

scan. Reoccurring assessments will only include the unmanaged assets that were reachable at the time of the initial scan, unless you

select the Include newly discovered endpoints on reoccurring scans check box, which is not recommended.

Create a vulnerability report from the Standards page

Select Standards from the main menu, select the Vulnerability tab, and click Create next to the vulnerability standard for which

you want to create an assessment.

Configure a network unauthenticated scan assessment
You can find vulnerabilities on managed and unmanaged endpoints in your environment by creating a network unauthenticated

vulnerability assessment. Unlike remote authenticated scanning, which requires credentials for all endpoints, network

unauthenticated scanning allows you to use satellite targeting to scan unmanaged devices without having to authenticate to them.

You can also configure distributed targeting in Comply using the Discover module.

Before you begin

l If you are using satellite targeting, you must create satellites in Tanium Direct Connect. See Tanium Direct Connect User

Guide: Managing satellites. Tanium Discover is not required for satellite scans.

l If you're using distributed targeting, you must have the Discover module installed and configured. You must also have the

following privileges: Discover Profile Read to view a network unauthenticated vulnerability assessment and Discover
Profile Write. There is background information and detailed instructions for this section in the Tanium Discover User Guide.

o You must use Discover 4.0 or later.

o Discover currently scans only for IPv4 addresses.

To configure a network unauthenticated scan assessment, do the following:

1. From the Complymenu, select Assessments.

2. Click the Create Assessment button and select Vulnerability.

3. In the Summary section, enter a Name for the assessment.

4. Select a Scan Method:

https://docs.tanium.com/direct_connect/direct_connect/managing_satellites.html
https://docs.tanium.com/direct_connect/direct_connect/managing_satellites.html
https://docs.tanium.com/discover/discover/discovery.html


© 2023 Tanium Inc. All Rights Reserved Page 114

l For this assessment type, select Network Unauthenticated. With this scan type, you can do a distributed scan or you

can use satellite targeting to scan unmanaged devices without having to authenticate to them.

5. You can provide Labels to further identify the assessment.

6. In the Targeting section, select a Targeting Type.

l Satellite - With a satellite scan, you manually enter IP addresses (ranges, CIDR, etc.) to be scanned by the selected

satellite. The addresses you enter do not have to be on the same subnet as the satellite. They only have to be

reachable by the satellite. You can view these results using remote reports. See Create a network unauthenticated

report on page 117.

o In the Included Networks field, enter a comma separated list of IP addresses, IP address ranges, or CIDR

addresses. You can also click the Copy button to upload a text file containing IP addresses, IP ranges, or CIDRs

separated either by commas or carriage returns.

o In the Excluded Networks field, enter IP addresses, IP address ranges, or CIDR addresses to be excluded from

the scan. You can enter them manually or upload a file of addresses.

4,096 is the maximum number of addresses, or a /20, that can be included in a scan. When you

click the Create button, a calculation takes place to determine the number of included

addresses less the number of excluded addresses to determine the final amount.
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l Distributed - Scan endpoints in the same subnets as existing Tanium Clients. This uses the Discover module to run

Nmap scans. Results from distributed scans are not viewable in Comply Findings. You can view these results using

remote reports. See Create a network unauthenticated report on page 117.

o Under Scan Inclusions, specify Tanium Client networks to scan as part of this assessment.

n All Networks: It is recommended you include all networks in the scan.

n Specific Networks: Enter the IP addresses for specific networks to include in the scan. Tanium clients

within those networks will perform the scan.

n Computer groups: Select specific computer groups to include in the scan. These are the computers

from which the results will be pulled.
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o Under Scan Exclusions, specify networks to exclude from the assessment. You can select multiple options.

n Isolated Subnets/Systems: Select this check box to prevent devices that have no peers from

performing scans.

n Specific Networks: Enter IP addresses to be excluded from scans. These can be single addresses,

address ranges, or comma-separated CIDRs.

n VPN Networks: Enter VPN networks to be excluded from scans. This prevents computers that are not

on the network from being scanned. These can be single addresses, address ranges, or comma-

separated CIDRs.

n Zone Servers: Enter zone servers to be excluded from scans. This prevents computers that are not on

the network from being scanned by using IP addresses or host names of DMZ facing servers. These can

be IP addresses or host names separated by commas.

7.  In the Port Specification section, select one of the following:

By default, the Network Mapper utility (Nmap) scans the top 1000 most commonly used TCP ports. If

needed, you can customize the ports that are scanned during the discovery process and the source

ports from which clients run scans.

l Target Ports: Specify the TCP ports that you want to scan: Top 1000 Ports, Top 1000 Ports plus specified ports, or
Only Specified Ports.

l Excluded Ports: Specify a list of TCP ports to exclude from the ports scanned. These ports are excluded from all types

of scans.

l Source Port: Specify a source port from which Nmap on clients attempts to run scans.

8.  In the Scan Frequency section, specify how often you want the scan to run.

9. Click Create or Create & Deploy and enter your credentials.

View findings

To view findings for satellite and distributed scans:

l Create a report. See Create a network unauthenticated report on page 117.

l Export the results using Tanium Connect. See Exporting vulnerability assessments on page 145.

l Use the Comply NMAP Scan results sensor ("Get Comply - NMap Scan Results from all machines").
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Create a network unauthenticated report
1. From the Complymenu, select Reports.

2. Select the Network Unauthenticated tab.

3. Click the Create Report button and select Network Unauthenticated.

4. Enter a Name.

5. Select a Content Set. See Tanium Core Platform User Guide: Managing RBAC for information on content sets.

6. Under Targeting, select a Targeting Type:

The Tanium Comply action group is created automatically by Comply and will be automatically populated in

the Action Group field. All saved actions created by Comply will be created under this action group.

l All - The report will include findings from all network unauthenticated scan target types. Select a satellite and one or

more computer groups to configure the report.

l Satellite - The report will include findings from network unauthenticated scans with satellite targeting.

o Select a Satellite for the report.

https://docs.tanium.com/platform_user/platform_user/console_rbac_overview.html
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l Distributed - The report will include findings from network unauthenticated scans with distributed targeting.

o Select Computer Groups. Use the pulldown list to select a group. Add additional groups using the same

pulldown and use the And/Or buttons to build upon or narrow your selection. Use the Row button to add a

new row to the group. Use the Grouping button to build another And/Or combination for targeting. Click Apply
for each selection.

7. Click Create.

Status definitions
View the status of an assessment in the Status column on the list page. Hover over the icon to see one of the following statuses:

Loading

No statistics have been received from the Comply service for the assessment.

Pending

At least one endpoint in the assessment has not yet run the scan, but there are no scan errors.

Success

The assessment has at least one successful run with no errors and no scans not run.

Error

The assessment has at least one endpoint that produced an error during the scan.

Warning

Any issue that does not fall into the other status categories.

You must reload the page to update the status column.

Run an assessment again
On the Assessments page, select an assessment and click Deploy Now to run it again.
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Run an on-demand scan

On-demand scans are only supported for client-based assessments.

An on-demand scan lets you run an assessment at the push of a button using existing targeting or with additional filters. Optionally,

you can run the assessment with or without debug enabled.

To run an on-demand scan:
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1. Select the check box for an assessment or click the arrow for the fly-out window to access the Run on-demand scan button.

2. Click the Run on-demand scan button and optionally configure the following:

l Select the Run with Debug check box - Debug is only available for the Tanium Scan Engine. With debug enabled,

scans are run with more detailed logging and additional output that the CX stores is available to view (see Client

extensions on page 33). A debug zip as well as an xml file are produced in
/opt/Tanium/TaniumClient/extensions/comply/data/results/joval-<assessment ID>

l Configure additional filtering - Select Individual Endpoints and enter those endpoints into the edit field or select

Computer Group and choose a group to filter by.
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3. Click the Run Scan button.

Export an assessment
The following instructions are for exporting one assessment at a time. To export findings using Tanium Connect, see Exporting

findings and assessments on page 142 for instructions.
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1. On the Assessments page, select an assessment and click the Export icon . You can only export one assessment at a time.

If you have more than one assessment selected, the Export icon is not displayed.

2. In the Export Assessment window, provide the following:

l Vulnerability

a. Enter an Assessment Name.

b. Optionally, enter a Description.

c. Enter a File Name.

d. Select a Format: HTML or CSV. If you select CSV, no further information is required.



© 2023 Tanium Inc. All Rights Reserved Page 123

e. Select one or more Results Display types for the export: Details, Endpoint List, Open Ports (if applicable), and
Vulnerability Test Criteria.

f. Click Export.

Go to the Reports > Exports page to view the progress of any report export jobs currently running. The last

column in the results table on indicates the status of the report export job.
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3. When the export report is complete, select the export and click the Download icon to download the report in the format you

selected.

Update vulnerability assessments
When vulnerability sources are updated and contain new definitions that match an assessment's vulnerability content, the

assessment will get the updated feed the next time it is deployed. That process occurs automatically if it is deployed by a set

schedule. If the vulnerability assessment does not have a recurring schedule, you must manually deploy it to receive the new

vulnerability feed.

This does not apply to configuration compliance assessments, which require a new assessment to use updated

configuration compliance standards.

Edit an assessment
1. On the Assessments page, select the assessment you want edit and click the Edit icon .

2. Edit the Name if needed.

3. Add labels in the Labels field. Click the X next to a label to remove it.

4. Change the Engine if needed.

5. Change the Comply Process Priority if needed.

6. Select Start at and End at and complete the date and time values to limit the assessment to run only during a specific time

period. The date and time displayed by default is the local browser time.

7. Select the Distribute over and enter values to run the assessment over minutes or hours.

8. Select None, Interval, or Use assessment age for the Repeat field.

l If you choose None, the report will run once if the Start At field is specified for a date and time in the future.

Otherwise, the report will not run again.

l If you choose Interval, the Reissue every field will appear, and you can specify how often the assessment is run. The

default value for this field is 1 Days and, if you do not specify a value for Start at, the assessment will run immediately.

If you choose Interval and do not enter a value for End At, the assessment will run at the specified interval forever.
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l If you choose Use assessment age, then the Run when results are older than field will appear, and you can specify

how old you want the results to be before the assessment is run. The default value for this field is 1 Days and, if you do

not specify a value for Start at, the assessment will run immediately. If a targeted endpoint comes online that has

never run the assessment, the assessment will be run as soon as the next age-check occurs. The age of results is

checked either every hour or every 3 hours. If you specify an age less than 3 hours, the age of results will be checked

every hour. If do not enter a value for End At, the assessment will continue to run forever.

9. Click Save.

Delete an assessment
Vulnerability assessments are updated automatically.

You cannot delete a standard, custom check, or custom ID mapping if they are associated with an assessment.
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Filtering findings for reports
A finding is the result of a check on an endpoint at a specific point in time. When you run an assessment, the results appear on the

Findings page in the Compliance tab or in the Vulnerability tab. Use the provided categories on the Findings page to filter results

and save those filtered results as reports. Using findings, reports can be customized and re-run using any combination of available

data.

Filter compliance findings
From the Complymenu, click Findings. The findings for compliance assessments are displayed in the Compliance tab. At the top

level, you can filter by Computer Group(s). Click within the edit field to add multiple groups to the filter. You can also apply the OR
and AND buttons to the selected computer groups.

Only groups that include sensors that are collected by the Tanium Data Service (TDS) are available for filtering.

Click Customize Columns to add or remove categories from the findings grid.

To use filters with more categories, click the Filters link to access Standard filter categories and the Filter Builder.

Standard filter

Using the provided fields, you can filter findings by Computer Group, Rule ID, Rule, Endpoint, Scan Method (Any, Client-Based,

Remote Authenticated), Operating System Generation, Operating System, Standard, Profile, Status Category (Fail, Pass,

Informational), IP Address and% Compliant (Pass/Fail).

% Compliant (Pass/Fail) is the percentage of the Pass column in relation to the Findings column. Note that this

filter does not apply to Findings on the Standard and Profile and Rule tabs.
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Filter builder

Click the Filter Builder button in the Filters section to create your own filter. With the filter builder, you can filter compliance and

vulnerability findings using Comply Tanium Data Service (TDS) and additional TDS harvested sensors.

From the filter builder, you can filter on the following (This is a sample of some of the available sources):

Computer Groups - Filter compliance or vulnerability findings based on Tanium computer groups.

You can also filter on the following sensors:

Comply - Compliance Findings - Create a complex filter using the metadata from the expansion columns that Comply supplies. The

available columns for Compliance Findings are as follows:

l Check ID - The unique identifier for a Compliance rule. It is made up of the benchmark name, benchmark version, profile

name, profile version, and rule id.

l State - The result of the scan engine evaluation of the rule. The possible values for state are: fail, pass, fixed, error, unknown,

notapplicable, notchecked, notselected, informational.

l Category - A computed value based on the state. The possible values for category are: fail, pass, error, informational. These

are all mapped to the same state values. All other state values are ignored.

l Rule ID - The rule identifier for the benchmark rule.

l Profile - The name of the benchmark profile.

l Rule - The name of the benchmark rule.

l Severity - The severity value of the rule.

l Standard - The combination of the benchmark name and profile name.

l Version - The benchmark version.

Comply - Compliance Percentage - This sensor returns the aggregate compliance percentage from an endpoint.

Comply Assessment Status - This sensor returns the status of each assessment evaluated on an endpoint. It has three columns.

l Assessment ID -The unique hash of the assessment that was evaluated on an endpoint.

l Status - The status of the assessment. The possible values are:

o Scanned - The assessment has been completed on the endpoint without error.

o Error - The assessment has been completed but an error has occurred.

l Status Details - The error code that represents the type of error that occurred during the assessment. To view error code

details, see Reference: Common errors on page 196.
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QUICK FILTER

You can also quick filter the Findings view by toggling the following tabs:

l Standard and Profile: A collection of checks and rules along with logic for how to combine those checks to determine a

final status for an endpoint

l Rule: A standard and any filters applied to that standard in a custom profile

l Endpoints: The targets that are being evaluated

l Operating system: The operating system installed on the targets

l All Findings: Lists all results found by assessments. Click the Get more details icon for an individual finding to view pop-

up with information for that finding.

Filter vulnerability findings
From the Complymenu, click Findings. The findings for vulnerability assessments are displayed in the Vulnerability tab. At the top

level, you can filter by Computer Group(s). Click within the edit field to add multiple groups to the filter. You can also apply the OR
and AND buttons to the selected computer groups.

Only groups that include sensors that are collected by the Tanium Data Service (TDS) are available for filtering.

To use filters with more categories, click the Filters link to access Standard filter categories and the Filter Builder.

To add categories to the filter, click Customize Columns to include additional fields, for example, filter by CVSS v3 or CVSS v2.
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You can filter findings by Computer Group, Severity, and expand the Filters link to use the following additional filters: Check ID,
CVE Year, CVSS Score, Endpoint, Scan Method (Any, Client-Based, Remote Authenticated), Operating System Generation,
Operating System, Title, and IP Address.

Standard filter

Filter findings using any of the following categories: Check ID, CVE Year, Score, Endpoint, Scan Method, Operating System
Generation, Operating System, Title, IP Address, CPEs, Affected Products, Affected Platforms. (See the Filter builder on page
130 section below for details on each category.)

QUICK FILTER

You can also quick filter the findings by Severity by clicking the Critical, High, Medium, Low, None, Unscored buttons.

Additionally, quick filter with following categories:

l Check ID: The CVE ID. For example, CVE-2020-0810

l Endpoints: The targets that are being evaluated

l Operating system: The operating system installed on the targets
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l Severity: Critical, High, Medium, Low, None, Unscored

l All Findings: Lists all results found by assessments. Click the Get More Details icon for an individual finding to view.

Filter builder

Click the Filter Builder button in the Filters section to create your own vulnerability filter. In the Source column for vulnerability

filters, the following sensors are available:

Comply Vulnerability Findings - These findings are derived from the Comply - CVE Findings sensor, which only has the Check ID

column. Vulnerability findings include the following TDS expansion columns:

l Check ID - The CVE (Common Vulnerabilities and Exposure) ID.

l Affected Products - The list of product names associated with the CVE .

l Affected Platforms - The list of platform names associated with the CVE.

l CPEs - The list of CPEs (Common Platform Enumeration) associated with the CVE.

l CVE Modified Date - The date when the CVE definition was last modified.

l CVE Created Date - The date when the CVE definition was created.

l CVE Year - The year the CVE was created.
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l CVSS Score - The Common Vulnerability Scoring System score assigned to the CVE.

l CVSS Severity - The CVSS severity value. One of the following:

o Critical - CVSS score greater than or equal to 9.0

o High - CVSS Score greater than or equal to 7.0 and less than 9.0.

o Medium - CVSS Score greater than or equal to 4.0 and less than 7.0.

o Low - CVSS Score greater than 0.0 and less than 4.0.

o None - CVSS Score equal to 0.0.

o Unscored - No CVSS Score has been assigned.

l CVE Title - The title of the CVE.

Comply - Oval Findings - This sensor returns the list of OVAL (Open Vulnerability Assessment Language) definitions that the scan

engine has determined apply to the endpoint. The OVAL definitions are associated with CVEs and are what is used by the scan

engine to determine if an endpoint is vulnerable to a particular CVE.

Filter Builder Example
Create a filter to view vulnerability findings from endpoints that have run a Windows 10 compliance benchmark assessment.

For this example, you've run both a compliance scan and vulnerability scans on Windows 10 endpoints, but you want to filter down

to those Windows 10 endpoints that ran the compliance scan only. You would select the following fields in the filter builder:

Source: Comply-Assessment status/Column: Assessment ID/Operator:is equal to/Value: The assessment hash for the particular

assessment you want to filter by.

Once your selections are made, click the Apply button.

Custom Sensors
If you have created a custom sensor and registered it in TDS, it appears at the end of the Source list for the filter, allowing you to

filter by these custom sensors. For example, if you've tagged your endpoints by location, and you have a custom sensor for all the

endpoints in your Dallas data center, you can select the sensor for the Dallas data center in the filter builder and use it to find all the

vulnerabilities in the Dallas data center. Note that for custom sensors, no columns will appear in the filter builder.
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Download as CSV
You can export Findings to a CSV file and download the file by doing the following:

1. Click the Download as CSV button on the Findings page.

2. In the export window, enter Name for the CSV file. This file name cannot include spaces or relative paths.

3. Optionally, select the check box to Include Headers in the file.

4. Choose a Compression Type or select None.

5. Click the Export button. The CSV file is downloaded to your local system.

Create reports from findings
Use the Save As button on the Findings page to create a report from the current view.

In the Save Report page, entering the following:

1. Enter a Report Name. A default name for the report is automatically generated.

2. Optionally, enter a description for the report.

3. Select a Content Set. See Tanium Core Platform User Guide: Managing RBAC for information on content sets.

https://docs.tanium.com/platform_user/platform_user/console_rbac_overview.html
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4. Click Save.

View reports by clicking on Reports in the Complymenu.
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Investigating findings
When a compliance check fails or a vulnerability is found, use the Investigate feature to find the actual values on the endpoints that

caused the issue.

Before you begin

Investigations are only supported:

l With the Tanium Scan Engine

l On the Tanium Client version 7.4 or later

l With Tanium Interact 2.14.106 or later for full functionality (converting Findings filters to Investigations filters is not

supported with earlier versions of Interact)

Investigations are NOT supported:

l In low resource mode.

l On unmanaged devices

The following RBAC permission is required: Comply Investigation Execute. See User role requirements on page 42.

The Investigation feature only becomes available for existing assessments when they are redeployed or run again as

part of a set schedule.

For information on the Open Vulnerability and Assessment Language (OVAL), you can refer to oval.mitre.org.

Investigate compliance findings
Compliance checks are defined through benchmarks, which are listed on the Standards page in Comply. Each benchmark contains a

set of rules. Each rule contains a set of checks (criteria). When investigating compliance findings, you are examining the expected

values for the checks of the selected rule and comparing them to the actual values that were the result of the rule being evaluated

on the endpoint.

The Investigation feature does not display findings for passed compliance rules.

To investigate compliance findings,

1. Select Findings from the Comply menu.

2. In the Compliance tab, select the Ruleor All Findings tabs. Filter the list if necessary either by Computer Group or by using

any of the available filter items. You can also investigate findings from the All Findings tab.

https://oval.mitre.org/


© 2023 Tanium Inc. All Rights Reserved Page 135

3. Select the rule check box and click the Investigate button to open the Benchmark Rule Details window. (You can only

investigate one rule at a time.) You can also click the Get more details arrow to open the flyout and click the Investigation

button located there.

If you receive a No rule checksmessage after you click Investigate, that means there are no checks on the

endpoints for the selected rule. This may be because the rule is defined for informational purposes only and

therefore has no criteria and nothing to evaluate.

Compliance investigations

In the Investigation/Benchmark Rule Details window, there are several sections of information.

l The Details section has the general data about the rule, including the Benchmark, Description, Rational, and Remediation

suggestion.

The table with the list of checks (also called tests) has several columns:

l Status - Indicates whether the endpoints listed for this check Pass, Fail or experienced an Error. There are two kinds of

status errors. An OVAL Error indicates there was a problem collecting information or analyzing a check on the endpoint. An

Investigation Error is a Tanium error, likely a Tanium Interact TSE-error. See Tanium Interact User Guide: Troubleshooting.

l Test Description - This text is taken from the OVAL content for that check.

l Expected Objects - The type of object that is expected to be checked on the endpoint.

l Expected Status - The property of the object being checked on the endpoint.

l Actual Values - The object found on the endpoint and all the associated properties of that object. The property names are in

black and the actual values are in green.

https://docs.tanium.com/interact/interact/troubleshooting.html
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If you are checking for the actual value of something on an endpoint, and that something does not exist on

the endpoint, no actual value will be returned. "no objects found" may be displayed instead.

l Type - The type of check, Compliance, Inventory, or SCE. The difference between a Compliance check and an Inventory

check is a field in the OVAL definition type. For Compliance, this checks if the system meets a predefined state. For

Inventory, this checks if the required software installed on the system. The SCE (script check engine) checks items that

OVAL cannot and is packaged together with the benchmark.

l Count - The number of endpoints that have the actual value listed for the check.

Filter tests list

You can filter tests in the table by Status, Definition Type, or any of the other available grid filters.
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Get more details

Click the arrow on a check in the Investigation/Benchmark Rule Details window to see details about that check. From this window,

you can click the View Endpoints and View XML buttons.

l View Endpoints - Click this button to see all the endpoints that have the actual value for that check. When you click View

Endpoints, the server asks live questions (as opposed to Findings where results are cached). Because these are live

questions, endpoint count may not be the same as it is in Findings. This may be due to endpoints having gone offline in the

interim. Also note that the percentage number under the Endpoints heading will continue to update as endpoints continue

to respond.

l View XML - Click this button to view the raw OVAL XML for this check. Viewing the XML shows you the details of what the

check does. The first section is the test, and the next section is the expected object. The object has properties that are listed

here. The next section is the expected state.
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l View Script Details - Only SCE checks will have this additional button available. Click View Script Details to see the raw

script that was run on the endpoint to find a specific check.

Investigate vulnerability findings
Vulnerability checks are defined through a vulnerability source, which is listed on the Standards page. Each source has a list of CVEs,

and each CVE has vulnerability definitions and/or patch definitions. Each definition has a set of criteria or checks. When investigating

vulnerability findings, you are examining the expected values for checks and comparing them to the actual values that were

discovered on the endpoint.

To investigate vulnerability findings,
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1. Select Findings from the Comply menu.

2. In the Vulnerability tab, from the Check ID or All Findings tabs, locate a particular CVE using any of the available filters.

3. Select the CVE check box and click the Investigate button to open the CVE Details window. (You can only investigate one CVE

at a time.) You can also click the Get more details arrow to open the flyout and click the Investigation button located there.

Vulnerability investigations

In the Investigation/CVE Details window, there are several sections of information.

l The Details section has the general data about the rule, including the CVE ID, the score and severity.

The table with the list of checks (also called tests) has several columns:

l Status - This indicates whether the endpoints listed for this check were found=True, not found=False, or experienced an

Error. Note that it’s the combination of checks that were found and not found that determine the vulnerability. There are

two kinds of status errors. An OVAL Error indicates there was a problem collecting information or analyzing a check on the

endpoint. An Investigation Error is a Tanium error, likely a Tanium Interact TSE-error. See Tanium Interact User Guide:

Troubleshooting.

l Test Description - This text is taken from the OVAL content for that check.

l Expected Objects - The type of object that is expected to be checked on the endpoint.

l Expected Status - The property of the object being checked on the endpoint.

l Actual Values - The object found on the endpoint and all the associated properties for that object. The property names are

in black and the actual values are in green.

If you are checking for the actual value of something on an endpoint, and that something does not exist on

the endpoint, no actual value will be returned. "no objects found" may be displayed instead.

l Type - This indicates the check was found in an OVAL Vulnerability definition or an OVAL Patch definition. Some check are

found in both.

https://docs.tanium.com/interact/interact/troubleshooting.html
https://docs.tanium.com/interact/interact/troubleshooting.html
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l Endpoints - The number of endpoints that have the actual value listed for the check.

Filter tests list

You can filter tests in the table by Status, Definition Type, or any of the other available grid filters.

Get more details

Click the arrow on a check in the Investigation/CVE Details window to see details about that check, including the list of vulnerability

definitions and/or patch definitions.

By default, only definitions that have the check are shown. If you want to see other definitions that are related to

that CVE but do not include that check, you can deselect the Has Test check box and if there are any such

definitions, they will be listed.

From this window, you can also click the View Endpoints and View XML buttons.
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l View Endpoints - Click this button to see all the endpoints that have the actual value for that check. When you click View

Endpoints, the server asks live questions (as opposed to Findings where results are cached). Because these are live

questions, endpoint count may not be the same as it is in Findings. This may be due to endpoints having gone offline in the

interim. Also note that the percentage number under the Endpoints heading will continue to update as endpoints continue

to respond.

l View XML - Click this button to view the raw OVAL XML for this check. Viewing the XML shows you the details of what the

check does.
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Exporting findings and assessments
Create a connection in Tanium Connect to export compliance and vulnerability findings to Connect destinations, such as Email, File,

HTTP, Socket Receiver, Splunk, and SQL Server.

The following instructions will export all compliance findings and all vulnerability findings. See Export an

assessment on page 97 for instructions to export one assessment at a time.

Use the Tanium Comply (Assessments) Source in Connect to export vulnerability assessments. See Exporting

vulnerability assessments on page 145. This provides the same functionality the Tanium Comply Source provided in

previous versions.

Before you begin
l You must have access to Connect with the Connect User role.

l It is recommended that you restart the Connect service after upgrading to Comply 2.13.

l To customize columns, you must have Connect 4.9.49 or later and Comply 2.10.841 or later.

Exporting findings
1. From the Connect menu, click Connections and then click Create Connection.

2. Enter a name and description for your connection in the General Information section.

3. In the Advanced section, set the following:

l Log level:By default, the logging is set to Information. To reduce the amount of logging, you can set the log level to

Warning, Error, or Fatal.

l Minimum Pass Percentage: Minimum percentage of the expected rows that must be processed for the connection to

succeed.
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4. In the Configuration section set the Source and Destination as follows:

a. Select Tanium Comply (Findings) as the Source.

b. In the Finding Type list, select Compliance, or Vulnerability or Network Unauthenticated.

c. In the Filter by Group field, select a single computer group to filter by.

Only computer groups that have all fields registered in TDS are available here.

d. In the Filter by Report field, select a defined report. The filters defined in the report export the data for the findings.

e. If needed, modify the Advanced Settings for the source:

l Query Timeout: Specifies the timeout for the request.

l Batch Size: Specifies how many rows are exported.

5. Configure the connection destination.

Select a connection destination from the Destination list. Provide the configuration information for the destination you

select. For more information on configuring destinations, see the Tanium Connect User Guide: Connection destinations.

6. (Optional) In the Configure Output section, configure a Filter.

You can use filters to modify the data that you are getting from your connection source before it is sent to the destination.

For more information about the types of filters you can configure, see Tanium Connect User Guide.

7. Configure the Format for the data. For information on configuring the format, see the section on the destination type that you

selected in the Tanium Connect User Guide.

https://docs.tanium.com/connect/connect/overview.html#destinations
https://docs.tanium.com/connect/connect/index.html
https://docs.tanium.com/connect/connect/index.html
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8. (Optional) You can customize columns for the exported data. In the Columns section, select the available Source items and

configure the Destination Label, Value Type, and Customization, see Tanium Connect User Guide: Format data for emails.

Note that customizing columns doesn't add new rows. It adds columns to existing rows.

l Any sensor that is registered in TDS and only has a single column in its sensor definition will appear as an option under

Columns with a TDS Registered Sensor label.

l You can use Enhanced Tags to add labels to endpoints. If you are using an enhanced tag, it must be a single column

sensor (Enhanced Tags - Single Value) and be harvested by TDS. For more information, see Enhanced Tags

Documentation (Tanium KB). (Also note that "Evaluation Terms" in enhanced tags are reserved values to use for

column headers.)

https://docs.tanium.com/connect/connect/email.html#format
https://kb.tanium.com/Enhanced_Tags_Documentation
https://kb.tanium.com/Enhanced_Tags_Documentation
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For the best results, if you use any sensors with a TDS Registered Sensor label as a column customization,

rather than updating an existing connection, create a new connection with these custom columns, then disable

and delete your existing connection.

l If you select to include First Found Date and Last Found Date columns (They are not included by default.), you must

register the CVE sensors in Tanium Interact or you will get the following errors.

First found represents the first time a vulnerability is identified in an environment. Note that if a vulnerability is

found and remediated and then found again, the first found date is set to the date of the most recent first

finding.

9. Configure the Schedule for the connection. For information on how to run connections on a schedule, see Tanium Connect

User Guide: Schedule connections. Enable the connection to run on a schedule.

Select Enable. You can set up the schedule when you configure the rest of the connection. If the schedule is not enabled, the

connection only runs when you manually run it.

10. Click Save or Save and Run.

See Exported columns on page 147

Exporting vulnerability assessments
Create a connection in Tanium Connect to export data from vulnerability or network unauthenticated findings to Connect

destinations, such as Email, File, HTTP, Socket Receiver, Splunk, and SQL Server.

Create a connection

1. From the Connect menu, click Connections and then click Create Connection.

2. Enter a name and description for your connection in the General Information section.

3. In the Advanced section, set the following:

l Log level:By default, the logging is set to Information. To reduce the amount of logging, you can set the log level to

Warning, Error, or Fatal.

l Minimum Pass Percentage: Minimum percentage of the expected rows that must be processed for the connection to

succeed.

https://docs.tanium.com/connect/connect/connections.html#schedule
https://docs.tanium.com/connect/connect/connections.html#schedule
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4. In the Configure section set the Source and Destination as follows:

a. Select Tanium Comply (Assessments) as the Source.

b. In the Assessment Type list, Vulnerability is selected by default and is the only report type supported for use with

Connect.

c. Select an assessment from the Assessment Name list.

d. The Include Endpoint findings and Include CVE details options determine which rows are exported from the

assessment. Select one or both of these options.

e. If needed, modify the Advanced Settings for the source:

l Question Timeout: Specifies the timeout for the request.

l Polling Interval: Specifies how often Comply is polled for updated data while the connection is active.

l Batch Size: Specifies how many rows are exported.

l Question completion percentage: The percentage of endpoints to provide responses from before exporting

findings.

f. Configure the connection destination.

Select a connection destination from the Destination list. Provide the configuration information for the destination you

select. For more information on configuring destinations, see the Tanium Connect User Guide: Connection destinations.

5. (Optional) Configure a Filter.

You can use filters to modify the data that you are getting from your connection source before it is sent to the destination.

For more information about the types of filters you can configure, see the Tanium Connect User Guide.

6. Configure the Format for the data. For information on configuring the format, see the section on the destination type that you

selected in the Tanium Connect User Guide.

7. (Optional) You can customize columns for the exported data. In the Columns section, select the available Source items and

configure the Destination Label, Value Type, and Customization, see Tanium Connect User Guide: Format data for emails.

Note that customizing columns doesn't add new rows. It adds columns to existing rows.

l If you select to include first_found_date or last_found_date columns, you must register the CVE sensors in Tanium

Interact or you will get the following errors.

First found represents the first time a vulnerability is identified in an environment. Note that if a vulnerability is

found and remediated and then found again, the first found date is set to the date of the most recent first

finding.

https://docs.tanium.com/connect/connect/overview.html#destinations
https://docs.tanium.com/connect/connect/index.html
https://docs.tanium.com/connect/connect/index.html
https://docs.tanium.com/connect/connect/email.html#format
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8. Configure the Schedule for the connection. For information on how to run connections on a schedule, see Tanium Connect

User Guide: Schedule connections. Enable the connection to run on a schedule.

Select Enable. You can set up the schedule when you configure the rest of the connection. If the schedule is not enabled, the

connection only runs when you manually run it.

9. Click Save or Save and Run.

See Exported columns on page 147

Test a connection and review data
1. From the Connect menu, click Connections.

2. Click the connection that you created for your Comply report.

3. Click Run Now. Confirm that you want to run the connection.

4. View the summary of the run.

5. View the assessment or finding in the destination that you configured for the connection.

Exported columns

The following columns are exported for each finding and assessment type.

Compliance findings Vulnerability findings Network unauthenticated
findings

Vulnerability assessments

Computer Name Computer Name IP Address computerName

IP Address IP Address MAC Address ipAddress

Operating System Generation Operating System Generation MAC Vendor CVE

Operating System Operating System Service Name first_found_date

Rule CVE Service Port last_found_date

Rule ID CVE Year Service Version score

Standard Title OS Name title

Standard Version Severity OS Version severity

Profile CVSS Score CVE attack_vector

Version CVSS Vector CVE Summary oval_source

Status Category CVE Created CVE Published oval_definition

https://docs.tanium.com/connect/connect/connections.html#schedule
https://docs.tanium.com/connect/connect/connections.html#schedule
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Compliance findings Vulnerability findings Network unauthenticated
findings

Vulnerability assessments

Status CVE Modified CVE Updated mitre_link

Description MITRE Link CVE CVSS Score nist_link

Rationale NIST Link CVE Links secpod_link

Fix Text Secpod Link solution_links

CCE OVAL Definition created_date

CCI OVAL Source last_modified_date

Severity Solution Links remediations

Remediation details

Criteria1 criteria1

Details score_mapping

id_mapping

1 Microsoft Excel does not properly handle line breaks in vulnerability CSV file exports. As a workaround, you can view the file with another tool or

exclude the criteria column from the CSV export.

(continued)
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Working with reports

Viewing reports
A report is a set of saved filters and groupings on a set of findings. You can create reports from findings, and you can create a report

from another report.

l Compliance and vulnerability reports appear on Client tab.

l Network unauthenticated reports appear on the Network Unauthenticated tab.

By default, users with the Comply Report Reviewer role can see all reports, even reports that target computer

groups for which the user does not have management rights.

If the Report_mr_enabled setting is set to true, users can only see reports that target computer groups for which

they have management rights. With this setting enabled, users can only see reports when they have management

rights to all computer groups that the report targets. If a report targets multiple computer groups, but the user does

not have management rights to one or more of the targeted computer groups, the user cannot see the report.

The Maintain_management_rights setting is set to false by default. When this is set to true, the management

rights of a report's original creator are preserved when the saved action for the report is recreated. The saved action

is recreated when the report schedule is edited or when a report vulnerability feed is updated. With this setting,

users who are not administrators, can only change the schedule for reports they create.

Compliance report results
Click on a compliance report in the list to view the report details page. The details page is another view of the findings that were

used to create the report. You can further refine or change the report by using the available filters and fields. Expand the triangle

beside the report name and click the Edit button to change the Description and select a different Content Set.
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Click the Cancel button to stop editing and return to the original report. Click the Revert button undo changes and return to the

original report. Click the Save As button to create a new report using the applied filters.
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Vulnerability report results
Click on a vulnerability report in the list to view the report details page. The details page is another view of the findings that were

used to create the report. You can further refine or change the report by using the available filters and the Save As button to create

a new report.

Click the Get More Details icon on a finding in a report for Remediation Instructions and a Solution.

Create a new report

Create a new report from the Comply > Reports > Client or Network Unauthenticated tab. Click the Create Report button and

select a report type. This takes you to the Findings page for your selection. See Create reports from findings on page 132. Also see

Creating vulnerability assessments on page 102.

Integration with Patch

The scan engine in Comply scans for both vulnerability and operating system patch definitions. If you have Tanium Patch installed

and the scan engine finds a vulnerability definition and a patch definition that are associated with the same CVE, Comply checks

Patch for the necessary patch. If the patch is available, when you select the check box for a CVE a Remediate in Patch button

appears. This button is also available when you click the arrow to Get more details. Click the Remediate in Patch button to open

the corresponding page in Patch.

The Remediate in Patch button is only available to users with the Show Patch privilege.

The Get more details windows also provides more information on the applicable patches for the selected CVE.
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For more information, see Patch User Guide: Deploying patches.

Integration with Reporting

When you filter findings by endpoint, you can click the icon for an individual endpoint to view more details. From the details pop-up,

you can click the View Details button to go to Tanium Reporting.

Tanium Reporting 1.12 or later is required. Otherwise, Tanium Asset is used for endpoint details.

https://docs.tanium.com/patch/patch/deploying_patches.html


© 2023 Tanium Inc. All Rights Reserved Page 153

View saved question
The Comply dashboard on the Overview page includes Tanium Trends boards that provide data visualization information for the

Comply results described here: Trends on page 14.

Click the title for a board in the Summary section to view the saved question in Tanium Interact that retrieved the results for the

selected board.

From the Saved Question view, you can click the Edit button to edit the question in Interact. See Managing saved questions in the

Tanium Console User Guide for detailed instructions.

Exporting network unauthenticated reports
Do the following to export a report.

https://docs.tanium.com/platform_user/platform_user/authoring_saved_questions.html
https://docs.tanium.com/platform_user/platform_user/authoring_saved_questions.html
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1. On the Reports page, select the Network Unauthenticated tab.

2. Select a report and click the Export icon . You can only export one report at a time. If you have more than one report

selected, the Export icon is not displayed.

3. In the Export Report window, provide the following for each report type:

4. Enter an Report Name.

5. Optionally, enter a Description.

6. Enter a File Name or use the pre-populated name.

7. Select a Format: HTML or CSV.

8. Click Export.

Click the Exports tab to view the status of the exported report. It will appear as Running until it's Complete.
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Downloading exported reports
1. To import reports, go to the Reports > Exports tab.

2. Select an exported report and click Download.

3. Click the Download button to import a zip file containing the report.
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Customizing compliance results
You must have the Comply Report Content Administrator role to customize compliance results. For more information about Comply

roles, see User role requirements on page 42.

Custom profiles
A profile defines a set of rules to be evaluated and the parameters for those rules. Custom profiles allow you to specify just a subset

of the checks available in a standard to be deployed.

From the Comply menu, click Setup > Compliance.

You can either create a custom profile or upload one from a tailoring file.

CREATE A NEW CUSTOM PROFILE

1. In the Custom Profiles tab, click the Create button.

2. On the New Custom Profile page, enter a Name and Description.

3. In the Rules section, select a standard from the Standard drop-down list.

4. Select each rule you would like to include in your custom profile.

Click Advanced Filter to filter the rules by category.

5. Click Add Selection To Profile to move the selected rules to the Selected Rules section.

To remove a rule that you added, select the rule and click Remove Selection From Profile.
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6. Some standards (for example, CIS Microsoft Windows Server 2008 and 2012) require you to choose a selector for certain rules.

In the Selected Rules section, these rules have a drop-down list in the Selector column. In the CIS Windows example, set the

MS (Member Server) or DC (Domain Controller) selector for each rule.

To set or change the selector for multiple rules, select the rules and click Change Selector.

7. Click Create to create the new custom profile.

You can also modify some rule values within your custom profile. If a rule value is customizable, a value of true displays in the Can
Customize column along with the default value for the rule in the Default Values column.

You cannot delete a custom profile that is used in an assessment. You must delete the assessment first, and then

you can delete the custom profile.
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Customize a rule value

1. Select the rule and click Modify Rule Value.
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2. In the Modify Custom Profile Value window, enter a Custom Rule Title and change the Custom value field.

Rule titles occasionally include the value used in the rule. Customize the title of rules for which values have

been changed. The customized rule titles will then show up in report results, question answers, and report

exports. For example, If you provide a new value for the rule (L1) Ensure 'Enforce password history' is set to
'24 or more password(s)', you can change 24 to match the custom value.
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3. Click Save. The new value will appear in the User-defined Values column. You can return to the Default Value of a rule by

clicking Use Default.

On the Custom Profiles page, click a custom profile to view its details.

You will see the rules included in the custom profile as well as those for which the values have been modified.

IMPORT A NEW CUSTOM PROFILE

1. Click Import > Custom Profile.

2. In the Import Custom Profile window, enter a Description.

3. Select a standard from the Standard drop-down list.

4. Click Select File and locate the tailoring file for the new profile.

A custom profile can also be specified with a tailoring file, which is supported in SCAP 1.2 and later.

Cloning custom profiles

1. Select a custom profile and click Clone.

2. Provide a new Title and Description for the duplicate custom profile.

3. Make any necessary changes to the rules included in the custom profile.

4. Click Create.

Editing custom profiles

1. Select a custom profile and click Edit .

2. In the Details section, you can edit the Title and Description.

3. In the Rules section, choose additional rules or select a new standard from the Standard drop-down list to select other rules.

If you choose to select a new standard, previously selected rules might no longer be valid. If a rule is invalid,

No will be displayed as the value in the Valid column of the Selected Rules list. A warning also appears below

the list indicating the total number of invalid rules that have been selected.

4. Click Update.
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5. If any of the selected rules are invalid, a confirmation window appears that invalid rules will automatically be removed from

the custom profile. Click OK.

6. If one or more assessments currently use this custom profile, a confirmation window appears. If you want to redeploy these

assessments immediately, click Redeploy and Continue; otherwise, click Continue. Assessments with changes that are not

redeployed will show a Warning next to them.

Custom checks
You can create custom checks in Comply to check a condition on endpoints that might not be included in any standard. A custom

check can be either PowerShell or VBScript on Windows and bash shell scripts on Linux/macOS. PowerShell scripts should use the

file extension .ps1, and VBScript files should use the .vbs extension.

You must have the Comply Custom Check Writer role to write custom checks. For more information about Comply roles, see User

role requirements on page 42.
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1. In the Comply menu, select Setup > Compliance.

2. On the Custom Checks tab, click the Create button.

3. In the New Custom Check window, enter a Name and Description.

4. In the Check Criteria section, enter and identifier, ID, for this check.
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5. Select the appropriate Severity and Platform.

6. Click Select File and locate the file for the custom check.

7. Enter a Rationale for the check in the edit field.

8. In the Fix Text field, enter information for remediating the check.

9. Click Create. Your custom check will now show under Custom Checks and be available in the Custom Checks section of the

page when you create a new Configuration Compliance report.

You cannot delete a custom check that is used in an assessment. You must delete the assessment first, and then you

can delete the custom check.

The result of a custom check is indicated by the last line of output from the custom check. This value should appear on a line by

itself after all other output and should return one of the following results:

Results are case-sensitive.

Result Description

pass All conditions are satisfied.

fail All conditions are not satisfied.

error Compliance evaluation could not be completed; therefore, the status of the endpoint(s)

compliance has not been confirmed.

unknown The result is unknown.

Custom ID mappings
Use custom ID mappings to create a custom column on results that associates a specific tag with a custom check or rule identifier.

1. In the Comply menu, select Setup > Compliance.

2. On the Custom ID Mappings tab, click the Import button.

3. In the New Custom ID window, enter a Name and Description.

4. Click Browse and locate the custom ID mapping file.

5. Click Import. Your custom ID will now show under Custom ID Mappings and be available in the Advanced Settings section
when you create a new Compliance assessment.

You cannot delete a custom ID that is used in an assessment. You must delete the assessment first, and then you

can delete the custom ID.

Use the following file format for a custom ID mapping: Rule id|custom id
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Example: xccdf_org.cisecurity.standards_rule_1.1.1_Create_Separate_Partition_for_tmp|company_
policy_rule_42

An assessment can only have a single custom ID mapping associated with it; however, it can have multiple

standards and custom checks. When selecting the standards and custom checks, be aware that an assessment is

targeted to a single action group.

Export custom check or ID mapping
In order to view, edit, or reuse a custom check or ID mapping, you can export it by doing the following:

1. On the Setup > Compliance page, click the Custom Checks tab.

2. Select a custom check and click Export . You will select this exported file from the other Tanium console.

3. Sign in to the Tanium console where you want to import the custom check and navigate to the Custom Checks tab.

4. Click the Create button and select Custom Check.

5. In the New Custom Check window, fill out the fields using the same information you entered for the exported file in the first

Tanium console.

6. Click Browse and choose the file you exported in the second step.

7. Click Create.

If you have custom IDs to go along with the custom check, export and import them using the steps above, but from the Custom ID
Mappings tab.
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Customizing vulnerability results
You must have the Comply Report Content Administrator role to customize vulnerability results. For more information about Comply

roles, see User role requirements on page 42.

Use custom ID mapping and custom scoring to align CVEs to the frameworks on which you report.

Custom scores
Comply allows you to specify a score to an individual CVE. By default, Comply shows the CVSS score.

1. From the Comply menu, click Setup > Vulnerability.

2. On the Custom Vulnerability Scores tab, click the Import Mapping button and select Custom Score.

3. In the Import Score Mapping window, enter a Name, Prefix, and Description.

4. Click Browse and locate the score mapping file.

5. Click Import. Your custom score will now show under Custom Scores.
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6. Select your custom score and click the Create Assessment button to create a new assessment directly from the Custom
Score tab.

You cannot delete a custom score that is used in an assessment. You must delete the assessment first, and then you

can delete the custom score.

Use the following file format for a custom score mapping: CVE|score

Example: CVE-2017-8789|11.5

Custom ID mappings
Custom ID mappings allow you to create a custom column on results that associates a specific tag with a CVE.

1. From the Comply menu, click Setup > Vulnerability

2. On the Custom IDs tab, click the Import Mapping button and select Custom ID.

3. In the Import Custom ID Mapping window, enter a Name, Prefix, and Description.

4. Click Browse and locate the custom vulnerability ID mapping file.

5. Click Import. Your custom ID will now show under Custom IDs.
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6. Select your custom ID and click the Create Assessment button to create a new assessment directly from the Custom ID tab.

You cannot delete a custom ID mapping that is used in an assessment. You must delete the assessment first, and

then you can delete the custom ID mapping.

Use the following file format for a custom ID mapping: CVE|custom id

Example: CVE-2014-2814|KB297262

Upload IAVM mapping definitions
Information Assurance Vulnerability Management (IAVM) is a vulnerability source that is managed by the Department of Defense

(DOD) and is accessible only with a common access card (CAC).

If you use IAVM mappings, you can upload IAVM mapping definitions in Comply.

1. From the Comply menu, click Setup > Vulnerability.

2. On the IAVM Mappings tab, click the Browse button and select the custom IAVM file.
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3. Click Import. The last upload time and the count of IAVM ID and score mappings will be listed on the IAVM Mappings page.

When you import new IAVM mapping definitions, they will replace any existing mapping definitions.

You cannot delete an IAVM mapping that is used in an assessment. You must delete the assessment first, and then

you can delete the IAVM mapping.

To apply the IAVM mappings, you must add both the IAVM ID and score mappings when you create a vulnerability

assessment. Assessments using IAVM mappings will need to be redeployed to apply the new mappings to their

results.
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View ID Mappings and Score Mappings in Interact
1. Obtain the hash for the custom ID for a report by clicking on the assessment name on the Vulnerability Assessments page

and expanding More Details. You can click Copy to copy the hash.

2. In Interact, ask the question that matches the engine type such as Get Comply - CIS-CAT Vulnerabilities from all

machines and paste the hash in the Comply bundle hash field.
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Use the appropriate Comply sensor for the engine type:

l Comply - CIS-CAT Vulnerabilities

l Comply - JovalCM Vulnerabilities

l Comply - SCC Vulnerabilities

If you are using a Tanium Console version older than 7.5.2 with Comply 2.11, the sensors listed here are

deprecated and hidden. For instructions on un-hiding sensors, see Tanium Console User Guide: View

sensor details.

3. Click Ask Question.

4. The ID Mappings and Score Mappings columns in the results grid show these mappings.

Download custom ID mapping
In order to view, edit, or reuse a custom ID mapping, you can download it.

Select a custom ID mapping and click export.

https://docs.tanium.com/platform_user/platform_user/authoring_sensors.html#View
https://docs.tanium.com/platform_user/platform_user/authoring_sensors.html#View


© 2023 Tanium Inc. All Rights Reserved Page 171

Managing application settings

Any changes to the default values for the Comply application settings must be tested first in a lab or staging

environment so that you understand the implications of the change. You must have the Comply Administrator role
to modify application settings. For more information about Comply roles, see User role requirements on page 42.

1. On the Comply Overview page, click Settings .

2. Click Edit for a setting, enter a Value, and click Save.

The following settings are available:

General Settings Default
Value

Definition

question_threshold 90 Percentage of machines that should have reported back before Comply returns question results

enable_manual_groups False Enable manual computer group support in Comply

report_question_reissue_

seconds

18000 How frequently to reissue report saved questions

is_airgapped False Whether this module server is airgapped from the internet

vuln_feed_options_storage Local How vulnerability feed options are stored. Local = save in browser local storage. Server = save on

Comply server

report_mr_enabled False Enables filtering of reports based on user management rights

maintain_management_

rights

True Preserve management rights when reports are updated
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General Settings Default
Value

Definition

tanium_request_timeout_

seconds

60 Number of seconds to wait for a response from the Tanium server before raising an error

log_level Debug Effective logging level (trace, debug, info, warn, error, fatal)

assessment-status-error-

threshold

5 Assessments considered in Error state when Scan Error percentage exceeds this threshold

assessment-age-action-

duration

60 How often (in minutes) to reissue Saved Actions for age-based assessments (Min: 30; Max: 240)

You cannot add a new application setting or delete any of the existing application settings. You can only update the

default values for these settings. If you click Delete , the setting returns to the default value. The setting is not

deleted.
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Troubleshooting

Do not manually delete any Tanium content that includes Comply in the name for any reason. Deleting Tanium

content can cause Comply to stop working correctly.

Collect logs
The information is saved as a ZIP file that you can download with your browser.

1. From the Comply Home page, click Help , then the Troubleshooting tab. Select the solutions for which to gather

troubleshooting packages. All available solutions are selected by default.

2. Click Create Package.

3. When the packages are ready, click Download Support Bundle.
A productname-support.[timestamp].zip file downloads to the local download directory for each selected package.

Some browsers might block multiple downloads by default. Make sure to configure your browser to permit

multiple downloads from the Tanium Console.

4. Contact Tanium Support to determine the best option to send the ZIP file(s). For more information, see Contact Tanium

Support on page 183.

Locate log files
You might need to locate log files on your endpoint or on the Tanium Module Server for troubleshooting purposes when working

with technical support.

Endpoint log files

Comply log files are created on endpoints at the following path: <Tanium
Client>\extensions\comply\data\results\<scan name>\*-stdout.txt

Tanium Module Server log files

Comply log files are created on the Tanium Module Server at the following path: <Module Server>\services\comply-

service\logs

Service log files are found here.
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Scans do not run as expected
Comply cannot run scans or clean up old results on endpoints with actions locks turned on. See Tanium Console User Guide:

Managing action locks.

Update the Tanium Vulnerability Library for CVSS v3 support
Starting with Comply 2.13, Tanium Vulnerability Library files on content.tanium.com now support CVSS v3. If you are upgrading from

a previous version, and you have disabled recurring updates or are running in airgap mode, you must manually upgrade to the latest

TVL for Comply features to function properly. See Upload the Tanium Vulnerability Library files on page 59 for instructions.

After upgrading to Comply 2.13, until the TVL is updated based on the configured update schedule, a message may

appear in the Tanium Console instructing you to upgrade to the latest TVL.

Restart Connect service after upgrade
It is recommended that you restart the Connect service after upgrading to Comply 2.13.

RBAC synchronization with SUS adoption after upgrade
In Comply 2.12, the steps required to configure the service account are no longer necessary due to the adoption of the System User

Service, which performs these tasks automatically. Consequently, after upgrading to Comply 2.12, it might take time for the

database migration to complete and for RBAC privileges and other updates to sync properly. This could lead to issues and error

messages when first querying the Tanium Console. These issues should resolve on their own after a few minutes, but could take

longer depending on system resources and the amount of data to migrate.

Remote authenticated scans fail on ESXi devices
With Joval 6.4.2, RAS scans of ESXi devices fail when using a self-signed certificate that is not from a trusted certificate authority. In

previous versions of Joval, the TLS certificate provided by the endpoint was not authenticated. This behavior changed in Joval 6.4.2

and now trusted certificates must be used.

If RAS scans are failing on ESXI devices for this reason, you have the option to disable TLS validation. You can accomplish this by

deploying a package to modify Tanium client settings on the satellite or by logging into the satellite directly and using a command

line flag to restore the previous Joval behavior.

l Option 1: Disable Joval TLS validation on the satellite by deploying the Modify Tanium Client Setting package and setting

CX.comply.RasDisableTlsValidation to 1

l Option 2: Log into the satellite performing the RAS scan and enter the following from a command line: ./TaniumClient
config set CX.comply.RasDisableTlsValidation 1

https://docs.tanium.com/platform_user/platform_user/action_lock.html
https://docs.tanium.com/platform_user/platform_user/action_lock.html
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Results directory on endpoint after upgrade
When upgrading to Comply 2.11, the Tools/Comply/results directory on the endpoint is migrated to

extensions/comply/data/results.

By default the legacy results will remain for 7 days unless they are migrated by the service and there is an ECF configuration

Note that the Tools/Comply/results and Tools/Comply/benchmarks folders are automatically deleted after 30 days.

Incomplete findings for endpoints after upgrade
After upgrading Tanium Comply, while tools are deploying and data is migrating, it may take time for Findings to be complete.

Incorrect or missing findings for reports with custom profiles after
upgrade
After upgrading Tanium Comply, compliance reports from previous versions are automatically migrated to assessments. If you had

compliance reports that used custom profiles or tailoring files, you must re-deploy those assessments after upgrading. Otherwise,

the corresponding findings may be missing or displayed correctly.

You may need to disable Hide error results from questions in User Preferences to validate that you have missing

or incorrect findings.

Ensure Comply tools on the endpoints have been upgraded to the latest version before re-deploying assessments.

Missing vulnerability reports after upgrade
After upgrading from Comply 2.9 to a later version of Comply, compliance reports are migrated to the new version but vulnerability

reports are not. This is intended due to the inability to ensure that query filters would provide the same results in newer versions of

Comply that were seen in Comply 2.9 and earlier reports. Instead, there are some high-level, OS-based vulnerability reports provided

with Comply 2.10 and later.

Deployments do not run as expected
Check for the following error messages if a deployment does not run as expected:

Some machines included in this deployment cannot be deployed to.

Ensure that targeted endpoints have enough disk space to accommodate deployments.

Some machines included in this deployment don't have the system utilities required to

complete a scan.

Linux or macOS endpoints do not have the UNIX utilities installed that are required for Comply to work correctly.
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License expiration impact
Comply will not operate with an expired license. Update the license to restore functionality.

There is a 30 day grace period before Comply stops operating.

Identify and resolve issues with client extensions
Use the following steps to troubleshoot issues with the client extensions that Comply installs and uses. During troubleshooting,

consider environmental factors such as security exclusions, file locks, CPU usage, RAM usage, and disk failures.

To review the client extensions that Comply installs and uses, see Client extensions.

1. To review the health of client extensions or to start an investigation into an existing error, ask a question using the Client

Extensions - Status or Comply - Tools Version sensor.

The results of these questions help to identify endpoints with errors and provide a starting point to deploy actions that might

help correct the issue. Filter the results and drill down as necessary to investigate results that indicate errors.

Consider whether endpoints with errors share common characteristics, such as operating system, domain or

organization unit, or the antivirus software that is installed.

2. Target one or more endpoints with errors, and uninstall tools that report errors without blocking reinstallation: see Remove

Comply tools from endpoints and Endpoint Configuration User Guide: Uninstall a tool installed by Endpoint Configuration.

When you perform a hard uninstallation of some tools, the uninstallation also removes data that is associated

with the tool from the endpoint. This data might include important historical or environmental data. If data

that you want to keep is associated with the tool, make sure you perform only a soft uninstallation of the tool.

Wait for automatic reinstallation of the tool. If the reinstallation does not resolve the issue, continue to the next step.

3. Ask a question using the Endpoint Configuration - Tools Status Details sensor, and include filters to limit the

results to the tool that you are investigating. For example:

Get Endpoint Configuration - Tools Status Details having Endpoint Configuration - Tools Status

Details:Tool Name contains Comply from all machines with Endpoint Configuration - Tools

Status:Tool Name contains Comply

Review the columns in the results for specific information about errors. The following table provides guidance for some

common error conditions:

https://docs.tanium.com/endpoint_configuration/endpoint_configuration/managing_tools.html#uninstall_tool
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Error Condition Possible Resolution

No error appears,

but an available new

version has not been

installed

Review the Targeted Version column to make sure that the endpoint has received the latest manifest. If the

targeted version does not yet show the updated version, the Endpoint Configuration manifest has not updated on

the endpoint, usually for one of the following reasons:

l The manifest update is still pending. Either wait for the manifest to update and then review the results again,

or follow the steps in Endpoint Configuration User Guide: Verify and manually update the Endpoint

Configuration manifest.

l Comply is no longer installed, or it is no longer targeting the endpoint. In some cases, Comply might stop

targeting an endpoint because it no longer needs the endpoint for a particular workload. Consider whether

Comply should still target the endpoint:

o If it is expected or intentional that Comply no longer targets the endpoint, you can optionally uninstall

Comply tools and dependencies: see Remove Comply tools from endpoints.

o If Comply should still target the endpoint, make sure that the Comply action group includes the endpoint,

and make sure Comply targets the endpoint in any expected configurations or profiles. Then, either wait

for the manifest to update and then review the results again, or follow the steps in Endpoint Configuration

User Guide: Verify and manually update the Endpoint Configuration manifest.

Installation

Blocker:Unmet

Dependencies: 

[Tool name]

If no Failure Message or Failure Step appears, the endpoint might be waiting for the dependencies to install. Wait

to see if the condition resolves on its own. If this condition remains for an extended period, ask the question again

and review any error information in other columns, especially the Failing Dependency column.

Failing

Dependency:[Tool

name]

Ask the question: Endpoint Configuration - Tools Status Details having Endpoint

Configuration - Tools Status Details:Tool Name contains [Tool name] from all

machines with Endpoint Configuration - Tools Status:Tool Name contains [Tool

name]

Investigate further errors with the tool.

If the dependency has not been installed on an endpoint, ask the question: Get Endpoint Configuration

- Tools Retry Status from all machines with Computer Name equals Computer_Name

to review the retry status for the tool installation. For more information, see Endpoint Configuration User Guide:

Review tool installations that are scheduled for a retry.

Manually

Blocked:blocked

The tool was previously blocked, either manually or during a previous uninstallation. Unblock the tool: see

Endpoint Configuration User Guide: Block or unblock tools from installing on an endpoint.

4. Review the Extensions logs on the endpoint. Take note of entries that include fail or error: see Review the Extensions log

for an endpoint on page 177.

For additional help, collect all logs for Tanium Comply, and contact Tanium Support.

Review the Extensions log for an endpoint

Use Client Management to directly connect to an endpoint and view and download extension logs.

https://docs.tanium.com/endpoint_configuration/endpoint_configuration/troubleshooting.html#verify_manifest
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/troubleshooting.html#verify_manifest
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/troubleshooting.html#verify_manifest
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/troubleshooting.html#verify_manifest
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/managing_tools.html#review_retries
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/managing_tools.html#review_retries
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/managing_tools.html#block
#logs
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1. From the Main menu, go to Administration > Shared Services > Client Management.

2. From the Client Management menu, click Client Health.

3. In the Direct Connect search box, enter all or part of an IP address or a computer name.

Matching results are displayed after the search completes.

4. From the search results, click the computer name to connect to the endpoint.

5. Click the Logs tab, and select an extensions[#].log file.

6. (Optional) To download the log, click Download.

For additional help, collect all logs for Tanium Comply, and contact Tanium Support.

Monitor and troubleshoot Comply coverage
The following table lists contributing factors into why the Comply coverage metric report endpoints as Needs Attention, and
corrective actions you can make.

Contributing factor Corrective action

Endpoints do not have the latest scan

engine installed

l Ensure that the computer groups targeted by each deployment include all applicable endpoints.

Review the deployments to confirm that no computer groups are missing.

l Ensure the latest engine is installed. When updates are available for the Tanium Scan Engine

(powered by JovalCM) or Amazon Coretto JREs that are included with Comply, a yellow banner

displays on the Comply Main page that says Updates are available for one or more engines.

Endpoints do not have the latest Comply

tools installed

Ensure that the Comply Action Group targets All Computers.

Specific endpoints missing Comply tools,

scan engines, or JREs

Ensure that existing deployments include all possible architectures (bitness) and platforms. For

example, some environments still contain 32-bit Linux and Windows endpoints. These endpoints

require specific deployments.

Issue with a specific endpoint that might

prevent Comply from running

successfully

Check for issues with the endpoint that might prevent Comply from running successfully, such as

having less than the minimum required available disk space (200 MB).

Comply tools are not successfully

deployed to endpoints

Ensure that the Comply Action Group targets All Computers. Comply actions are always explicit, so

the action group targeting does not need to be restrictive.

Monitor and troubleshoot endpoint compliance distribution
The following table lists contributing factors into why the endpoint compliance distribution metric might be lower than expected,

and corrective actions you can make.

#logs
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Contributing factor Corrective action

Endpoints are missing from compliance

reports

Ensure that those endpoints exist in correctly targeted computer groups and that those computer

groups are explicitly targeted for compliance reports. Make sure that compliance reports run on a

periodic schedule.

Configuration compliance assessments

do not include endpoints that were

offline at the time of the initial report

schedule

Change your configuration compliance assessment scheduling to use Using report age, and instead

of running a weekly report, set the assessment result maximum age to 7 days. For more information,

see Creating compliance assessments on page 84.

With this configuration, Comply continuously checks for and attempts to assess endpoints as they

come online, as long as they do not already have findings that are newer than 7 days. This setting

allows global organizations and "follow the sun" models to continuously scan managed endpoints as

they come online around the world, regardless of timezone or the original scan execution time.

Systems that were included in the

original report do not have any results

Make sure that the targeted endpoints are the correct operating system and platform for the

configured report. For example, some compliance standards are specific to Windows Server 2008 and

not Windows Server 2008 R2. Compliance standards can be specifically developed for the targeted

operating systems, and in some cases will not function if the wrong operating system is targeted.

Standards content does not meet local

requirements

l Use custom profiles or import a tailoring file to customize compliance checks to meet your

business needs.

l Develop custom checks to assess things not covered by an existing standard.

l Use custom ID mapping to align checks to local guidance or frameworks.

For more information, see Customizing compliance results and Customizing vulnerability results.

Third-party content compatibilities and

bugs

Ensure any imported content meets the defined requirements, such as:

l Compliance standards must follow SCAP standards and contain OVAL definitions. For more

information on requirements for imported standards, see Importing individual standards and

assigning categories.

l Tailoring is supported only in SCAP 1.2 and later. For more information on importing a tailoring

file, see Upload a new custom profile.

Monitor and troubleshoot endpoints with critical or high vulnerabilities
The following table lists contributing factors into why the Comply endpoints with critical or high vulnerabilities metric might be

lower than expected, and corrective actions you can make.

Contributing factor Corrective action

Endpoints are missing from vulnerability

reports

Ensure that those endpoints exist in correctly targeted computer groups and that those computer

groups are explicitly targeted for vulnerability reports. Make sure that vulnerability reports run on a

periodic schedule.
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Contributing factor Corrective action

OVAL checks do not align with locally

developed guides or industry frameworks

Use custom ID mapping and custom scoring to align CVEs to the frameworks on which you report.

For more information, see Customizing vulnerability results.

Monitor and troubleshoot mean time to identify vulnerability findings
The following table lists contributing factors into why the Comply mean time to identify vulnerability findings metric might be higher

than expected, and corrective actions you can make.

Contributing factor Corrective action

Newly released or discovered

vulnerabilities are not being detected in

vulnerability assessments

Ensure that the Tanium Vulnerability Library (TVL) is configured to automatically update. For more

information, see Default vulnerability sources.

Comply automatically updates assessments to use new definitions, but those assessments must run

again using the new definitions.

Newly released or discovered

vulnerabilities are being detected, but

not as quickly as needed

For best results, run general assessments that address all known vulnerabilities once a month or bi-

monthly. In addition to that large general assessment, configure a small lightweight assessment that

uses only high and critical severity vulnerability definitions from the current year so that you can run

it frequently without negative performance impact. For example, you might run the lighter

assessment weekly or every 3 days.

Vulnerability assessments are not

targeting the desired vulnerabilities

Verify that the assessment configuration includes the appropriate severity, CVE years, and computer

group targeting that was intended for the assessment.

CVEs have been published, but no OVAL

definition is available

Check the Tanium Community for guidance on using Tanium to find and remediate a particular CVE.

For example, Use Tanium to Find and Remediate CVE-2020-0796 (SMBv3 Remote Code Execution

Vulnerability).

Remove Comply tools from endpoints
You can deploy an action to remove Comply tools from an endpoint or computer group. Separate actions are available for Windows

and non-Windows endpoints.

1. In Interact, target the endpoints from which you want to remove the tools. For example, ask a question that targets a specific

operating system:
Get Endpoint Configuration - Tools Status from all machines with Is Windows equals true

2. In the results, select the row for Comply, drill down as necessary, and select the targets from which you want to remove

Comply tools. For more information, see Tanium Interact User Guide: Drill Down.

3. Click Deploy Action.

https://community.tanium.com/s/article/Use-Tanium-to-Find-and-Remediate-CVE-2020-0796-SMBv3-Remote-Code-Execution-Vulnerability
https://community.tanium.com/s/article/Use-Tanium-to-Find-and-Remediate-CVE-2020-0796-SMBv3-Remote-Code-Execution-Vulnerability
https://docs.tanium.com/interact/interact/results.html#Drill_Down
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4. For the Deployment Package, select Endpoint Configuration - Uninstall Tool [Windows] or Endpoint Configuration -
Uninstall Tool [Non-Windows], depending on the endpoints you are targeting.

5. For Tool Name, select Comply.

6. (Optional) By default, after the tools are removed they cannot be reinstalled. To allow tools to be automatically reinstalled,

clear the selection for Block reinstallation. Re-installation occurs almost immediately.

If reinstallation is blocked, you must unblock it manually:

l To allow Comply to reinstall tools, deploy the Endpoint Configuration - Unblock Tool [Windows] or
Endpoint Configuration - Unblock Tool [Non-Windows] package (depending on the targeted

endpoints).

l If you reinstall tools manually, select Unblock Tool when you deploy the Endpoint Configuration -
Reinstall Tool [Windows] or Endpoint Configuration - Reinstall Tool [Non-Windows] package.

7. (Optional) To remove all Comply databases and logs from the endpoints, clear the selection for Soft uninstall.

When you perform a hard uninstallation of some tools, such as Recorder or Index, the uninstallation also

removes data that is associated with the tool from the endpoint. This data might include important historical

or environmental data, such as recorded events (in the case of Recorder) or file indexes (in the case of Index).

If data that you want to keep is associated with the tool, make sure you perform only a soft uninstallation of

the tool. To help determine what data a tool stores on endpoints, go to https://docs.tanium.com/ and review

the documentation for the tool or for the Tanium solution that installed it, and contact Tanium Support for

additional help.

8. (Optional) To also remove any tools that were dependencies of the Comply tools that are not dependencies for tools from

other solutions, select Remove unreferenced dependencies.

9. (Optional) In the Deployment Schedule section, configure a schedule for the action.

If some target endpoints might be offline when you initially deploy the action, select Recurring Deployment
and set a reissue interval.

10. Click Show preview to continue.

11. A results grid appears at the bottom of the page showing you the targeted endpoints for your action. If you are satisfied with

the results, click Deploy Action.

If you have enabled Endpoint Configuration approval, tool removal must be approved in Endpoint Configuration

before tools are removed from endpoints.

Uninstall Comply
If you need to uninstall Comply, first clean up the Comply artifacts on endpoints and then uninstall Comply from the server.

https://docs.tanium.com/


© 2023 Tanium Inc. All Rights Reserved Page 182

Remove Comply content from endpoints

1. From the Main menu, click Interact.

2. Ask a question to target the endpoints from which you want to remove Comply content and tools. For example, Get Comply

- Tools Version from all machines returns all endpoints with the Comply tools installed.

3. Select the endpoints from which you want to remove Comply content and tools.

4. Click Deploy Action.

5. On the Deploy Action page, enter Comply - Remove in the Enter package name here field.

6. Select either the Comply - Remove Client Files - Windows or Comply - Remove Client Files - Unix action, as appropriate.

For more information, see Tanium Platform User Guide: Managing Scheduled Actions.

7. Check Remove ALL Comply files if you want to remove all Comply content and tools or select only the content and tools you

want to remove.

8. Click Show preview to continue.

9. A results grid displays at the bottom of the page showing you the targeted endpoints for your action. If you are satisfied with

the results, click Deploy Action.

https://docs.tanium.com/platform_user/platform_user/actions_scheduled.html
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Remove the Comply solution from the Tanium Module Server

1. From the Main menu, go to Administration > Configuration > Solutions.

2. In the Comply section, click Uninstall.

3. Review the content that will be removed and click Uninstall.

4. Depending on your configuration, enter your password or click Yes to start the uninstall process.

5. Return to the Solutions page and verify that the Import button is available for Comply.

Contact Tanium Support
To contact Tanium Support for help, sign in to https://support.tanium.com.

https://support.tanium.com/
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Reference: Supported engines and JREs
The following engines and JREs are supported in Comply.

Supported engines and JREs are published after internal validation. Regular updating is recommended.

CIS-CAT

Version Filename

3.0.78 ciscat-full-bundle-2021-12-20-v3.0.78.zip

Tanium Scan Engine
Comply 2.3 and later includes the Tanium Scan Engine (powered by JovalCM).

SCC

Version Filename

5.1

scc-5.1_Windows_bundle.zip

scc-5.1_ubuntu16_amd64_bundle.zip

scc-5.1_macosx10_x86_64_bundle.zip

scc-5.1_rhel6_i686_bundle.zip

scc-5.1_rhel6_x86_64_bundle.zip

scc-5.1_rhel7_x86_64_bundle.zip

5.1 (embedded*)

scc-5.1_Windows_bundle.zip

scc-5.1_ubuntu16_amd64_bundle.tar.gz

scc-5.1_macosx10_x86_64_bundle.tar.gz

scc-5.1_rhel6_i686_bundle.tar.gz

scc-5.1_rhel6_x86_64_bundle.tar.gz

scc-5.1_rhel7_x86_64_bundle.tar.gz
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Version Filename

5.2.1

scc-5.2.1_Windows_bundle.zip

scc-5.2.1_ubuntu16_amd64_bundle.zip

scc-5.2.1_macosx10_x86_64_bundle.zip

scc-5.2.1_rhel6_i686_bundle.zip

scc-5.2.1_rhel6_x86_64_bundle.zip

scc-5.2.1_rhel7_x86_64_bundle.zip

5.2.1 (embedded*)

scc-5.2.1_Windows_bundle.zip

scc-5.2.1_ubuntu16_amd64_bundle.tar.gz

scc-5.2.1_macosx10_x86_64_bundle.tar.gz

scc-5.2.1_rhel6_i686_bundle.tar.gz

scc-5.2.1_rhel6_x86_64_bundle.tar.gz

scc-5.2.1_rhel7_x86_64_bundle.tar.gz

5.3.1 scc-5.3.1_Windows_bundle.zip

scc-5.3.1_ubuntu16_amd64_bundle.zip

scc-5.3.1_macosx10_x86_64_bundle.zip

scc-5.3.1_rhel6_i686_bundle.zip

scc-5.3.1_rhel6_x86_64_bundle.zip

scc-5.3.1_rhel7_x86_64_bundle.zip

5.3.1 (embedded*) scc-5.3.1_Windows_bundle.zip

scc-5.3.1_ubuntu16_amd64_bundle.tar.gz

scc-5.3.1_macosx10_x86_64_bundle.tar.gz

scc-5.3.1_rhel6_i686_bundle.tar.gz

scc-5.3.1_rhel6_x86_64_bundle.tar.gz

scc-5.3.1_rhel7_x86_64_bundle.tar.gz
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Version Filename

5.4 scc-5.4_Windows_bundle.zip

scc-5.4_ubuntu16_amd64_bundle.zip

scc-5.4_macosx10_x86_64_bundle.zip

scc-5.4_rhel6_i686_bundle.zip

scc-5.4_rhel6_x86_64_bundle.zip

scc-5.4_rhel7_x86_64_bundle.zip

5.4 (embedded*) scc-5.4_Windows_bundle.zip

scc-5.4_ubuntu16_amd64_bundle.tar.gz

scc-5.4_macosx10_x86_64_bundle.tar.gz

scc-5.4_rhel6_i686_bundle.tar.gz

scc-5.4_rhel6_x86_64_bundle.tar.gz

scc-5.4_rhel7_x86_64_bundle.tar.gz

5.4.2 scc-5.4.2_Windows_bundle.zip

scc-5.4.2_ubuntu16_amd64_bundle.tar.gz

scc-5.4.2_macosx10_x86_64_bundle.tar.gz

scc-5.4.2_rhel6_i686_bundle.tar.gz

scc-5.4.2_rhel6_x86_64_bundle.tar.gz

scc-5.4.2_rhel7_x86_64_bundle.tar.gz

5.4.2 (*embedded) scc-5.4.2_Windows_bundle.zip

scc-5.4.2_ubuntu16_amd64_bundle.tar.gz

scc-5.4.2_macosx10_x86_64_bundle.tar.gz

scc-5.4.2_rhel6_i686_bundle.tar.gz

scc-5.4.2_rhel6_x86_64_bundle.tar.gz

scc-5.4.2_rhel7_x86_64_bundle.tar.gz
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Version Filename

5.5 scc-5.5_Windows_bundle.zip

scc-5.5_ubuntu16_amd64_bundle.tar.gz

scc-5.5_macosx10_x86_64_bundle.tar.gz

scc-5.5_rhel6_i686_bundle.tar.gz

scc-5.5_rhel6_x86_64_bundle.tar.gz

scc-5.5_rhel7_x86_64_bundle.tar.gz

5.5 (*embedded) scc-5.5_Windows_bundle.zip

scc-5.5_ubuntu16_amd64_bundle.tar.gz

scc-5.5_macosx10_x86_64_bundle.tar.gz

scc-5.5_rhel6_i686_bundle.tar.gz

scc-5.5_rhel6_x86_64_bundle.tar.gz

scc-5.5_rhel7_x86_64_bundle.tar.gz

*Embedded files are the zip/tar.gz files found within each corresponding SCC zip file.

Joval
The Tanium Scan Engine (TSE) is packaged and distributed with a license file via ECF. Beginning with version 6.3.5 of the engine,

powered by JovalCM (the vendor from which Tanium OEMs the engine), the license file format changed, and the new license is not

backwards compatible with older versions of the engine. Each version of the Joval/TSE engine is supported for a little more than a

year after the release date.

The following table provides version and support information.

Version Release Support EOL

6.4.2 3/11/2022 TBD

6.4.1.1 12/1/2021 TBD

6.4.0 06/30/21 11/01/22

6.3.9 05/04/21 06/30/22

6.3.8 04/13/21 05/04/22
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Version Release Support EOL

6.3.7 03/19/21 04/13/22

6.3.6 02/05/21 03/19/22

6.3.5 12/11/20 02/05/22

6.3.4 11/06/20 12/11/21

6.3.3 10/30/20 11/06/21

6.3.2 11/25/20 10/30/21

6.3.1 09/11/20 09/25/21

6.3.0 08/14/20 09/11/21

6.2.2 08/07/20 08/14/21

6.2.1 06/02/20 08/07/21

If you are using a version of TSE older than 6.3.5, it is recommended that you upgrade to the latest available version of the Tanium

Scan Engine (TSE). You can do this from the Comply > Setup > Configuration window or using the airgap procedure found here

Configure Comply for an air-gapped environment on page 57.

Java Runtime Environment (JRE)

Operating system Operating system
version

Supported JRE distributions and versions Can
deploy
using
Comply?

Microsoft Windows Server Microsoft Windows Server

2008 R2

Java version 8 or 11 distributions provided by Oracle Yes

Microsoft Windows Server

2012 and 2012 R2

l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

Microsoft Windows Server

2016 and later

l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

Microsoft Windows

Workstation

Microsoft Windows 7 and

later

l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes
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Operating system Operating system
version

Supported JRE distributions and versions Can
deploy
using
Comply?

macOS macOS 10.15 Catalina and

later

l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes
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Operating system Operating system
version

Supported JRE distributions and versions Can
deploy
using
Comply?

Linux Amazon Linux 1 AMI

(2016.09, 2018.03)

l JRE provided with Comply

l Java version 8 or 11 distributions provided by Amazon

Yes

Amazon Linux 2 LTS l JRE provided with Comply

l Java version 8 or 11 distributions provided by Amazon

Yes

Debian 8.x and later l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

Red Hat Enterprise Linux

(RHEL) 5.x

Upload your own version of Java 8 No5

Red Hat Enterprise Linux

(RHEL) 6.x and later

l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

Oracle Linux 5.x and later l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

CentOS 6.x and later l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

SUSE Linux Enterprise

Server (SLES) 12.x and

later

l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

openSUSE 12.x and later l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes

Ubuntu 14.x and later l JRE provided with Comply

l Java version 8 or 11 distributions provided by either Oracle or

Amazon

Yes



© 2023 Tanium Inc. All Rights Reserved Page 191

Operating system Operating system
version

Supported JRE distributions and versions Can
deploy
using
Comply?

AIX IBM AIX 7.1 TL1SP10 and

later1
IBM JRE 8 Yes2

OpenJDK JRE version 8 with the HotSpot JVM Yes3

IBM AIX 7.2 IBM JRE version 8 Yes2

OpenJDK JRE version 8 with the HotSpot JVM Yes3

Solaris4 Oracle Solaris 10 SPARC Oracle JRE 8 Yes4

Oracle Solaris 10 x861 Oracle JRE 8 Yes4

Oracle Solaris 11 SPARC Oracle JRE 8 Yes4

Oracle Solaris 11 x861 Oracle JRE 8 Yes4

164-bit only.

2Only IBM JRE 8 64-bit is supported for deployment through Comply. You must repackage the JRE before it can be deployed through Comply. For

details, see Repackage the IBM JRE for deployment to AIX endpoints.

3Only version 8 is supported for deployment through Comply. Check the OpenJDK release site for supported service pack levels for a particular

OpenJDK JRE release: AdoptOpenJDK: Latest release.

4Only version 8 is supported for deployment through Comply.

5The JRE provided with Comply may not work with older versions of Linux. Refer to the support information provided in Amazon Corretto FAQs.

Upload your own version of Java 8 if you have older versions of Linux.

Amazon Coretto Java Runtime Environment (JRE) version 11.x is provided for use with supported Windows, Linux,

and macOS endpoints. JRE version 11.0.15.9.1 and later also support Mac M1 and Amazon Linux 2 EC2.

../../../../../../Content/comply/repackage_jre.htm
https://adoptopenjdk.net/releases.html
https://aws.amazon.com/corretto/faqs/
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Reference: Remote authenticated scanning

General best practices
The following sections provide recommendations for setting privileges for the Tanium Scan Engine (TSE) so Comply can perform

remote authenticated scans with optimal results and minimal errors.

Background: The Tanium Scan Engine

The Tanium Scan Engine (TSE) is designed to collect all the information required to evaluate SCAP rules and OVAL definitions. When

the TSE encounters an issue that prevents it from collecting required information, for example an access control issue or other error,

that issue will be reflected in the results. This can mean "unknown" or "error" results for rules in some cases. In other cases, these

errors may not impact the evaluation of a specific rule at all. The result always depends on a combination of the state of the

machine being scanned and the construction of the rule logic.

Background: Privileges

When planning privilege levels, the principle of "least privilege" directs you to only grant the exact rights required to perform a

designated task. But in the context of vulnerability and configuration compliance scanning, the "least" privilege required to collect

every conceivable piece of configuration data is total access to everything. This means unrestricted root-level access on Unix, and

Administrator-level access on Windows. The practical reasons for this general conclusion are discussed below for each supported

operating system.

You are free to use more restricted accounts for scanning with the TSE, but in doing so you must accept that this can (and in most

cases will) result in at least some of the aforementioned unknown and error rule results. Therefore, a best practice for avoiding

unknown and error results is for the TSE to be run using the highest privilege level available.

Microsoft Windows

On Windows, remote authenticated assessments should be configured using an account that is a member of the target machine's

built-in Administrators group (S-1-5-32-544). For remote access questions, see Troubleshooting remote login issues on Windows on

page 193.

While it is theoretically possible to create Windows accounts with very fine-grained access controls and with only the exact

permissions the scan engine requires without being a member of the Administrators group, this has never been accomplished in the

field despite many attempts by Tanium, the engine vendor (Joval), and OEM customers. Therefore, the TSE now checks for the

presence of the Administrator role in the runtime user principal to determine whether the scanner has the necessary privileges to

attempt certain actions, such as mounting user registry files or reading runtime environment data from running processes.

Unix/Linux/macOS

On Unix-type operating systems, the super-user (root) account has access to all resources on the machine. This is the account that

should be used to invoke remote authenticated scans. For remote scanning purposes, the TSE can use either sudo or the su

command to gain root access since the root account is not typically permitted to have login rights via SSH. The selection of sudo or

su is chosen when creating the credential.
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It is possible to use a sudoers file on Linux to control which commands certain users are permitted to employ when using sudo.

Tanium recommends not attempting to use this mechanism to restrict the commands available to the TSE for scanning purposes.

The TSE dynamically constructs complex commands based on a combination of the SCAP content and detected configuration data

on the system itself at scan-time. It wraps them inside invocations of ‘/bin/sh -c’ (for a number of reasons), which would render such

an allow list meaningless.

Although the TSE only reads configuration data (and only ever writes to temporary files), it must invoke certain commands that can

be used to either get or set configurations. Even though Unix filesystem extended permissions could theoretically make it possible to

create a user with execute permissions only in the Tanium Scan Engine's command vocabulary, at a practical level, the architecture

of the Unix operating system makes creating such a user highly impractical.

Cisco

Cisco operating systems feature configurable levels of access control up to "level 15," which is the highest level of access control.

Administrators can configure the OS to allow different commands and sub-commands at different privilege levels. When a command

is invoked that is configured for a privilege level higher than the current login context, the Cisco operating system behaves as if the

command does not exist.

There is no way of knowing why a command does not run as expected on Cisco operating systems. It could be because of a privilege

level issue. It could also be because the command does not exist on the version of the OS or because some feature is not enabled.

Cisco commands do not even have exit codes.

For this reason, the TSE cannot obtain definitive findings on an arbitrarily configured Cisco device unless it has level 15 access

privileges. Comply is not able to make representations about the accuracy of rule results when run with lower privilege levels.

Technically, it should be possible to create a privilege level that has permissions to run all the show commands that the TSE

requires, in addition to the pwd and terminal commands, and such an account could be used for the purpose of scanning with the

Tanium Scan Engine. However, such an account would need to enter this privilege level by default because its elevation

implementation is currently written to only request level 15 privileges.

VMware, vCenter, and ESXi

VMware targets should be scanned by a user account with the Administrator role. The TSE can directly connect to vCenter or ESXi

targets. Alternatively, it can indirectly assess ESXi targets by connecting to the vCenter that manages them. In the direct case, if the

user is an SSH- enabled user, the target can additionally be scanned as a Unix-like target and the Unix best practices would apply.

vCenter based scanning and ESXi compliance scanning are not currently supported in Comply.

Troubleshooting remote login issues on Windows
There are several possible reasons a remote authenticated assessment may fail on a Windows target:

1. You have provided an incorrect password.

2. You are attempting to log in as a user who is not a member of the “Administrators” or “Remote Management Users” groups. In

most cases, only members of these groups are able to log in via WS-Management.
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3. The target machine is configured to disallow the “Negotiate” authentication method. To view permitted authentication

methods on the target, run the command: winrm get winrm/config/Client/Auth

4. In certain situations, when the target machine is joined to a domain, logging in using a local machine account is disabled. This

problem has been observed after upgrading from Windows Management Framework 1.0 to 2.0; for example, on a Windows

2008 (non-R2) Server machine.

To enable local account logins in this situation, you must create the following:

l LocalAccountTokenFilterPolicy registry value:Key Path:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

l Value Name: LocalAccountTokenFilterPolicy

l Type: DWORD

l Value: 1

5. Ensure the necessary firewall rules are in place to allow the satellite to connect to the remote target using WinRM on TCP port

5985. WinRM must be enabled on the remote target.

6. Review the Host and network security requirements on page 38 for unmanaged endpoints.

Security best practices
While performing remote authenticated scans (RAS), it is necessary for IT and security organizations to maintain the necessary level

of visibility and control as these scans carry more risk than local scans.

When a new, unmanaged endpoint is detected on a network, there is currently no way for a program to determine

whether this endpoint is legitimate or belongs to an attacker. If a tool attempts to perform an authenticated scan

against an attacker-controlled endpoint, the attacker could potentially learn credentials that are valid on other

endpoints and use them to pivot from a network-based position to gain unauthorized access to endpoints targeted

by the scanner. See https://www.atredis.com/blog/2020/1/26/flamingo-captures-credentials for information on how

IT/Security products spray credentials.

Tanium has implemented several mitigating controls within Comply to enable customers to use this feature while limiting the risk

they are exposed to. The following section documents the security best practices when using remote authenticated scans and how

users may configure RAS to best mitigate risk.

1. First and foremost, Tanium recommends that customers prefer local scans over remote scans. If an endpoint can be managed

by the Tanium Client, installing the Tanium Client on this endpoint is the preferred and most secure way.

2. When setting up credentials for RAS assessments, it is recommended you select SSH Key as opposed to Password when

possible. The risk associated with a malicious actor stealing a public key is negligible compared to stealing a password.

Currently, SSH authentication is only available for non-Windows endpoints.

3. You should regularly rotate passwords used for remote authenticated scans, but do not reuse those credentials for endpoints

that are not targeted by RAS to limit the extent of horizontal pivot.

https://www.atredis.com/blog/2020/1/26/flamingo-captures-credentials
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4. Avoid attempting a large number of authentications against individual endpoints (the kitchen sink approach). If there is one

malicious endpoint on your network, and you have an assessment that contains 100 password credentials, the scan could

potentially try all those credentials against the malicious endpoint and then all 100 of those credentials are compromised.

This approach could also have performance implications. Instead, plan your assessments in a logical, purposeful way that uses

a targeted, limited number of credentials for each scan. For example, you could group routers together in one assessment,

configure one credential list for the group, and not use this list for other assessments.

5. Avoid usage of the Include newly discovered endpoints on recurring scans option when feasible. By default, if scans are

recurring, Comply only scans endpoints that were reachable during the initial scan. If new endpoints come online, they are not

scanned unless you change the assessment's targeting or select to automatically include new endpoints. This means that even

if an attacker gains unauthorized network access, Comply scans will not automatically send credentials to the attacker

controlled endpoint unless a Tanium user instructs it to do so. While this option has the benefit of not having to change the

configuration if a new endpoint comes online, it introduces a significant risk as you are going to authenticate against an

attacker’s endpoint and compromise your credentials.
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Reference: Common errors
Review common Comply error messages and possible solutions. For information about general errors in Comply, see

Troubleshooting on page 173.

COMPLY_STATUS_COULD_NOT_FIND_ENGINE
Error type: Health check - Could not find matching engine configured for scan.

Cause

This occurs when the engine (Joval, CIS-CAT, SCC) targeted for an endpoint cannot be found or is not configured.

Solution

Check your targeting. Engines must be targeted for the correct endpoints.

COMPLY_STATUS_DB_CORRUPTED
Error type: Health check - Database may be corrupted. Not performing any scans.

Cause

This may occur if the database is being connected to manually while Comply is writing to it.

Solution

The database is automatically deleted and reset when the client is restarted. To prevent database corruption, do not

manually interact with the database outside of Tanium.

COMPLY_STATUS_ENGINE_SETUP_FAILURE_JRE
Error type: Health check - Engine setup failure: Could not setup JRE.

Cause

This can occur if a bad JRE zip file was deployed, if there was an issue with encryption for the JRE, or if there is a problem

with security exclusions or antimalware software. This message may appear if the JAVA_TOOL_OPTIONS environment

variable is defined. See Troubleshooting on page 173.

Solution

Check for a Security exclusions on page 39 issue, an antimalware software issue, or any other software trying to catch script

executions.
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COMPLY_STATUS_FAILED_STOP_ENGINE_TIMEOUT
Error type: Health check - Failed to stop one or more engines, engine in scanning state.

Cause

This may occur if a current scan needs to be stopped. For instance, if the same scan is set to run in debug mode, the current

scan will be stopped.

Solution

Redeploy the scan.

COMPLY_STATUS_INSTALL_FAILURE
Error type: Health check - Installation failure for ECF category.

Cause

This type of failure could be due to insufficient disk space or an issue with security exclusions.

Solution

If this occurs, check Security exclusions on page 39 and make sure disk space requirements are met.

COMPLY_STATUS_INVALID_JAVA
Error type: Health check - The java executable in the package is invalid for this system.

Cause

This may occur if the wrong executable was targeted for an endpoint. For example, if a Windows JRE is targeted to a Linux

endpoint.

Solution

Check your targeting.

COMPLY_STATUS_JRE_INSUFFICIENT_MEMORY_FOR_HEAP
Error type: Health check - Insufficient memory to run the engine.

Cause

This only occurs on Windows and Linux endpoints. Comply checks the heap size defined in the profile configuration or

custom configuration, and if there’s more heap size defined than what is available on the system, this message may appear.

In some circumstances, with virtual systems that dynamically allocate memory, the system may not yet have allocated the
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necessary amount of memory at start up. If so, this message may appear.

Solution

Allocate sufficient memory or scans will not run.

Joval [compliance or vulnerability] scan failure
Error type: Health check for ComplyCX 1.5

This joval scan failure message may appear if the JAVA_TOOL_OPTIONS environment variable is defined. See Troubleshooting on

page 173. If debug is enabled or low resources mode is configured, error could appears as follows: Joval [debug] [low

resource] [compliance or vulnerability] scan failure: <error string>

Error string could be one of the following:

l Scan failure - See scan output logs for more details

l Low resource scan failure - See scan output logs for more details

l Configuration file was not found

l Schema validation error in an input intel XML

l Not enough memory was allocated to run scan

If you encounter this error, you can try increasing the Java heap size memory allocation using Comply Custom

Settings. See Custom settings on page 75

Nmap network scan failure
Error type: Health check for network unauthenticated scans

When an nmap scan fails, (where debug is enabled) the following error may appear as follows: Nmap [debug] network scan

failure: <error string>

Error string could be one of the following:

l Generic error - An unspecified error reported by the nmap provider (in Extras CX) or other internal error.

l Timeout error - A scan timeout, as reported by the nmap provider.

l Executable error <exit code> [(overflow!)] - A non-zero, signed 32-bit exit code from the nmap binary, as reported by the

nmap provider. Some large magnitude exit codes cannot be represented. For these, the (overflow!) warning will be

appended.

l Results write error - The scan completed successfully with results, but there was an error producing the results output.
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Could not add scan – bad configuration?
Error type: Health check for scans

Cause

An attempt was made to add a scan with a bad configuration, such as missing required fields, this scan already exists, or

other various reasons. This generally indicates an internal error between the Comply service and Comply CX.

Solution

This error is not user actionable.

To contact Tanium Support for help, sign in to https://support.tanium.com.

COMPLY-FATAL
Error type: Sensor, assessment status

Cause

There was a fatal error when the assessment attempted to run on the endpoint. This is a catch-all message for several

issues.

Solution

Likely there were health check messages that were ignored before the fatal message appeared. Look for health check issues

and get log files from the endpoint. See Locate log files on page 173.

COMPLY-NOCISCAT
Error type: Sensor, assessment status

Cause

The assessment is configured to use the CIS-CAT scan engine, but it was not found on the endpoint

Solution

Go to your configuration and deploy CIC-CAT to the endpoint before redeploying the assessment. See Download and import

the CIS engine on page 64.

COMPLY-NOJRE
Error type: Sensor, assessment status

https://support.tanium.com/
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Cause

The assessment was supposed to use a scan engine that requires a JRE and none were found on the endpoint. This message

could also indicate the wrong JRE is on the endpoint.

Solution

Make sure you targeted a JRE at the endpoint, and if so, that the one you targeted is correct. See Upload a Java Runtime

Environment (JRE) package on page 67.

COMPLY-NO-CHECKS-EVALUATE
Error type: Sensor, assessment status

Cause

The assessment was not able to evaluate any of the specified checks on the endpoint. This usually means the targeting is

incorrect. The content you targeted for that endpoint does not apply to the endpoint.

Solution

Check the targeting. For example, make sure Windows vulnerabilities aren’t targeted for a Red Hat Linux machine.

COMPLY-NOSCC
Error type: Sensor, assessment status

Cause

The assessment is configured to use the SCC scan engine, but none were found on the endpoint.

Solution

Go to your configuration and deploy SCC to the endpoint before redeploying the assessment. See Download and import the

SCC scan engine on page 65.

COMPLY-NORESULTFILE
Error type: Sensor, assessment status

Cause

The assessment did not generate a result file on the endpoint. This can happen when the assessment runs, but the engine

encounters an issue due to bad content, such as benchmark rules or oval definitions.

Solution

Look at logs on the endpoint for a more specific reason for this message. See Locate log files on page 173.
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Failed_Auth
Error type: Sensor, assessment status

Cause

The assessment failed to login to an unmanaged endpoint to evaluate the assessment on that endpoint. In a RAS scan, the

provided credentials did not work for the targeted endpoint.

Solution

Check that the provided credentials are correct for the endpoint.
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Reference: Deprecated sensors
Several sensors have been deprecated and migrated to work with Comply-CX. In place of these sensors, you should use Comply

Findings. See Exporting findings and assessments on page 142.

Note that these sensors will be completely removed at a future date.

Name Content Category Description

Comply - All

Engine Versions

Comply - Has

Engine

Versions

Comply

Deployment

[DEPRECATED] Returns true/false based on endpoint containing all specified deployment

values.

Comply - CIS-

CAT Results

Comply

Reporting

Compliance [DEPRECATED] Returns the configuration compliance results for the given report hash.

Comply - CIS-

CAT Results -

Full

Comply

Reporting

Compliance [DEPRECATED] Returns the full configuration compliance results for the given report hash.

Comply - CIS-

CAT

Vulnerabilities

Comply

Reporting

Compliance [DEPRECATED] Returns found vulnerabilities for the given report hash.

Comply - CIS-

CAT

Vulnerabilities -

Full

Comply

Reporting

Compliance [DEPRECATED] Returns found vulnerabilities for the given report hash.

Comply - Has

Engine Versions

Comply

Reporting

Compliance [DEPRECATED] Returns true/false based on endpoint containing all specified deployment

values.

Comply -

JovalCM Results

Comply

Reporting

Compliance [DEPRECATED] Returns the configuration compliance results for the given report hash.

Comply -

JovalCM Results

- Full

Comply

Reporting

Compliance [DEPRECATED] Returns the full configuration compliance results for the given report hash.

Comply -

JovalCM

Vulnerabilities

Comply

Reporting

Compliance [DEPRECATED] Returns found vulnerabilities for the given report hash.

Comply -

JovalCM

Vulnerabilities -

Full

Comply

Reporting

Compliance [DEPRECATED] Returns found vulnerabilities for the given report hash.
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Name Content Category Description

Comply - Metrics

Engines

Deployed

Comply

Reporting

Compliance [DEPRECATED] Returns 'SCC', 'CIS-CAT', 'Tanium Scan Engine', 'No Engine Installed'.

Comply - Metrics

Tools Deployed

Comply

Reporting

Compliance [DEPRECATED] Returns 'Deployed' if Comply tools are deployed. 'Not Deployed' otherwise.

Comply - Metrics

Tools Outdated

Comply

Reporting

Compliance [DEPRECATED] Returns 'Current' if Comply tools are up to date. 'Outdated' if Comply tools

are deployed but old. 'not installed' otherwise.

Comply - Open

Ports Full

Comply

Deployment

Compliance [DEPRECATED] Identifies the listening TCP ports, including the process listening to the

port, the display name of the process (if available), and the listening IP Address and port.

The sensor definition can be modified to exclude process and IP range.

Comply - SCC

Results

Comply

Deployment

Compliance [DEPRECATED] Returns the configuration compliance results for the given report hash.

Comply - SCC

Results - Full

Comply

Deployment

Compliance [DEPRECATED] Returns the full configuration compliance results for the given report hash.

Comply - SCC

Vulnerabilities

Comply

Deployment

Compliance [DEPRECATED] Returns found vulnerabilities for the given report hash.

Comply - SCC

Vulnerabilities -

Full

Comply

Deployment

Compliance [DEPRECATED] Returns found vulnerabilities for the given report hash.

Comply - Has

High

Vulnerabilities

Comply

Reporting

Compliance [DEPRECATED] Returns "Vulnerabilities Found" if endpoint has high vulnerabilities. "No

Vulnerabilities Found" otherwise.

Comply -

Vulnerability

Findings

Aggregate

Comply

Reporting

Compliance [DEPRECATED] Returns the most severe Vulnerability level reported (High, Medium, Low,

Unscored, No Vulnerabilities).

Comply -

Vulnerability

Aggregates

Comply

Reporting

Compliance [DEPRECATED] Aggregates vulnerability result data from scans.
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Name Content Category Description

Comply -

Hygiene -

Outdated High

Severity

Vulnerabilities

Default Comply [DEPRECATED] Parses vulnerability results on targeted endpoints and returns the

normalized operating system of the targeted endpoint if discovered vulnerability scan

results have a severity score of 7.0 (High Severity under CVSSv2) or higher _and_ those

vulnerability results originate from calendar year 2019 or earlier. Parameter input must be

either blank to target all available reports on the targeted endpoint, or be a comma-

separated list of at least one Tanium Comply report hash (e.g. b31337c1 or

6c750c51,b31337c1).

Comply -

Hygiene -

Product

Vulnerability

Results

Default Comply [DEPRECATED] Pulls back the discovered CVEs, Release Year, Severities, and Titles for

detected vulnerabilities on an endpoint based on the report hashes targeted and the

product strings provided. To target vulnerabilities for Adobe, for example, use parameters

(Adobe,adobe). Must be either blank to target all available reports on targeted endpoint,

or comma-separated list of at least one Tanium Comply report hash (e.g. b31337c1 or

6c750c51,b31337c1).

Comply -

Hygiene -

Vulnerability

Results

Default Comply [DEPRECATED] Pulls back the discovered CVEs, Release Year, Severities, and Titles for

detected vulnerabilities on an endpoint based on the report hashes or max report age

targeted. Must be either blank to target all available reports on targeted endpoint, or

comma-separated list of at least one Tanium Comply report hash (e.g. b31337c1 or

6c750c51,b31337c1).

Comply - Max

Vulnerability

Score

Comply

Reporting

Compliance [DEPRECATED] Returns the highest CVSS score of any vulnerability found on an endpoint.

Comply - Metrics

Vulnerability

Counts

Comply

Reporting

Compliance [DEPRECATED] Counts the number of vulnerabilities by level.
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Reference: Repackage the IBM JRE for
deployment to AIX endpoints

Before you begin
You can deploy supported versions of OpenJDK JRE version 8 through Comply to endpoints running AIX 7.1 TL1SP10 and later or AIX

7.2. Check the OpenJDK release site for supported service pack levels for a particular OpenJDK JRE release: AdoptOpenJDK: Latest

release.

The OpenJDK JRE version 8 does not support AIX 6.1; therefore, you must use the IBM JRE on AIX 6.1 endpoints.

If needed, you can deploy IBM Java SE Version 8 (64-bit) to AIX endpoints through Comply, but you must repackage it first to a

format that is compatible with Comply.

The IBM JRE is usually already installed on AIX endpoints and supported versions can be used with Comply 2.10 and

earlier.

Repackage the JRE

You must complete these steps on an AIX machine.

1. Download IBM Java SE Version 8 (64-bit): IBM: Developer Kits for Java Standard Edition on AIX.

2. Complete the following steps from a command line on an AIX machine:

a. Move the downloaded JRE file to the directory where you want to extract the files.

b. Change directory to the directory where you moved the file.

c. Run the following commands, which use these variables:

l <downloaded file name>: the file that you downloaded from the IBM website. For example, Java8_

64.jre.8.0.0.610.tar.gz.

l <extracted file name>: the extracted file. For example, Java8_64.jre.

l <extracted file path>: the directory to which the file was extracted. For example, Java8_64.

l <file name for resulting file>: Name that you specify for the resulting file. This name must reflect

the exact JRE version. For example, Java8_64.jre.8.0.0.605.tar.gz.

gzip -dc <downloaded file name> | tar -xof -
restore -qxvdf <extracted file name> .
cp -R usr/lpp/<extracted file name>/inst_root/etc/<extracted file

https://adoptopenjdk.net/releases.html
https://adoptopenjdk.net/releases.html
https://developer.ibm.com/javasdk/support/aix-download-service/
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path>/jre/lib/* usr/<extracted file path>/jre/lib/
cd usr/<extracted file path>/

tar -cvf /tmp/<file name for resulting file>.tar jre
cd /tmp
//If you downloaded the original file to /tmp, you must delete that file

using the following command
// before you can create the resulting .tar file since the two files have
the same name.
//If you downloaded the file to a location other than /tmp, skip to the

last command
rm -rf <downloaded file name>
gzip <file name for resulting file>.tar

The subsequent example shows the commands with actual filenames and paths.

You must name the file so that it reflects the exact IBM JRE version. For example, Java8_

64.jre.8.0.0.605.tar.gz. In most cases, the file name will match the file name of the original

JRE that you downloaded.

For AIX Open JDK JRE, the format of the file name must include the following regex jre_ppc64_
aix.*_(8u\d+).*\.tar\.gz

Example
The following example shows the commands to generate the file that can be deployed through Comply.

This example uses these inputs:

l The version of the downloaded JRE is 8.0.0.605

l The file name for the downloaded JRE is Java8_64.jre.8.0.0.605.tar.gz

l The directory for file extraction is /tmp/jre_extract

l The resulting JRE file is Java8_64.jre.8.0.0.605.tar.gz (the same as the original downloaded JRE file)

cd /tmp/jre_extract
gzip -dc Java8_64.jre.8.0.0.605.tar.gz | tar -xof -
restore -qxvdf Java8_64.jre .
cp -R usr/lpp/Java8_64.jre/inst_root/etc/java8_64/jre/lib/* usr/java8_

64/jre/lib/
cd usr/java8_64/
tar -cvf /tmp/Java8_64.jre.8.0.0.605.tar jre
cd /tmp
gzip Java8_64.jre.8.0.0.605.tar
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These commands produce a file, Java8_64.jre.8.0.0.605.tar.gz, that can be deployed to AIX endpoints through Comply.
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