
Tanium™Asset UserGuide
Version 1.17.130

August 03, 2021



©2021Tanium Inc. All Rights Reserved Page 2

The information in this document is subject to change without notice. Further, the information provided in this document is
provided “as is” and is believed to be accurate, but is presentedwithout anywarranty of any kind, express or implied, except
as provided in Tanium’s customer sales terms and conditions. Unless so otherwise provided, Tanium assumes no liability
whatsoever, and in no event shall Taniumor its suppliers be liable for any indirect, special, consequential, or incidental
damages, includingwithout limitation, lost profits or loss or damage to data arising out of the use or inability to use this
document, even if Tanium Inc. has been advised of the possibility of such damages. 

Any IP addresses used in this document are not intended to be actual addresses. Any examples, command display output,
network topology diagrams, and other figures included in this document are shown for illustrative purposes only. Any use of
actual IP addresses in illustrative content is unintentional and coincidental. 

Please visit https://docs.tanium.com for the most current Taniumproduct documentation. 

This documentationmay provide access to or information about content, products (including hardware and software), and
services provided by third parties (“Third Party Items”). With respect to such Third Party Items, Tanium Inc. and its affiliates (i)
are not responsible for such items, and expressly disclaim all warranties and liability of any kind related to such Third Party
Items and (ii) will not be responsible for any loss, costs, or damages incurred due to your access to or use of such Third Party
Items unless expressly set forth otherwise in an applicable agreement between you and Tanium.

Further, this documentation does not require or contemplate the use of or combination with Taniumproductswith any
particular Third Party Items and neither Taniumnor its affiliates shall have any responsibility for any infringement of
intellectual property rights caused by any such combination. You, and not Tanium, are responsible for determining that any
combination of Third Party Itemswith Taniumproducts is appropriate andwill not cause infringement of any third party
intellectual property rights.

Tanium is committed to the highest accessibility standards tomake interaction with Tanium software more intuitive and to
accelerate the time to success. To ensure high accessibility standards, Tanium complieswith the U.S. Federal regulations -
specifically Section 508 of the Rehabilitation Act of 1998.We have conducted third-party accessibility assessments over the
course of product development formany years, andmost recently a comprehensive audit against theWCAG 2.1 / VPAT 2.3
standards for all major product moduleswas completed in September 2019. Tanium canmake available any VPAT reports on
amodule-by-module basis as part of a larger solution planning process for any customer or prospect.

As new products and features are continuously delivered, Taniumwill conduct testing to identify potential gaps in
compliance with accessibility guidelines. Tanium is committed tomaking best efforts to address any gaps quickly, as is
feasible, given the severity of the issue and scope of the changes. These objectives are factored into the ongoing delivery
schedule of features and releaseswith our existing resources.

Taniumwelcomes customer input onmaking solutions accessible based on your Taniummodules and assistive technology
requirements. Accessibility requirements are important to the Tanium customer community andwe are committed to
prioritizing these compliance efforts as part of our overall product roadmap. Taniummaintains transparency on our progress
andmilestones andwelcomes any further questions or discussion around this work. Contact your sales representative, email
TaniumSupport at support@tanium.com, or email accessibility@tanium.com tomake further inquiries.

Tanium is a trademarkof Tanium, Inc. in the U.S. and other countries. Third-party trademarksmentioned are the property of
their respective owners.
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Asset overview
With Asset, you can get a complete and up-to-date view of your enterprise inventory. An asset is any endpoint that is
managed by a TaniumClient, such as a computer, server, or virtual machine. The inventory is an aggregation of live asset
data with the most recent data fromoffline assets.

You can build reports to show an overview of all assets, or you can drill down into specific endpoints or users.

Sources
Sources define where Asset gets data from. By default, Asset runs scheduled saved questions in Tanium to populate
information about endpoints in the Asset database.

You can augment Asset inventory data with data from a SQL Server database. By importing data that is typically not available
on an endpoint into the Asset data store, you can enable filtering and reporting on information such as department, cost
center, building, and location.

Online and offline asset data aggregation
Asset aggregates data fromboth online and offline assets into one complete reporting data set. This data is populated from
saved questions that are scheduled on a configurable basis. All endpoints that have answered TaniumAsset questions are
visible in Asset reports. You can configure how long to keep data for endpoints that have not answered TaniumAsset
questions.

Predefined reports
Asset comeswith a set of predefined reports to help you prepare for audit and inventory activities.

l All Assets

l Physical Machine Summary

l Virtual Machine Summary

l PlatformSummary

l All Users

l All Software

l All Microsoft Software

l All Adobe Software

l Age of Assets

l Age of Assets for Lost Devices

l Age of Assets forNewDevices
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l SIU Installed Products

l SIU Product Usage

l SIU Product Last Used

Summary report
Summary reports group data by attributes that you select and display a count ofmatching endpoints.

You can drill down on the endpoint count and see a filtered list of computer details, which includes the software and
hardware information about the asset.

If the report contains computer name or user name, you can also drill down for further details, such as operating system and
hardware information.

Custom reports
You can build custom reports that are based on any existing report. You can also create your own reports fromexisting
Tanium sensor data or custom content. You can create custom reports to show assets by department, location, user group,
or other attributes.

Views
You can build an alternative perspective of the Asset data with views. Views specify available attributes and can filter the
included data. You can export data from a view to TaniumConnect.

Software inventory and usage
You can track andmonitor software inventory and usage on endpoints. To enable usage reporting of a product in Asset,
enable tracking on the product.

Data export

Tanium™ Connect

You can use any predefined reports, custom reports, or views as a connection source and send to destinations such as Email,
File, HTTP, Socket Receiver, Splunk, and SQL Server.

Flexera

You can use the existing TaniumClient to populate information in Flexera FlexNet Manager Suite (FNMS).
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ServiceNow CMDB

You can define the server, attribute mappings, and schedule for data to be exported to ServiceNowCMDB, ensuring that it
has up-to-date information.

Integration with other Tanium products
Asset has built in integration with other Taniumproducts to provide additional features and reporting.

Tanium™ Trends

Asset features Trends boards that provide data visualization of Asset concepts. The Asset board displays the number of
endpoints reporting to Asset, and how the data is being used in reports, views, and data exports. The following panels are in
the Asset board:

l Total number of endpoints

l Number of endpoints seen today

l Age of assets

l ServiceNow insights

l Report operations

l Number of reports

l Number of views

l Average job duration

Formore information about how to import the Trends boards that are provided byAsset, see TaniumTrendsUserGuide:
Importing the initial gallery.

Tanium Connect

With TaniumConnect, you can send data to destinations, such as Email, File, HTTP, Socket Receiver, Splunk, and SQL
Server.

https://docs.tanium.com/trends/trends/importing_gallery.html
https://docs.tanium.com/trends/trends/importing_gallery.html
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Succeedingwith Asset
Follow these best practices to achieve maximumvalue and successwith TaniumAsset. These steps align with the key
benchmarkmetrics: age of assets, frequency of imports and exports, key vendorswith tracked products, and unused tracked
products.

Step 1: Gain organizational effectiveness

☐ Develop a dedicated Changemanagement on page 15 process for the implementation andmaintenance of Tanium
Asset.

☐ Define distinct roles and responsibilities in a RACI chart on page 15 for changemanagement.

☐ Validate cross-functional Organizational alignment on page 17.

☐ TrackOperational metrics on page 17.

Step 2: Define initial goals for software identification and usage

☐ Analyze existing policies and procedures for software usage and license reclamation.

☐ Choose high-cost or high-impact products to inventory and analyze.
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Step 3: Install Tanium modules

☐ Install TaniumClient Management, which provides TaniumEndpoint Configuration. See TaniumClient Management
UserGuide: Installing Client Management.

☐ Install Tanium Trends. See TaniumTrendsUserGuide: Installing Trends.

☐ Install Tanium Connect. See TaniumConnect UserGuide: Installing Connect.

☐ Install TaniumAsset. See Installing Asset on page 28.

When you import Asset with automatic configuration, the following default settings are configured:

Setting Default value

Action

group

l Restricted targeting disabled (default): All Computers computer group

l Restricted targeting enabled: No Computers computer group

Service

account

The service account is set to the account that you used to import the module.

Import

schedule

The import schedule is set to start collecting data and generating reports.

☐ To locate file-based evidence, install Tanium Index and verify that endpoint file systems are being indexed. Deploy the
Asset Start File Evidence Scan and Asset Collect MS Exchange Info packages to your endpoints. Formore
information, see Tanium Incident Response UserGuide: Install Index and Tanium Incident Response UserGuide: Deploy
Index tools.

Do not install Index if you are using TaniumThreat Response. Threat Response automatically installs Index.

Step 4: Configure supporting tools

☐ To support primary user tracking, install the Core AD QueryContent solution. See Installing Asset on page 28.

☐ Enable scheduled actions for software inventory and usage and Flexera file evidence content. See Installing Asset on
page 28.

https://docs.tanium.com/client/client/installing_client_management.html
https://docs.tanium.com/client/client/installing_client_management.html
https://docs.tanium.com/trends/trends/installing.html
https://docs.tanium.com/connect/connect/installing.html
https://docs.tanium.com/ir/ir/installing.html#index
https://docs.tanium.com/ir/index/indexing.html#deploy
https://docs.tanium.com/ir/index/indexing.html#deploy
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Step 5: Track product presence and usage
Begin tracking product presence and usage tomeet stated goals.

☐ Review products discovered by Asset. Formore information, see View software inventory and usage on page 60

☐ Trackproducts in accordance with organizational priorities. Formore information, see Tracka product to enable
reporting on page 59

☐ Plan software usage analysis with stakeholders.

Step 6: Monitor Asset metrics

☐ From the Asset Overview page, review the Age of Assets panel.

☐ To understand the frequency of imports and exports, review Inventory Management > Schedules.

☐ In Software Inventory & Usage > All Vendors, review the key vendorswith tracked products. Formore information,
seeMonitor and troubleshoot key vendorswith tracked products on page 81.

☐ In Software Inventory & Usage > All Products, identify the unused tracked products. Formore information, see
Monitor and troubleshoot unused tracked software on page 82.



©2021Tanium Inc. All Rights Reserved Page 15

Gaining organizational effectiveness
The four key organizational governance steps tomaximizing the value that is delivered by Asset are as follows:

l Develop a dedicated changemanagement process. See Changemanagement on page 15.

l Define distinct roles and responsibilities. See RACI chart on page 15.

l Trackoperational maturity. See Operational metrics on page 17.

l Validate cross-functional alignment. See Organizational alignment on page 17.

Change management
Develop a tailored, dedicated changemanagement process for asset management, taking into account the new capabilities
provided by Tanium.

l Update SLAs and align activities to key resources for TaniumAsset activities across IT Security, IT Operations, and IT
Risk / Compliance.

l Designate change ormaintenance windows for various asset discovery scenarios (example: setting up Active
DirectoryQuery and external data sources, integration with CMDBs such as ServiceNow or Flexera).

l Identify internal and external dependencies to your asset discovery process (example: to achieve effective
integrationswith the CMDB orActive DirectoryQuery).

l Create a TaniumSteering Group (TSG) for asset management activities to expedite reviews and approvals of
processes that align with SLAs.

l Determine frequency of reviews for changes and new information.

l Consider conducting at least a quarterly review of changemanagement process.

RACI chart
ARACI chart identifies the teamor resource who is Responsible, Accountable, Consulted, and Informed, and serves as a
guideline to describe the key activities across the security, risk/compliance, and operations teams. Every organization has
specific business processes and IT organization demands. The following table represents Tanium’s point of view for how
organizations should align functional resources against asset management. Use the following table as a baseline example.
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Task IT Operations Asset

manager

Asset user Rationale

Identify Asset scope R C C The Taniumplatform ownermust identify computers

that are in scope for Asset. This scope is likely all

computers, but a conversation should occur between

the CMDB owners and the Taniumplatformowners to

fully understand scope across both tool sets.

Configure supporting

tools

R - - The Taniumplatform owner rolls out the required Asset

Tools (including Indexing capability) to the determined

set of computers. The Taniumplatformowner alsomust

continuallymonitor tool deployment and upgrades.

Create Asset reports R R / C R / C The Taniumplatform owner and business process

owner end usermust define the report requirements,

then build those reports in Asset for viewing by

business owners. The platformowner can configure

role-based access control (RBAC) to allow users to view

reports, or allow business owners to build read-only

reports.

Asset

RBAC management

R C I The Taniumplatform ownermust plan and implement

appropriate Role Based Access Controls to allow other

business units to access and create reports and views.

Enable tracking of

products

C R C If Software Inventory &Usage is configured, the

platformowner can enable the business owners to align

to the identified vendors and products in Asset or the

CMDB.

Collect defined data I I I TaniumAsset collects asset data based on defined

requirements and configurations.
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Software inventory and usage workflow

Organizational alignment
Successful organizations use Tanium across functional silos as a common platform for high-fidelity endpoint data and unified
endpoint management. Taniumprovides a common data schema that enables security, operations, and risk/compliance
teams to assure that they are acting on a common set of facts that are delivered by a unified platform.

In the absence of cross-functional alignment, functional silos often spend time and effort in litigating data quality instead of
making decisions tomanage software and hardware assets.

Operational metrics

Asset maturity

Managing an asset management program successfully includes operationalization of the technology andmeasuring success
through key benchmarkingmetrics. The key processes tomeasure and guide operational maturity of your TaniumAsset
programare as follows:

Process Description

Usage How andwhen TaniumAsset is used in your organization

Automation How automated TaniumAsset is, across endpoints

Reporting Howdata fromAsset is consumed by people and systemswithin the organization
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Benchmark metrics

In addition to the key asset processes, the key benchmarkmetrics that align to the operational maturity of the TaniumAsset
program to achieve maximumvalue and success are as follows:

Executive Metrics Key Vendors with Tracked Products Unused Tracked Products

Description The key vendorswith tracked products The tracked products that are not being used

Instrumentation Software Inventory & Usage > All Vendors Software Inventory & Usage > All Products

Why thismetric matters Key vendorswith a cost associatedwith them that do

not have any tracked products are a detriment to the

value provided byAsset, especially when it comes to

software utilization. Cost-significant products should

be tracked.

Themetric demonstrates the usage and

effectiveness of software the company has

determined isworth tracking on a per user level.

Unused software licenses can be reclaimed.

Use the following table to determine the maturity level for TaniumAsset in your organization.
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Level 1

(Needs

improvement)

Level 2

(Below average)

Level 3

(Average)

Level 4

(Above average)

Level 5

(Optimized)

Process Usage l Asset

installed

l Data

retention

policies and

access

established

l Primary user(s)

identified on

endpoints

l Endpoint use

case gap analysis

complete

Custom sensors

created for use,

and new

attributes added

from custom

sensors

Destinations

(ServiceNow or

Flexera) and

external sources

are configured,

providing

enrichment and

context to Asset

endpoint data

l Destinations

(ServiceNowor

Flexera) and

external

sources are

configured,

providing

enrichment

and context to

Asset endpoint

data

l All endpoint

data flows

through Asset,

either through

imports or

exports
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Level 1

(Needs

improvement)

Level 2

(Below average)

Level 3

(Average)

Level 4

(Above average)

Level 5

(Optimized)

Automation Import schedule

configured,

assets are visible

l Integration with

Active Directory.

Active Directory

Query content

imported

l Data retention

rules enabled

and alignedwith

IT policies

l Exporting data

from report grid

view

l Asset views

created to

export data

l User group

permission

enabled and

alignedwith IT

policies

l Evaluation of

ServiceNow or

Flexera CMDB

for enrichment

using Tanium

Asset

l Sending

additional

attributes to

CMDB 

(ServiceNow or

Flexera)

l Sending

hardware,

application,

and primary

user details to

Splunk / SQL

Server or

Elastic

l Sending

additional

attributes to

CMDB 

(ServiceNowor

Flexera)

l Sending

hardware,

application,

and primary

user details to

Splunk / SQL

Server or

Elastic

l Achieve

customAsset

integration

with third-party

REST endpoint

with Tanium

Connect

Reporting Manual; Asset

workbench and

dashboard for

Operators only

Manual; Asset

reports using

integration details

Automated;

exporting

scheduled reports

to file / email / SQL

Automated;

CMDBs receiving

data fromTanium

Asset for reporting

Automated;

CMDBs receiving

data fromTanium

Asset for reporting,

including any third-

party products

with the Tanium

Asset API

Metrics Key Vendors

with Tracked

Products

70% 80% 90% 95% 98%

Unused

Tracked

Products

50%  40% 30% 20% 5%
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Asset requirements
Review the requirements before you use Asset.

Tanium dependencies
In addition to a license for the Asset product module, make sure that your environment alsomeets the following
requirements.

Component Requirement

Tanium™Core

Platform

l 7.3.314.4250 or later

l TanOS 1.3.4 or later

Tanium™

Content

(Optional) Asset includes all of the content it needs for base functionality. You can import additional content or sensors

into Asset after installation.

Tanium™Client Any supported version of TaniumClient. For the TaniumClient versions supported for each OS, see TaniumClient

Management UserGuide: Client version and host system requirements.

If you use a client version that is not listed, certain product featuresmight not be available, or stability issues can occur

that can only be resolved by upgrading to one of the listed client versions.

Tanium

Products

If you selected Tanium Recommended Installation when you installed Asset, the TaniumServer automatically

installed all your licensedmodules at the same time. Otherwise, youmust manually install the modules that Asset

requires to function, as described under TaniumConsole UserGuide: Import, re-import, or update specific solutions.

Asset requires the followingmodules:

l TaniumEndpoint Configuration 1.2 or later

Endpoint Configuration is installed as part of TaniumClient Management 1.5 or later.

The followingmodules are optional:

l TaniumTrends 3.6 or later (create charts on Asset Overview page)

l TaniumConnect 4.3 or later (create connectionswith Asset reports as a data source)

l Tanium Index (create Flexera reportswith file evidence data)

Tanium™ Module Server
Asset runs as a service on the TaniumModule Server.

https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#import_specific_modules
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Disk space

Asset requires disk storage capacity that is necessary to support the number of endpoints in the environment. For planning
purposes, use 100MB per 1000 endpoints: 

l 5,000 endpoints: 500MB

l 50,000 endpoints: 5 GB

l 100,000 endpoints: 10GB

l 250,000 endpoints: 25GB

l 500,000 endpoints: consult your Technical Account Manager

Usagemight vary significantly based on the following variables:

l Number of endpoints

l Number of applications

l Number of users, if file evidence data is enabled

l Attributes that you add on the Inventory Management > Attributes page.

These suggested sizes are considered a good estimate formost environments.

Endpoints

Supported internet protocols

Asset communicates over IPv4 and IPv6 networks. Formore information, see TaniumClient Management UserGuide:
Network connectivity, ports, and firewalls.

Supported operating systems

For TaniumClient operating system support, see TaniumClient Management UserGuide: Client version and host system
requirements.

Operating

System

Version

Windows l Windows 7 SP1or later

l Windows 2008 R2 SP1or later

macOS Same as TaniumClient support

Linux Same as TaniumClient support

Software Inventory &Usage is not available on Linux operating systems.

https://docs.tanium.com/client/client/requirements.html#Network_connectivity_and_firewall
https://docs.tanium.com/client/client/requirements.html#Network_connectivity_and_firewall
https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
https://docs.tanium.com/client/client/requirements.html#Client_host_system_requirements
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Operating

System

Version

Solaris Same as TaniumClient support

Software Inventory &Usage is not available on Solaris operating systems.

AIX 7.1.4 or later

The IBMXL C++ runtime libraries file set (xlC.rte), version 16.1.0.0 or later, and the IBM LLVM runtime libraries file set

(libc++.rte)must be installed. For installation instructions, see TaniumClient Management UserGuide: Deploy the

TaniumClient to AIXendpoints using a package file.

Software Inventory &Usage is not available on AIXoperating systems.

Third-party software
The following third-party software is optional: 

l For the ServiceNowCMDB connector to export data fromAsset, the Jakarta release or later is required.

l For Flexera integration to export data fromAsset, youmust have an SQL database that can be configured to receive
data fromAsset. Formore information, Contact TaniumSupport on page 83.

l To use the Asset Collect MS Exchange Info package to collect Microsoft Exchange data, the Microsoft Exchange
ServerComputer objects need to be amember of the View-Only Organization Management group forMicrosoft
Exchange Security Groups.

Host and network security requirements
Specific ports and processes are needed to run Asset.

Ports

The following ports are required for Asset communication.

Source Destination Port Protocol Purpose

Module Server ServiceNow 443 TCP Access to your ServiceNow instance

Configure firewall policies to open ports for Tanium traffic with TCP-based rules instead of application
identity-based rules. For example, on a Palo Alto Networks firewall, configure the ruleswith service objects or
service groups instead of application objects or application groups.

https://docs.tanium.com/client/client/deployment.html#aix_client
https://docs.tanium.com/client/client/deployment.html#aix_client
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Security exclusions

Asecurity administratormust create exclusions to allow Taniumprocesses to run without interference if security software is
in use in the environment tomonitor and blockunknown host systemprocesses.

Target

Device

Notes Exclusion

Type

Exclusion

Module

Server

Process <Module Server>\services\asset-service\node.exe

Process <Module Server>\services\asset-service\node_

modules@tanium\postgresql\lib\win32\bin\postgres.exe

Process <Module Server>\services\asset-service\node_

modules@tanium\postgresql\lib\win32\bin\pg_ctl.exe

Process <Module Server>\services\endpoint-configuration-

service\TaniumEndpointConfigService.exe

Windows

endpoints

For

integration

with Flexera

Process <Tanium Client>\Tools\EPI\TaniumEndpointIndex.exe

Process <Tanium Client>\Tools\Asset\TaniumFileEvidence.exe

macOS and

Linux

endpoints

For

integration

with Flexera

Process <Tanium Client>/Tools/EPI/TaniumEndpointIndex

Process <Tanium Client>/Tools/Asset/TaniumFileEvidence

Asset security exclusions

Internet URLs

If security software is deployed in the environment tomonitor and blockunknownURLs, a security administratormight need
to allow the following URLs on the TaniumModule Server for the Asset service.

l ServiceNow instance (yourcompany.service-now.com)

User role requirements

Permission Asset

Administrator1
Asset

Operator1
Asset

User1
Asset

Report

Reader1

Asset

Service

Account1,5

Asset Endpoint

Configuration

Approver2

Asset

ViewAsset workbench SHOW SHOW SHOW SHOW SHOW

Asset user role permissions
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Permission Asset

Administrator1
Asset

Operator1
Asset

User1
Asset

Report

Reader1

Asset

Service

Account1,5

Asset Endpoint

Configuration

Approver2

Asset Configuration Item

Configure all aspects of Asset

(service settings, schedules,

attributes, destinations)

WRITE WRITE

Asset Endpoint Configuration

Approve Asset configuration

changes in the Endpoint

Configuration service

APPROVE

Asset Plugin

Configure Asset communication

with the TaniumServer and

TaniumModule Server
CALLBACK

Asset Report

View, create, edit, and delete

reports and views

READ

WRITE

READ

WRITE

READ

WRITE3

READ

Asset Service

Configure all aspects of Asset

services CONFIGURE

Asset user role permissions (continued)
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Permission Asset

Administrator1
Asset

Operator1
Asset

User1
Asset

Report

Reader1

Asset

Service

Account1,5

Asset Endpoint

Configuration

Approver2

Asset Trends Integration

Service Account

Provide access formodule

service accounts to read and

write data, and to define

sources and boards

EXECUTE4 EXECUTE4

1This role providesmodule permissions for Tanium Trends. You can viewwhich Trends permissions are granted to this role in the Tanium

Console. Formore information, see TaniumTrendsUserGuide: User role requirements.

2 This role providesmodule permissions for TaniumEndpoint Configuration. You can viewwhich Endpoint Configuration permissions are

granted to this role in the TaniumConsole. Formore information, see the TaniumEndpoint Configuration UserGuide: User role

requirements.

3 For owned reports and views only.

4Grants access to content in the Reserved content set.

5If you installed TaniumClient Management, Endpoint Configuration is installed, and by default, configuration changes initiated by the

module service account (such as tool deployment) require approval. You can bypass approval formodule-generated configuration

changes by applying the Endpoint Configuration Bypass Approval permission to this role and adding the relevant content sets. For

more information, see TaniumEndpoint Configuration UserGuide: User role requirements.

Asset user role permissions (continued)

Permission Permission

Type

Asset

Administrator1
Asset

Operator1
Asset User1 Asset

Report

Reader1

Asset

Service

Account1

Asset Endpoint

Configuration

Approver1

Action Group Administration

READ

WRITE

READ

WRITE

READ READ READ

WRITE

Action Platform

Content
READ

WRITE

READ

WRITE

WRITE

Provided Asset administration and platform content permissions

https://docs.tanium.com/trends/trends/requirements.html#user_roles
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/requirements.html#user_roles
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/requirements.html#user_roles
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/requirements.html#user_roles


©2021Tanium Inc. All Rights Reserved Page 27

Permission Permission

Type

Asset

Administrator1
Asset

Operator1
Asset User1 Asset

Report

Reader1

Asset

Service

Account1

Asset Endpoint

Configuration

Approver1

Action for

Saved

Question

Platform

Content
WRITE

Filter Group Platform

Content
READ READ

Own Action Platform

Content
READ READ READ

Package Platform

Content
READ READ READ

Plugin Platform

Content
READ

EXECUTE

READ

EXECUTE

READ

EXECUTE

READ

EXECUTE

READ

EXECUTE

READ

EXECUTE

Saved

Question

Platform

Content
READ

WRITE

Sensor Platform

Content
READ READ READ READ READ

You can viewwhich content sets are granted to any role in the TaniumConsole.

1This role provides content set permissions for TaniumTrends. You can viewwhich Trends permissions are granted to this role in the

TaniumConsole. Formore information, see TaniumTrendsUserGuide: User role requirements.

Provided Asset administration and platform content permissions (continued)

Role Enables

Connect Administrator (prior to Connect 4.8 only) Create, edit, or delete a Flexera destination

Connect User (Connect 4.8 and later) Create, edit, or delete a Flexera destination

TaniumAdministrator Create scheduled actions for the file evidence content for Flexera destinations

Optional roles for Asset

https://docs.tanium.com/trends/trends/requirements.html#user_roles
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Installing Asset
Use the Solutions page to install Asset and choose either automatic ormanual configuration:

l Automatic configuration with default settings (Tanium 7.4.2 and later only): Asset is installedwith any required
dependencies and other selected products. After installation, the TaniumServer automatically configures the
recommended default settings. This option is the best practice formost deployments. Formore information about the
automatic configuration for Asset, see Import Asset with default settings on page 28.

l Manual configuration with custom settings: After installing Asset, youmust manually configure required settings.
Select this option only if Asset requires settings that differ from the recommended default settings. Formore
information, see Import Asset with custom settings on page 29.

Before you begin
l Read the release notes.

l Review the Asset requirements on page 21.

Import Asset with default settings
When you import Asset with automatic configuration, the following default settings are configured:

Setting Default value

Action

group

l Restricted targeting disabled (default): All Computers computer group

l Restricted targeting enabled: No Computers computer group

Service

account

The service account is set to the account that you used to import the module.

Import

schedule

The import schedule is set to start collecting data and generating reports.

To import Asset and configure default settings, be sure to select the Apply All Tanium recommended configurations
checkboxwhile performing the steps in TaniumConsole UserGuide: Import all modules and services. After the import, verify
that the correct version is installed: see Verify Asset version on page 29.

(TaniumCore Platform 7.4.5 or later only) You can set the module action group to target the No Computers filter group by
enabling restricted targeting before importing the module. This option enables you to control tools deployment through
scheduled actions that are created during the import and that target the module action group. For example, youmight want
to test tools on a subset of endpoints before deploying the tools to all endpoints. In this case, you canmanually deploy the
tools to an action group that you configured to target only the subset. To configure an action group, see TaniumConsole
UserGuide: Managing action groups. To enable or disable restricted targeting, see TaniumConsole UserGuide:
Dependencies, default settings, and tools deployment.

https://kb.tanium.com/Category:Tanium_Asset
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#import_all_modules
https://docs.tanium.com/platform_user/platform_user/action_groups.html
https://docs.tanium.com/platform_user/platform_user/action_groups.html
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#module_dependencies_settings
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#module_dependencies_settings
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Import Asset with custom settings
To import Asset without automatically configuring default settings, be sure to clear the Apply All Tanium recommended
configurations checkboxwhile performing the steps in TaniumConsole UserGuide: Import, re-import, or update specific
solutions. After the import, verify that the correct version is installed: see Verify Asset version on page 29.

To configure the service account, see Configure service account on page 32.

Manage dependencies for Tanium solutions
When you start the Asset workbench for the first time, the TaniumConsole ensures that all of the required dependencies for
Asset are installed at the required version. Youmust install all required Taniumdependencies before the Asset workbench
can load. Abanner appears if one ormore Taniumdependencies are not installed in the environment. The TaniumConsole
lists the required Taniumdependencies and the required versions.

1. Install the modules and shared services that the TaniumConsole lists as dependencies, as described under Tanium
Console UserGuide: Import, re-import, or update specific solutions.

2. From theMainmenu, go toModules > Asset to open the Asset Overview page.

Upgrade Asset
For the steps to upgrade Asset, see TaniumConsole UserGuide: Manage Taniummodules. After the upgrade, verify that the
correct version is installed: see Verify Asset version on page 29.

Verify Asset version
After you import or upgrade Asset, verify that the correct version is installed:

1. Refresh your browser.

2. From theMainmenu, go toModules > Asset to open the Asset Overview page.

3. To display version information, click Info .

https://docs.tanium.com/platform_user/platform_user/console_solutions.html#import_specific_modules
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#import_specific_modules
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#import_specific_modules
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#import_specific_modules
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#manage_Tanium_modules
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Configuring Asset
If you did not install Asset with the Apply All Tanium recommended configurations, youmust enable and configure
certain features.

(TaniumCore Platform 7.4.5 or later only) You can set the module action group to target the No Computers filter group by
enabling restricted targeting before importing the module. This option enables you to control tools deployment through
scheduled actions that are created during the import and that target the module action group. For example, youmight want
to test tools on a subset of endpoints before deploying the tools to all endpoints. In this case, you canmanually deploy the
tools to an action group that you configured to target only the subset. To configure an action group, see TaniumConsole
UserGuide: Managing action groups. To enable or disable restricted targeting, see TaniumConsole UserGuide:
Dependencies, default settings, and tools deployment.

When you import Asset with automatic configuration, the following default settings are configured:

Setting Default value

Action

group

l Restricted targeting disabled (default): All Computers computer group

l Restricted targeting enabled: No Computers computer group

Service

account

The service account is set to the account that you used to import the module.

Import

schedule

The import schedule is set to start collecting data and generating reports.

Enable collection of Active Directory (AD) information
(Optional) To gather user data fromWindows endpoints, including Full Name, Email, Phone, Department, and Location, install
the Active DirectoryQuery solution and create a scheduled action for the Collect Active Directory Info package.

ForMac and Linux endpoints, you do not need to deploy any actions to get this information.

1. Install the Active DirectoryQuery solution.

a. From theMainmenu, go to Administration > Solutions.

b. In the Tanium Content section, select the Core AD Query Content row and click Import Solution.

c. Review the list of packages and sensors and clickProceed with Import.

https://docs.tanium.com/platform_user/platform_user/action_groups.html
https://docs.tanium.com/platform_user/platform_user/action_groups.html
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#module_dependencies_settings
https://docs.tanium.com/platform_user/platform_user/console_solutions.html#module_dependencies_settings
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2. Run the Collect Active Directory Info package on your endpointswith a scheduled action. Formore information, see
TaniumCore PlatformUserGuide: Managing Scheduled Actions.

a. Use the Is Windows sensor to targetWindows endpoints.

b. Deploy the Collect Active Directory Info package to your endpoints. Configure a saved action as a scheduled
action. Set Distribute Over to 1 hour, and set Reissue Every to 3 hours.

The action gets recent sign ins and the primary user of each system. Aprimary user has the most interactive sign-ins the past
30 days. You can access this information with the Primary User Details sensor or by adding the User Name column to a
report.

Prepare endpoints

Manage solution configurations with Tanium Endpoint Configuration

TaniumEndpoint Configuration delivers configuration information and required tools for TaniumSolutions to endpoints.
Endpoint Configuration consolidates the configuration actions that traditionally accompany additional Tanium functionality
and eliminates the potential for timing errors that occur betweenwhen a solution configuration ismade and the time that
configuration reaches an endpoint. Managing configuration in this way greatly reduces the time to install, configure, and use
Tanium functionality, and improves the flexibility to target specific configurations to groups of endpoints.

Endpoint Configuration is installed as a part of TaniumClient Management. Formore information, see the
TaniumClient Management UserGuide: Installing Client Management.

Additionally you can use Endpoint Configuration tomanage configuration approval. For example, configuration changes are
not deployed to endpoints until a userwith approval permission approves the configuration changes in Endpoint
Configuration. Formore information about the roles and permissions that are required to approve configuration changes for
Asset, see User role requirements on page 24.

To use Endpoint Configuration tomanage approvals, youmust enable configuration approvals.

1. From theMainmenu, go to Administration > Shared Services > Endpoint Configuration to open the Endpoint
Configuration Overview page.

2. ClickSettings and click the Global tab.

3. Select Enable configuration approvals, and clickSave.

Formore information about Endpoint Configuration, see TaniumEndpoint Configuration UserGuide.

https://docs.tanium.com/platform_user/platform_user/actions_scheduled.html
https://docs.tanium.com/client/client/installing_client_management.html
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/index.html
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Configure Asset

Configure service account

The service account is a user that runs several background processes for Asset. This user requires the following roles and
access:

l Tanium Administrator or Asset Service Account role
If you use the Asset Service Account role, be sure that the Asset service account user has sufficient computer group
rights for visibility of Asset inventory. For example, for complete visibility, assign the service account user
Unrestricted Management Rights for computer group assignments. Formore information, see TaniumConsole
UserGuide: Manage computer group assignments for a user.

l If you installed TaniumClient Management, Endpoint Configuration is installed, and by default, configuration changes
initiated by the module service account (such as tool deployment) require approval. You can bypass approval for
module-generated configuration changes by applying the Endpoint Configuration Bypass Approval permission to
this role and adding the relevant content sets. Formore information, see TaniumEndpoint Configuration UserGuide:
User role requirements.

Formore information about Asset permissions, see User role requirements on page 24.

1. From theMainmenu, go toModules > Asset to open the Asset Overview page.

2. ClickSettings and open the Service Account tab.

3. Update the service account settings and clickSave.

Configure Asset action group for software inventory and usage and Flexera file evidence content

(Optional) Asset includes sensors for software inventory and usage and Flexera. To use these features, deploy this content
to the endpoints. The TaniumAsset action group and associated actions to deploy tools and distribute configurations are
created by TaniumEndpoint Configuration. By default, the computer group target for the TaniumAsset action group includes
all computers. You can change the target computer group, if necessary.

Formore information about Flexera integration, see Flexera FlexNet Manager Suite: 2019 R1or earlier on page 66.

1. From theMainmenu, go to Administration > Actions > Action Groups.

2. In the list of action groups, clickTanium Asset.

3. Click Edit, update the action group to include a computer group that has the computers you want to include in your
Asset data, and clickSave.

Set user permissions on computers
In addition to the Asset user roles that control access to Asset reports and settings as awhole, you can define more detailed
permissions on computers that are based on individual attribute values. For example, you can create permissions that assign
a user group permission to access information aboutWindows ormacOS platform assets only. If a user belongs tomultiple
user groups, the permissions for all the user groups are combinedwith an OR operator.

https://docs.tanium.com/platform_user/platform_user/console_users.html#Assign_user_groups
https://docs.tanium.com/platform_user/platform_user/console_users.html#Assign_user_groups
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/requirements.html#user_roles
https://docs.tanium.com/endpoint_configuration/endpoint_configuration/requirements.html#user_roles
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Before you begin, youmust have a user group to which you want to assign the Asset permissions. See TaniumCore Platform
UserGuide: Managing user groups. For the users in this user group to access Asset, they alsomust have an Asset user role
assigned. See User role requirements on page 24.

1. From the Asset Overview page, clickSettings . Click the Permissions tab.

2. ClickCreate Permissions.

3. Select the user group from the list that you want to assign.

4. Add a condition. This list of attributes is from the ci_item table of the Asset database.
For example, to assign the user group permission to viewWindows assets only, set to OS Platform contains

Windows.

5. ClickApply to create each condition.

6. ClickCreate.

What to do next
See Succeedingwith Asset on page 12 formore information about using Asset.

https://docs.tanium.com/platform_user/platform_user/console_user_groups.html
https://docs.tanium.com/platform_user/platform_user/console_user_groups.html
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Building reports
You can build reports based on the existing built-in reports, or you can build your own reports from any sensor information
that Taniumprovides.

Work with existing reports

View reports

You view reports and assetswithin reports based on your permissions. Formore information about how users receive
permissions, see TaniumConsole UserGuide: RBAC overview.

1. From the Asset menu, clickReports. All built-in and custom reports are displayed on this page. To view a report, click
the report name.

2. If you are viewing a summary report, you can drill down into the data in a report by clicking links in the report data grid.
For example, in the All Assets report, you can click the ComputerName to view information about that asset. You can
also click the UserName to view information about assets that are owned by the user.

https://docs.tanium.com/platform_user/platform_user/console_rbac_overview.html
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3. In the detail report, you can seemore information about the selected asset.

Customize columns

You can change which columns are displayed in the report, and adjust the order of the columns.
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1. In the report, clickCustomize Columns .

2. To remove a column, clear the checkbox for the column.

3. To adjust the column order, click and drag the column names.

4. ClickSave.

Filter reports

To quickly search the values in the report, use filter items. To filter the values based on certain column valueswith operators
(greater or less than, contains, is equal to, and so on), create a report filter.
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FILTER ITEMS

In a report, you can quickly filter items by searching the report.

These filters are not
savedwhen you leave the report page.

You cannot filter on columnswith numeric values.

CREATE REPORT FILTER

You can perform live filtering on any report. You can also save the filter for future reference.
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1. In a report, expand the Filters section. If the report contains a filter, that filter is already listed.

2. Add filters. You can add to the filterwith the followingmethods: 

1. Create a quick filter. Hover over a value in your report and clickAdd is equal to filter or Add is not equal to
filter. The appropriate condition is added to the Filter results: section.

2. Edit the filter directly. Click+ Row to create a filter rule that is at the same level as the selected rule. When you
create the rule, you can choose the attribute andwhether the filter applies AND orOR operatorswith the other
filters at that level. ClickApply. To create nested groups of filters, click+ Group.

3. Update the report data. ClickRefresh Report to refresh the report based on the filters.
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4. (Optional) Save report filters.

1. If you want to save the filter you defined in a custom report, clickSave, or Save As to create a copy of the
report that contains the filter.

2. If you want to save filtering for a predefined report, clickSave As and create a copy of the report that contains
the filter.

Create a report
You can create a new custom report, or you can copy from an existing report: 

l To create a new report on the Reports page, clickCreate Custom Report.

l In an existing report, clickSave As to create a copy of the report, give the report a new name, and clickSave. The
new report is displayed. Click Edit to change report details.

Specify general report information

1. Give your report a name and description to help you remember the purpose of the report later. The report namemust
be unique among all reports in Asset, including reports created by other users.

2. If you select Summary Report, the data is grouped into rowswith an associated count that you can click to viewmore
details.

For example, if you create a report that lists SQL installations, with this option enabled, you get a result that lists a count
of the computers that have each SQL version. You can then click the count to view the list of computerswith that
particular software installed.

Define asset filter

You can create a filter to specify attributes to identify the assets to include in the report. This filter is always appliedwhen the
report runs.

Click+ Row to create a filter rule that is at the same level as the selected rule. When you create the rule, you can choose the
attribute andwhether the filter applies AND orOR operatorswith the other filters at that level. ClickApply. To create nested
groups of filters, click+ Group.



©2021Tanium Inc. All Rights Reserved Page 40

Select Any to include assets that match any specified attribute, or select All to include assets that match all specified
attributes.

l To save a rule, clickApply.

l To edit a filter rule, click Edit .

l To discard changes to a rule you are editing, clickCancel .

l To delete a filter rule, clickDelete .

Select columns

The columns that are available to include in your reports come from the asset sources that you define. To define sources,
click Inventory Management > Sources in the Asset menu.

When you select columns, you can select multiple columns from the Asset table and any other one table (such
asNetworkAdapter, Installed Applications, or Logical Disk). You can also select columns fromany single
table. For example, you cannot select columns fromboth the NetworkAdapter and Installed Applications
tables.

1. In the Add Columns section, select the data that you want to include in your report. You can search for the column
that you want to use, or expand and collapse the data categories to findwhich columns you want to include.

2. Specify the order that you want your columns to display. In the Columns Selected section, click and drag the column
names to arrange them in the order you want them from left to right in the resulting report. If you do not want the
column to show up in the report but want the data to be available for filtering, change the Show value to Hide.
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Define default filter

You can create a filter that is always appliedwhen the report runs.

Click+ Row to create a filter rule that is at the same level as the selected rule. When you create the rule, you can choose the
attribute andwhether the filter applies AND orOR operatorswith the other filters at that level. ClickApply. To create nested
groups of filters, click+ Group.

l To save a rule, clickApply.

l To edit a filter rule, click Edit .

l To discard changes to a rule you are editing, clickCancel .

l To delete a filter rule, clickDelete .

Filter calculations

l If you use a Size data type in your report (such as the Total Disk Space or Free Space fields), the values are
convertedwith a base of 1024. For example, 450,000MB is converted to 439GB.

l If you use a Date data type in your report (such as the Created Date field), you can filter on dates or calendar dates.
For example, if you enter a filter for created in the last "10 Days", the origin date and time are calculated from
the exact current date and time. If you enter a filter created in the last "10 Calendar Days", the origin date
and time is always 12:00 AM on the specified number of days back from the current date. You can preview the date
range when you save the rule.

Finish report

To save the report, clickSubmit. The report with the data is displayed. SeeWorkwith existing reports on page 34.

Delete report

To delete a report, go to the Report page and clickDelete on the row of the report you want to delete. You can only
delete custom reports.
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Purge assets
Asset automatically purges stale assets from the database that have not been seen byAsset after the configured stale data
age or based on a purge report. Formore information, see Configure data retention and vacuuming on page 81.

You canmanually remove assets from your asset database earlier than the stale data age. In a report that shows the assets
you want to remove, select the rows and clickDelete.

If the asset you deleted responds to the Asset saved questions in a subsequent load, the asset is re-added to the database.
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Configuring sources
Sources define howAsset gets data. By default, the source data in Asset comes fromTanium, populated from saved
questions that are scheduled on a configurable basis. You can augment Asset inventory data with external data from a SQL
Server database. By importing data that is typically not available on an endpoint into the Asset data store, you can enable
filtering and reporting on information such as department, cost center, building, and location.

Configure Tanium source
The Tanium source is configured by default, and you cannot delete the Tanium source.

1. From the Asset menu, go to Inventory Management > Sources.

2. For the Tanium source, click Edit .

3. Configure the log level settings for the Asset import process.

4. Add the user name and password for the service account. The selected usermust be a TaniumAdministrator. This
configuration is sharedwith the user name and password for the service account that is configured in the Settings
on the Service Account tab.

5. Configure the schedule. The schedule determines how often asset data is imported from the Tanium live data into the
asset database.

This database provides data for offline assets. You can create a standard interval or a Cron schedule. For example, you
might create one of the following intervals based on your environment size:
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1. Less than 50,000 devices: every 1-2 hours.

2. Less than 250,000 devices: every 4hours.

3. Greater than 500,000 devices: contact TaniumSupport to configure the import schedule. Formore information,
see Contact TaniumSupport on page 83.

Formore information about the Cron syntax, see Reference: Cron syntax on page 84.

6. ClickUpdate to save your changes.

What to do next

Add attributes fromTanium sensors into Asset. See Configuring attributes on page 47.

Configure database source
Enrich Asset inventory data with information from an external database. For example, youmight have a database that has
department or location information that you want to associate with the computers you are already tracking in Asset. To
import this data, map columns from your SQL database to the Asset database.

When the data import runs, each row of your import table is evaluated against the data that is already in Asset. For example, if
you create amapping for your computer ID in the import table, that ID getsmatched to the Computer ID column in Asset. If a
match is found, the attributes that you configure to get imported from your source table are inserted into Asset. If youmap an
import column that has duplicate values in the table, only the last value is stored in Asset after the load has completed.

If you use column types (like nchar) that pad valueswith spaces, your identitymappings on the database
source might not work correctly. For example, a computer name like win1might come through as win1      
(with six spaces after it). These values do not match a value win1 in Asset.

1. From the Asset menu, go to Inventory Management > Sources > Create Database Source.

2. Configure source settings. Enter a name for the data source and the server name.

3. (Optional) If your database server has Transport Layer Security (TLS) configured, select Use TLS and clickVerify
Certificate. To establish trust on first use (TOFU), review the certificate details and clickVerify.
Formore information about enabling TLS on SQL Server, see Microsoft SQL Docs: Enable Encrypted Connections to
the Database Engine.

4. Enter the username and password for the database connection.

https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/enable-encrypted-connections-to-the-database-engine?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/database-engine/configure-windows/enable-encrypted-connections-to-the-database-engine?view=sql-server-ver15
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5. Choose the database and schema. ClickGet Schemas. Asset connects to the database and gets the database and
schema information.

6. Configure source mappings. Source mappings uniquely identify the assets in your source data, and define how the
columns in your source table relate to the Asset database. For an attribute to be available as a reference formapping, it
must only return a single row of value. You can addmultiple source mappings from your database source. All the
mappingsmust match for the data to be imported into the Asset database.

a. ClickAdd Mapping. Choose a source table.

b. Create identification rules. The columns associatedwith the selected source table are loaded into the Source
Columns field.

c. Choose a destination attribute. Choose a column in the Asset database. You can create multiple identification
rules as necessary.

7. Configure the import schedule. The schedule determines how often asset data is imported from the external database
into the asset database. You can create a standard interval or a Cron schedule.
Formore information about the Cron syntax, see Reference: Cron syntax on page 84.

8. ClickCreate.

If you want tomodify the source, go to Inventory Management > Sources. Click Edit . Youmust enter the credentials for
your SQL server again before you canmodify the source mappings.

Amaximumof 20,000 asset updates are performed for each 100 database source records during the load
process. Youmight need to run an import several times to update all of the data.
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What to do next

Add the attributes from your import table into Asset. See Configuring attributes on page 47.

Disable sources
Data imports for a source run on a configured schedule by default. You can disable this schedule to resolve issues, or run the
import manually.

1. From the Asset menu, go to Inventory Management > Schedules.

2. Hover over the import schedule for the source that you want to disable and click Edit .

3. Clear the Run this connection on a defined schedule setting. ClickUpdate.

4. If you want tomanually run an import, go to the Inventory Management > Schedules page. Hover over the import
schedule and clickRun Now.



©2021Tanium Inc. All Rights Reserved Page 47

Configuring attributes
You can configure the attributes that get populated as asset data. These attributes can come fromTaniumor a configured
source entity. These attributes become the columns that you can include in your reports.

Asset solution content
When Asset is installed, solution content is also installed. Some of this solution content is similar to the content packs that got
importedwhen you installed Tanium. In most cases, the Asset version of the content adds attributes or improves the
information beyond the existing sensor. For example, the Asset CPU sensor includes columns for speed, cores, and
processors, but the CPU sensor from the Core Content content packcontains one column. The Asset customcontent is
hidden on the Administration > Content > Sensors page.

View and edit default asset attributes
By default, Asset imports about 70 common attributes fromTanium sensors. To view the list of default attributes, go to the
Asset menu and click Inventory Management > Attributes.

l You can group by the table in the Asset database, or the entity type (for Tanium attributes, the entity typesmatch the
sensor names).

l To sort a column, click the column header.

l To filter the list on any field, use the Filter Items search.
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l To customize the columns that are displayed and column order, clickCustomize Columns. For example, to view the
Column name returned froma sensor, select Source Attribute. You can add or remove columns, and then click and
drag the columns to an order that you want to display.

l To copy a CSV version of the data listed in the table to the clipboard, clickCopy.

l To edit an individual attribute, click Edit .

Normalized attributes

The Installed Applications table contains fields forNormalized Name andNormalized Vendor. Normalized values
resolve variants on a vendor or software name. For example, the following vendor values: CompanyName, Inc. ,
CompanyName Inc, and CompanyName LLC, are resolved to CompanyName for the Normalized Vendor column.

Normalization occurs after data load. If values are in the Name orVendor columns, a normalized value is also calculated.

Configure additional Tanium attributes
You can import attributes fromTanium sensor data. For example, youmight choose to import other critical configuration
information fromother Taniumproducts, solutions, or customcontent.

Important considerations for attributes

l Remember that each attribute you add increases the number of saved questions that are asked during the data
import process. Each new attribute also adds columns and data to the Asset database.

l Add sensors that return a single line when possible.

l Before you add a new attribute, determine the storage method. Using the automatic evaluation of storage method
sometimes results in a single-row sensor being seen as amultiple-row sensor, which is less efficient and can have
unforeseen connotationswhen reporting.

l Avoid adding attributes that change often, especially attributes that return a large amount of data.

l Consider how frequently Asset inventories your environment. If the attribute data becomes stale before the next
schedule import, it might not be a good attribute to add.

l Gather data that you needmore frequently than the scheduled import processwith Interact or a saved question.
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Add attributes

1. From the Asset menu, click Inventory Management > Attributes. ClickAdd Attribute.

2. Search for and select the sensors fromwhich you want to add attributes. To view all of the Asset customcontent, you
can search for Asset in this sensor list.

Select the attributes that you want to import. ClickAdd.

3. (Optional) To change the data type, display name, or storage method for a selected attribute, clickSettings for the
associated attribute.
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4. If you are adding an attribute from a parameterized sensor, indicate the values that you want to pass to the parameters.

You can also choose how to store the data that gets returned in the database. If you set the storage method for data to
be automatically evaluated at load time, this selection adds time to the load process. ClickNext.

5.
ClickCreate and verify that the changes are correct.

This stepmakes changes to the Asset database. Review and verify carefully.

6. After the database updates are completed, you can see the new attribute in the main list of attributes in Pending state.
The new attribute stays in pending state until the next time the Tanium source import job runs, and data gets populated
in the database. To run this job immediately, see View schedule and run import on page 52.When populated, the
attribute displays in Ready state. You can add attributes that are in Ready state to custom reports.



©2021Tanium Inc. All Rights Reserved Page 51

Configure external attributes
You can also import attributes from an external data source.

Before you begin

If you are importing data into Tanium froman external data source, configure the import first. Configuring the source defines
which database tables to import and how to correlate the data with the ci_item table in the Asset database. See Configuring
sources on page 43.

Add external attributes

1. From the Asset menu, click Inventory Management > Attributes. ClickAdd Attribute.

2. In the Source column, find the data source that you configured. You can search for and select the field that you want
to add as an attribute.

3. Asset automatically converts values in the database based on the following type mapping: 

SQL data type Asset data type

BIGINT BIGINT

DATE DATEONLY

DATETIME, TIMESTAMP WITH TIME ZONE DATE

BIT, BOOLEAN, TINYINT BOOLEAN

STRING, CHARACTER VARYING (255), VARCHAR (255) STRING

FLOAT, DOUBLE PRECISION FLOAT

INT, INTEGER, SMALLINT INTEGER

CHAR, NCHAR, NVARCHAR, TEXT, VARCHAR TEXT

4.
ClickCreate and verify that the changes are correct.

This stepmakes changes to the Asset database. Review and verify carefully.

5. After the database updates are completed, you can see the new attribute in the main list of attributes in Pending state.
The new attribute stays in pending state until the next time the External database job runs, and data gets populated
in the database. To run this job immediately, see View schedule and run import on page 52.When populated, the
attribute displays in Ready state. You can add attributes that are in Ready state to custom reports.
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Schedule and run Asset data imports
The import asset data schedule determines how often Asset pulls data fromTaniumor an external data source to save in the
Asset database. This database is used to provide information for offline assets.

View schedule and run import

1. From the Asset menu, click Inventory Management > Schedules. On the Import Schedules tab, the schedule is
displayed.

2. Hover over the schedule and clickRun Now to override the schedule and have Asset immediately pull source data into
the Asset database.

3. If you have any attributes that are in Pending state, you canwatch the attributes change to Ready state on the
Inventory Management > Attributes page. You can add attributes that are in Ready state to custom reports.

If you want to change the import schedule, update the asset source. See Configuring sources on page 43.

View imports

On the Asset Overview page in the Activity section, you can view a timeline of the recent imports and exports.

The timeline contains each import, with one of the following statuses: 
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l : Scheduled

l : Successful

l : Error

Set user permissions on computers
In addition to the Asset user roles that control access to Asset reports and settings as awhole, you can define more detailed
permissions on computers that are based on individual attribute values. For example, you can create permissions that assign
a user group permission to access information aboutWindows ormacOS platform assets only. If a user belongs tomultiple
user groups, the permissions for all the user groups are combinedwith an OR operator.

Before you begin, youmust have a user group to which you want to assign the Asset permissions. See TaniumCore Platform
UserGuide: Managing user groups. For the users in this user group to access Asset, they alsomust have an Asset user role
assigned. See User role requirements on page 24.

1. From the Asset Overview page, clickSettings . Click the Permissions tab.

2. ClickCreate Permissions.

3. Select the user group from the list that you want to assign.

4. Add a condition. This list of attributes is from the ci_item table of the Asset database.
For example, to assign the user group permission to viewWindows assets only, set to OS Platform contains

Windows.

5. ClickApply to create each condition.

6. ClickCreate.

Delete attributes
To delete an attribute, youmust disable the attribute, then remove references.

https://docs.tanium.com/platform_user/platform_user/console_user_groups.html
https://docs.tanium.com/platform_user/platform_user/console_user_groups.html
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1. Disable the attribute.

a. From the Asset menu, click Inventory Management > Attributes.

b. Click Edit next to the attribute that you want to disable.

c. Clear the Enabled setting. ClickSave.

2. Remove references to the attribute from all reports, views, permissions, and ServiceNowdestinations.

a. ClickDelete next to the attribute that you want to remove.

b. A list of known locationswhere the attribute is used is displayed. Click the link for each item, and edit the item to
remove the use of the attribute.

c. ClickRefresh to list the remaining references.

3. After you remove the references, type the name of the attribute to confirm its deletion. ClickDelete Attribute.

The attribute is deleted from the Asset database on the next load of data from the data source.
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Configuring views
Use views to create filtered versions of Asset data for exporting to destinations. Depending on your destination, youmight
need to create views or Asset might automatically create views for you.

Destination How view is created

TaniumConnect Create customviews on page 55

Flexera FlexNetManager Suite 2019R2.2 or later Create Flexera views on page 57.

Flexera FlexNetManager Suite 2019R1or earlier (Automatic) Asset creates viewswhen you create the destination.

ServiceNow: TaniumAsset integration (Automatic) Asset creates a viewwhen you create the destination.

ServiceNow: Service Graph Connector Create ServiceNow view on page 57.

Create custom views
You can specify attributes to include in the data set and use filters to limit the computers that are included in the view. You
can include fewer attributes than the default view, depending on the use of your view.

Specify view details

1. From the Asset menu, clickViews. ClickCreate View.

2. Give your view a name and description to help you remember the purpose of the view later. The view namemust be
unique among all views in Asset, including views created by other users.



©2021Tanium Inc. All Rights Reserved Page 56

Select columns

In the Select Columns from Asset Tables section, select the data that you want to include in your view. You can search for
the column that you want to use, or expand and collapse the data categories to findwhich columns you want to include.

Define filter

(Optional) Add filters to limit the computers that are included in the view. You can create filters for Asset Details, Asset
Installed Applications, Asset Logical Disk, Asset NetworkAdapter, Asset Physical Disk, AssetWindows Installer Applications,
or any custom reference attributes that you have added to Asset. The available filters correspond to the data categories for

the selected columns.

Click+ Row to create a filter rule that is at the same level as the selected rule. When you create the rule, you can choose the
attribute andwhether the filter applies AND orOR operatorswith the other filters at that level. ClickApply. To create nested
groups of filters, click+ Group.

Click Expand to view a JSON representation of the rule, which can be helpful to evaluate complex filtering.

l To save a rule, clickApply.

l To edit a filter rule, click Edit .

l To discard changes to a rule you are editing, clickCancel .
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l To delete a filter rule, clickDelete .

By default, computers are in the view even if the fields in the filter do not have associated values. If you want to require that
results are returned for the fields in the filter for a row be included in the view, select Should be filtered out of the view for
the filter.

Filter calculations

l If you use a Size data type in your report (such as the Total Disk Space or Free Space fields), the values are
convertedwith a base of 1024. For example, 450,000MB is converted to 439GB.

l If you use a Date data type in your report (such as the Created Date field), you can filter on dates or calendar dates.
For example, if you enter a filter for created in the last "10 Days", the origin date and time are calculated from
the exact current date and time. If you enter a filter created in the last "10 Calendar Days", the origin date
and time is always 12:00 AM on the specified number of days back from the current date. You can preview the date
range when you save the rule.

Finish and test the view

1. To save the view, clickCreate.

2. Test the view. On the Views page, hover over a view and clickTest View , which runs the view for a single asset. The
resultingmessage stateswhether the view can run successfully, or contains errors such as pending attributes.

Create ServiceNow view
If you are using ServiceNowOrlando Patch 7 or later, youmust create a ServiceNow view. The view creates the ServiceNow-
specific data that is exported fromTanium into ServiceNow.

You do not need to create a ServiceNow view if you are using ServiceNow: TaniumAsset integration. The
view is automatically createdwhen you create the ServiceNowdestination.

1. From the Asset menu, clickViews. ClickCreate ServiceNow View.

2. Test the view. On the Views page, hover over a view and clickTest View , which runs the view for a single asset. The
resultingmessage stateswhether the view can run successfully, or contains errors such as pending attributes.

Create Flexera views
If you are using the Flexera FlexNet Manager Suite 2019R2.2 or later, create the Flexera views. The views create the
Flexera-specific data that is exported fromTanium into FlexNet Manager Suite.

You do not need to create Flexera views if you use FlexNet Manager Suite 2019R1or earlier. The views are
automatically createdwhen you create the Flexera destination.
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1. From the Asset menu, clickViews. ClickCreate Flexera Views.

2. Test the view. On the Views page, hover over a view and clickTest View , which runs the view for a single asset. The
resultingmessage stateswhether the view can run successfully, or contains errors such as pending attributes.

Export data from views
To see what data is in a view, youmust create a destination.

Using the TaniumAsset API, you can also view the data with any tool that allows you tomake and inspect web
requestswithout creating a destination.

Tanium Connect

Export data from a view to Connect destinations such as Email, File, HTTP, Socket Receiver, Splunk, and SQL Server. See
TaniumConnect on page 62 formore information about configuring connections and the recommended formatting options
to use for each connect destination type.

ServiceNow

The ServiceNow view contains default fields and filters for integration with ServiceNow.

This reserved view is read-only. If you want to customize the fields or filters, clickCreate Copy. Edit and rename the view.
Youmight want to create a new view to limit the computers that are included in the ServiceNow export or to include new
attributes in the data, in conjunction withmodifying the mappings.

Formore information, see ServiceNow: TaniumAsset integration on page 70.

Flexera

The Flexera views contain default fields and filters for integration with Flexera.

These reserved views are read-only. If you want to customize the fields or filters, clickCreate Copy. Edit and rename the
view. Youmight want to create a new view to limit the computers that are included in the Flexera export.

Formore information, see Flexera FlexNet Manager Suite: 2019 R2.2 or later on page 65 or Flexera FlexNet Manager Suite:
2019 R1or earlier on page 66
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Monitoring software inventory and usage
You can track andmonitor software inventory and usage on endpoints. For example, youmight trackusage of a product to
confirm that your enterprise is using the number of purchased licenses for the product and reclaim unused licenses.

The process formonitoring software inventory usage involves both collecting and reporting data.

1. After the TaniumClient is installed on aMicrosoft Windows ormacOS endpoint, Asset starts collecting software
inventory and usage on the endpoint. Usage is collected eachminute.

2. Reports on software inventory and usage generate after the following conditions are met:

1. You trackproducts to enable reporting in the Asset Software Inventory & Usage > All Products page.

2. The TaniumClient and tracked product are installed for at least seven days or the specified baseline period.

Asset reports the vendor, product, version, number of endpointswith installed product, and usage of the installed
product on the endpoints, including last used date and usage levels.

If you want to view software usage for products that are not tracked and reported in Asset, use the SIU -
Installed Products, SIU - Product First Used, SIU - Product Last Used, and SIU - Product Used
sensors. For assistance, see Contact TaniumSupport on page 83.

Track a product to enable reporting
Youmust track a product to enable reporting in Asset. You can only track a product or suite listed on the Software Inventory
& Usage > All Products page. For example, if Microsoft Office 365 is listed on the page, Asset tracks usage for the suite and
not for individual productswithin the suite.
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1. From the Asset menu, clickSoftware Inventory & Usage > All Products.

2. ClickStart Tracking next to the appropriate product.
3.

To edit the usage parameters, in the Action column, click Edit Parameters .

a. Configure the reporting and baseline periods.

b. Specify the total number ofminutes per day for high and normal usage levels. The minutes do not need to be
consecutive. The default high value is 240. The default normal value is 60.

c. ClickSave.

4. To stop tracking usage for a product, clickStop Tracking .

View software inventory and usage
You can view software inventory and usage details from the Software Inventory & Usage and Reports menus. To drill
down for specific endpoint details, use the reports available in the Reports menu.
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View product inventory and general usage

1. From the Asset menu, clickSoftware Inventory & Usage.

2. ClickAll Products or All Vendors to review the data.

All Products only displays data for tracked products.

3. To export the data to a CSV file, click Export . The export includes the data as it is currently displayed in the data grid.

View last used date of a product

The last used date is the date the endpoint last reported usage for the product. For endpoints sharedwithmultiple users, this
is the last date that any user on the endpoint used the product.

1. From the Asset menu, clickReports > SIU Product Last Used.

2. View the Last Used Date for the product.

View usage levels of a product

1. From the Asset menu, clickReports > SIU Product Usage.

2. View the Usage for the product.

The report includes the average daily usage level for a product.

Level Description

High Number ofminutes defined in Software Inventory & Usage > All Products > Edit Parameters .

Normal Number ofminutes defined in Software Inventory & Usage > All Products > Edit Parameters .

Limited Number ofminutes between one and the Normal usage level.

Baselining Product is newly installed and not reporting usage in Asset. The baseline length is defined in Software Inventory &
Usage > All Products > Edit Parameters .

Usage not

detected

TaniumClient does not detect usage of the product. For example, the baseline period has passed and the product has

not been used.

Not installed Endpoint does not have the software installed or is unable to install the software.

View installed version of product

1. From the Asset menu, clickReports > SIU Installed Products.

2. View the Version for the product.
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Exporting data to destinations
You can configure Asset to export data to external destinations, such as TaniumConnect, ServiceNow, and Flexera.

CSV file
You can copy data from an asset report table to the clipboard and paste the data in an application that can interpret a
CSV file, such as a database. Select the rows that you want to copy and clickCopy. You can then paste the information
about the rows you selected.

To save the entire report as displayed in a CSV file, click Export . Youmight see an Export requested statusmessage
before you see a Download link for the CSV file. Each Asset user can export a single report at a time. Multiple Asset users can
be signed in, each exporting a single report at the same time.

For scheduling, formatting, and large data sets, consider setting up a Connect destination.

Tanium Connect
To export data fromAsset to Connect destinations such as Email, File, HTTP, Socket Receiver, Splunk, and SQL Server,
create a connection.

SQL Server on Azure, Amazon Relational Database Service, and other database as a service providers are not
supported as SQL Server destinations.

Before you begin

l Youmust have access to Connect with Connect User role.

l Youmust have an Asset report or view fromwhich you want to export data. See Building reports on page 34and
Configuring views on page 55.

Create a connection

With Connect 4.3 to 4.7, choose Asset Report as the connection source. You can choose a predefined or customAsset
report as a connection source.

With Connect 4.8 and later, choose Tanium Asset as the connection source. You can choose from the following types of
Asset source: 

ASSET REPORTS

Select any predefined or custom report as the connection source.
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ASSET COMPUTERS

1. Select any view as a connection source and export structured data using an Asset view.

2. If you do not enable Flatten Results, the entire data set that is retrieved for one computer is a single record. For
example, if you are exporting Installed Applications, a computer has a single rowwith the entire list of installed
applications in that same record. Any change that ismade to this data set shows up in the destination. By enabling the
Flatten Results setting, each installed application for a computer is processed as a single record.

3. With Enhanced JSON, the results contain an array of objects for each reference table, instead of an array of strings,
numbers, or dates for each reference attribute. The correlation between attributes and destinations can be easier to
implement.

4. Use the default batch size (200). Higher batch sizes can be slower due to increased processing for each batch.

5. Configure the export format.

1. If you enable Enhanced JSON, youmust also choose JSON as the format for your connection.

2. To customize the column names, expand the Columns section and clickAdd or Modify Columns. Change
the display values in the Destination column as needed.

3. If you customize the columns, leave the Value Type asUnmodified to get the expected object output.

COMPATIBILITY

Use the following recommendations for Enhanced JSON and Flatten Results settings for each format in Connect. If you use
an unsupported combination, connection failuresmight occur or incorrect datamight get written to the destination.



©2021Tanium Inc. All Rights Reserved Page 64

Format Enhanced JSON Support Recommendation

CEF Use Flatten Results

CSV Use Flatten Results

Delimiter separated Use Flatten Results

Elasticsearch Use Enhanced JSON without Flatten Results

HTML Use Flatten Results without Enhanced JSON

JSON Use Enhanced JSON without Flatten Results

LEEF (Optional) Use Flatten Results

SQL Server (Required) Use Flatten Results

Syslog (Optional) Use Flatten Results

Connect destination format compatibility

FILTERING NO RESULTS AND ERRORS

Asset automatically filters no results and common errormessages and does not send that data to the connection
destination.

EXAMPLES

Compare the data that is returned fromAsset installed applications. View JSON examples

EXAMPLE: ENHANCED JSON

{

"Computer Name": "WIN-2012-R2",

"Asset Installed Applications": [{

"name": "Tanium Server 7.2.314.3019",

"version": "7.2.314.3019",

"vendor": "Tanium Inc."

}, {

"name": "Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.23026",

"version": "14.0.23026.0",

"vendor": "Microsoft Corporation"

}, {

"name": "Microsoft SQL Server 2012 Native Client",

"version": "11.3.6540.0",

"vendor": "Microsoft Corporation"
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}]

}

EXAMPLE: FLATTENED JSON

[{

"computer name": "WIN-2012-R2",

"name": "Tanium Server 7.2.314.3019",

"vendor": "Tanium Inc.",

"version": "7.2.314.3019"

}, {

"computer name": "WIN-2012-R2",

"name": "Microsoft Visual C++ 2015 Redistributable (x64) - 14.0.23026",

"vendor": "Microsoft Corporation",

"version": "14.0.23026.0"

}, {

"computer name": "WIN-2012-R2",

"name": "Microsoft SQL Server 2012 Native Client",

"vendor": "Microsoft Corporation",

"version": "11.3.6540.0"

}]

Formore information about creating connections, see TaniumConnect UserGuide.

Flexera FlexNet Manager Suite: 2019 R2.2 or later
If you have FlexNet Manager Suite 2019R2.2 or later, you can use the TaniumConnector in FlexNet Manager Suite (FNMS)
and the existing TaniumClient on your endpoints to export inventory data fromTanium into FNMS. Asset includes content
with sensors that are specific to Flexera, includingMS Exchange server, SQL server, Last Logged In, Number of CPU sockets,
Short Domain, and so on.

FlexNet Manager Suite requirements

l FlexNet Manager Suite 2019R2.2 or later

l FlexNet Beacon 14.2 or later

https://docs.tanium.com/connect/
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Tanium requirements

l TaniumServer 7.3.0 or later

l TaniumAsset 1.11 or later

l Auserwith the Asset Report Reader role to use with the TaniumAsset API

You do not need to configure a Flexera destination in Asset. If you already have a Flexera destination
configured in Asset that you set up for a previous version of Flexera, disable the destination after you
complete the integration instructions.

Integration instructions

For detailed integration prerequisites and instructions, see "TaniumConnector" in Flexera FlexNetManager Suite Inventory
Adapters and Connectors Reference.

To create the Flexera views, from the Asset menu, clickViews > Create Flexera Views. Do not edit or
delete these views.

Flexera FlexNet Manager Suite: 2019 R1 or earlier
If you have Flexera FlexNet Manager Suite 2019R1or earlier, you can use the Asset Flexera destination to populate endpoint
information in FNMS.When you create a Flexera destination, you enable the Flexera-specific content and a set of custom
reports and views are created that include the results of these sensors. To send the results of these reports to Flexera, a set
of connections in TaniumConnect are automatically created that connect to the SQL database. Flexera communicateswith
this SQL database to populate information.

Before you begin

l Youmust have access to Connect with Connect User role.

l Youmust have Connect 4.3.0 or later. With Connect 4.8.0 and later, you can configure your Flexera connections to
use views, which is better for large environments.

l To create scheduled actions for the file evidence content, youmust have TaniumAdministrator privileges.

l Youmust have an SQL server to use for staging the Flexera data. This database can useWindows ormixedmode
authentication. Formore information, seeMicrosoft Docs: Authentication in SQL Server.

Configure Flexera staging database

Youmust have an SQL database configured that implements the required Flexera database schema.

https://docs.flexera.com/fnms/DE/WebHelp/PDF Documents/Cloud/FNMSInvAdaptersAndConnectorsReference.pdf
https://docs.flexera.com/fnms/DE/WebHelp/PDF Documents/Cloud/FNMSInvAdaptersAndConnectorsReference.pdf
https://docs.microsoft.com/en-us/dotnet/framework/data/adonet/sql/authentication-in-sql-server
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Use the following query to create the required tables and schema for the Flexera staging database: <Module
Server>\services\asset-service\content\flexera\CreateTaniumStagingDatabase.sql

Formore information about configuringMicrosoft SQL database to stage data for Flexera, see TaniumSupport Knowledge
Base: ConfiguringMicrosoft SQL database to stage data for export to Flexera (sign-in required).

Add Flexera destination

1. From the Asset menu, click Inventory Management > Destinations.

2. ClickCreate Destination > Flexera Destination.

3. Edit the Flexera settings, including URL and credentials for the SQL server, log level, and the schedule at which you
want the export to occur.

ClickGet Schemas.When you click this button, a connection is establishedwith the SQL server that looks for
databases that match the basic required schema to export Asset data. If a database matches these requirements, it is
displayed in the Database and Schema fields.

4. ClickCreate.

When you add a Flexera destination, the following actions occur: 

l Additional attributes are added to Asset. These attributeswill be pending until the next Tanium import. See View
schedule and run import on page 52 formore information.

l Flexera reports are created in Asset. View these reports in the Reports section under Tanium Reports. Do not delete
ormodify these reports. Modifying these reports disrupts the Flexera export.

https://tanium.zendesk.com/hc/en-us/articles/360025384172
https://tanium.zendesk.com/hc/en-us/articles/360025384172
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l Flexera views are created.

Do not edit these
views because they can be overwritten. If necessary, you can lookat the fields that are included in the Flexera views
to create a copy of the view that includes different settings.
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l For each report, a connection is created in Connect that sends the report data to the SQL server using the views as a

source.

Use Connect for all troubleshooting of the data transfer to the SQL server. Each Flexera connection contains information
about the schedule and success or failure of the data transfer.

Configure Flexera to receive data from Tanium Asset

Check the contents of your custom reports in Asset and the data that is being exported to the configured SQL server. After
the data you want is being exported, configure FlexNetManager Suite to get data from the database.Workwith your Flexera
administrator to configure this integration.

(Optional) Enable file evidence content

 Asset can integrate with Tanium Index to provide file evidence information to Flexera.

1. Configure Index security exclusions. See Tanium Incident Response UserGuide: Before you begin.

2. Install Tanium Index and verify that endpoint file systems are being indexed.
The Distribute Tanium Index Tools , Distribute Tanium Index Config and Start Indexing packagesmust be
deployed to the endpoints and the Index Status sensor should return Running. Formore information, see Tanium
Incident Response UserGuide: Install Index and Tanium Incident Response UserGuide: Deploy Index tools.

3. When everything is configured, the Flexera Report File Evidence custom report begins to get populatedwith data.

https://docs.tanium.com/ir/index/indexing.html#beforeyoubegin
https://docs.tanium.com/ir/ir/installing.html#index
https://docs.tanium.com/ir/ir/installing.html#index
https://docs.tanium.com/ir/index/indexing.html#deploy
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ServiceNow: Tanium Asset integration
You can configure Tanium as a discovery source in ServiceNow, and then create a destination in Asset to export data to
ServiceNowwith a defined schedule.

Before you begin

l Youmust be using ServiceNow Jakarta or later release. ServiceNowSoftware Asset Management Pro is also
supported.

l Youmust have access to both a test and production instance of your ServiceNow Enterprise CMDB.

l Youmust have a service account for ServiceNow that has elevated privileges. After the initial integration is complete,
you can Configure least privilege access in ServiceNow on page 73.

Test the data export against a copy of your ServiceNow instance before you configure TaniumAsset to
export all data to your production instance of ServiceNow. Because the built in identification rules in
ServiceNow assume unique computer names or serial numbers, youmight need to add one ormore
identification rules to achieve consistent and expected results.

Prepare ServiceNow to receive Tanium data

1. In ServiceNow, add an entry for Tanium as a choice in the discovery_source column of the cmdb_ci table. Use
Tanium as the value in both the Label and Value fields.

2. (Optional) Workwith Tanium Support and your ServiceNow administrator to add tables or update identification rules in
ServiceNow. Formore information, Contact TaniumSupport on page 83.
Adding identification rules is required if any endpoints in your environment have duplicate serial numbers or computer
names. Formore information about configuring identification rules, see ServiceNowDocumentation: Create or edit a CI
identification rule.

Add ServiceNow as a destination

To enable data to be exported to the ServiceNowCMDB fromAsset, enter your ServiceNowHost URL and credentials.

https://docs.servicenow.com/bundle/kingston-servicenow-platform/page/product/configuration-management/task/t_CreateCIIdentificationRule.html
https://docs.servicenow.com/bundle/kingston-servicenow-platform/page/product/configuration-management/task/t_CreateCIIdentificationRule.html
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1. From the Asset menu, click Inventory Management > Destinations.

2. ClickCreate Destination > ServiceNow Destination.

3. Edit the settings, including the ServiceNowHost URL and credentials, log level, view, and the schedule at which you
want the export to occur.

The log level affects the logging in the job/date_time_job#_servicenow_config#.log files. If you enable Trace
level logging on your ServiceNow configuration, numbered subdirectories, for example job/65, are created that
contain all of the POST andGET requests for that job.
Formore information about Cron, see Reference: Cron syntax on page 84.

Exclude computers from exported ServiceNow data

(Optional)When you create a ServiceNowdestination, a reserved view is created. The ServiceNow (reserved) view includes
all computers. Create a viewwith filters enabled if you want to narrow the scope of the export.

1. From the Asset menu, clickViews. Hover over the ServiceNow (reserved) view, and clickCreate Copy .

2. Edit and rename the copy of the reserved view. Add a filter to limit the computers that are exported. In this new view,
do not select Should be filtered out of the view on any of the filters.

3. From the Asset menu, click Inventory Management > Destinations > ServiceNow_Destination. Click Edit .

4. In the View section, select the new view that you created.

5. ClickUpdate to save the changes.

Edit ServiceNow export mappings

(Optional) After you create the ServiceNowdestination, you can edit the Asset to ServiceNowmappings.
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1. To add an attribute, find the details for the attribute.

a. From the Asset menu, click Inventory Management > Attributes.

b. ClickCustomize Columns, and select Table Name and Field Name.

c. Use the Filter Items search to find the attribute.

2. Click Inventory Management > Destinations > ServiceNow. Click Edit . In the ServiceNow Export Mapping
section, add the newmapping. You can also edit individual mappings.
Formore information about the mappings, see Reference: ServiceNowmappings on page 85. Contact TaniumSupport
to properly edit the ServiceNow export mappings. Formore information, Contact TaniumSupport on page 83.

Run export

You can run an export to ServiceNowCMDB outside of the configured schedule. From the Asset menu, click Inventory
Management > Schedules> Export Schedules. Under your ServiceNowdestination in the Asset Export Destinations

section, clickRun Now.

Check data in ServiceNow

After the Status in the schedule says complete, you can check for the data in ServiceNowCMDB.
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1. Log in to your ServiceNow Enterprise CMDB.

2. Search for an Asset attribute, such as Computer.

3. Check the data that got imported into the table.

Configure least privilege access in ServiceNow

After the initial integration with ServiceNow is complete, you can create a role for the TaniumService Account. This role has
an ACL that provides only the necessary permissions.

Formore information, see TaniumCustomerCommunity: Configuring least privilege access for ServiceNow integration sign-
in required).

ServiceNow: Service Graph Connector
If you have ServiceNowOrlando Patch 7 or later or Paris Patch 1or later, you can configure the Service Graph Connector for
TaniumAsset app in ServiceNow to import data fromTanium into the ServiceNowCMDB. This integration uses aMID server
to collect data from the TaniumAsset API, then sends the data to the ServiceNowdata source.

https://community.tanium.com/s/article/KB-Configure-least-privilege-access-for-ServiceNow-integration
https://community.tanium.com/s/article/KB-Configure-least-privilege-access-for-ServiceNow-integration
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ServiceNow requirements

l ServiceNowOrlando Patch 7 or later or Paris Patch 1or later.

l ServiceNowMID Server configured. Formore information, see ServiceNowProduct Documentation: Installing the
MID Server.

Tanium requirements

Have the following information available when you configure the TaniumAsset app in ServiceNow:

l Auserwith the Asset Report Reader role to use with the TaniumAsset API.

l Aview defined in Asset to represent the data that you want to send to ServiceNow.

l The URL or IP address of the TaniumServer.

If you are using the TaniumAsset app and have an existing ServiceNowdestination in Asset, disable the
destination after you complete these steps.

Configure secure communication with MID Server

TheMID Server is a ServiceNow application that facilitates communication andmovement of data between the ServiceNow
and external data sources. For the MID Server to communicate with Tanium, youmust configure security settings and
certificates.

These settings ensure that a valid certificate is used during communication, establishing secure communication between the
MID Server and Tanium. If you do not configure these settings, proper certificate validationmight not be enforced, resulting
in additional security risks that are associatedwith trusting invalid certificates.

1. Update the glide.properties settings on theMID server to enable SSL certificate verification. Formore information
about updating these settings, see ServiceNowProduct Documentation: General security settings properties. Set the
following values: 

com.glide.communications.trustmanager_trust_all=false
com.glide.communications.httpclient.verify_hostname=true

After you update these properties, restart the MID Server.

2. Add the Tanium server certificate to the MID Server.

a. Download the Tanium server certificate. You can download the certificate from the TaniumServerwhen you log
into Tanium fromaweb browser. For example, in Google Chrome, click the lock icon next to the URL, then click
Certificate. Drag the image of the certificate to a location on your computer, whichmakes a local copy of the
CER file.

b. Add the certificate to the MID server. See ServiceNowProduct Documentation: Add SSL certificates for the MID
Server.

https://docs.servicenow.com/bundle/orlando-servicenow-platform/page/product/mid-server/concept/mid-server-installation.html
https://docs.servicenow.com/bundle/orlando-servicenow-platform/page/product/mid-server/concept/mid-server-installation.html
https://docs.servicenow.com/bundle/orlando-platform-administration/page/administer/security/reference/r_GeneralSecuritySettings.html
https://docs.servicenow.com/bundle/orlando-servicenow-platform/page/product/mid-server/task/add-ssl-certificates.html
https://docs.servicenow.com/bundle/orlando-servicenow-platform/page/product/mid-server/task/add-ssl-certificates.html
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Configure Service Graph Connector for Tanium Asset app in ServiceNow

In ServiceNow, configure the Service Graph Connector for TaniumAsset app to connect to the TaniumAsset API. Follow the
steps in the Getting Started wizard on the Setup page.

1. Connect to the TaniumAsset API.

a. For the Configure Credentials step: Specify the Taniumuserwith Asset Report Reader role. ClickUpdate.

b. Complete the Configure Connection Details step: 

a. Specify the TaniumServer IP address or host name.

b. Select the MID server onwhich you configured the Tanium server certificate.

c. ClickTest Connection.

d. After the connection completes, in Asset View, select the copy of the ServiceNow (reserved) view.

e. ClickUpdate.

2. Schedule imports.
Configure how often to pull data from the TaniumAsset API. Select the Active checkbox to update the Repeat
Interval and Starting time. By default, concurrent imports are enabled, with a partition size of 15000 records. Click
Update to save the settings. Click Execute Now to run the data import before the next scheduled time.

Monitor and verify data

l Monitor the data imports on the CMDB Integrations Dashboard in ServiceNow. ClickCMDB Applications >
Tanium Asset Application. You can view actively running imports, errors, number of records imported, and so on.

l After an import completes, you can check for the data in ServiceNowCMDB. Search for an Asset attribute, such as
Computer and verify that Taniumdatawas added.
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Troubleshooting Asset
To collect and send information to Tanium for troubleshooting, collect log and other relevant information.

Collect logs
The information is saved as a compressed ZIP file that you can downloadwith your browser.

1. From the Asset Overview page, clickHelp .

2. ClickTroubleshooting > Collect. When the ZIP file is ready, you can download the tanium-asset-support-
[timestamp].zip file to your local download directory.

3. Contact TaniumSupport to determine the best option to send the ZIP file. Formore information, see Contact Tanium
Support on page 83.

Update service account log level
1. From the Asset Overview page, clickSettings , then the Advanced tab.

2. Change the Service Account Log Level.

3. ClickSave.

Configure report timeout period
Configure the report timeout period to increase or decrease the amount of time that Asset tries to load a report page before
presenting a timeout error. To troubleshoot the error, see Troubleshoot reports on page 76.

1. From the Asset Overview page, clickSettings , then the Advanced tab.

2. Specify the Report Timeout. After this timeout period, Asset presents an error.

3. ClickSave.

Troubleshoot reports
If you see a report timeout errormessage when trying to view a report, consider the following resolutions orworkarounds.
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l Try to view the report again.

l Configure report timeout period on page 76.

l Lookat the data using a view.

l Create a view that includes the assets. Formore information, see Configuring views on page 55.

l Export the data to Connect or another destination. Formore information, see Exporting data to destinations on
page 62.

Troubleshoot asset data exports and imports

View status of imports and exports

On the Asset Overview page in the Activity section, you can view a timeline of the recent imports and exports.

The timeline contains each import, with one of the following statuses: 

l : Scheduled

l : Successful

l : Error

View import and export logs

In the ZIP file that you download from the Help section, you can view logs for the data imports and exports. These logs are
in the job directory:

ServiceNow exports

ServiceNow export logs are namedwith the following format: job/date_time_job#_servicenow_config#.log.
If you enable Trace level logging on your ServiceNow configuration, numbered subdirectories, for example job/65,
are created that contain all of the POST andGET requests for that job. See Add ServiceNow as a destination on page
70 formore information about configuring logging.
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Asset data imports

You can use these logs to view details about the scheduled runs that are occurring to import asset data fromTanium
into your Asset database. Taniumdata import logs are namedwith the following format: job/date_time_job#_
tanium_1.log. For data you are importing from a database, import logs are namedwith the following
format: job/date_time_job#_database_1.log. To change the log level for imports, see Configuring sources on
page 43.

Disable imports and exports

Data imports and exports run on a configured schedule by default. You can disable this schedule to resolve issues, or run the
import or export manually.

1. From the Asset menu, go to Inventory Management > Schedules.

2. Hover over the import or export schedule that you want to disable and click Edit .

3. Clear the Run this connection on a defined schedule setting. ClickUpdate.

4. If you want tomanually run an import or export, go to the Inventory Management > Schedules page. Hover over the
import or export schedule and clickRun Now.

Fix Error: MULTIPLE_DUPLICATE_RECORDS error message in ServiceNow log file

If you see an Error: MULTIPLE_DUPLICATE_RECORDS errormessage in the ServiceNow log file, contact TaniumSupport
to verify that the ServiceNow export mapping configuration is configured correctly. Formore information, Contact Tanium
Support on page 83.

1. From the Asset menu, click Inventory Management > Destinations.

2. Click Edit next to the destination.

3. In the ServiceNow Export Mapping section, add the following property to the cmdb_ci_computer mapping:

identificationFields: [

[

"name",

"serial_number"

]

],

4. ClickUpdate.

Fix missing information in export to ServiceNow with Tanium Asset integration

If Asset has finished exporting data to ServiceNow using the TaniumAsset integration and some endpoints are missing or are
missing information, workwith TaniumSupport to review trace logs andmake necessary changes.
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1. Update the ServiceNowdestination log level to trace.

a. From the Asset menu, click Inventory Management > Destinations.

b. Click Edit next to the destination.

c. Set the Log Level to Trace.

d. ClickUpdate.

2. Run the export again.

a. From the Asset menu, clickSchedules > Export Schedules.

b. ClickRun Now next to the schedule.

3. Collect logs on page 76.
The logs include a ServiceNow > Jobs folder that contains job IDs for the requests and responsesmade to
ServiceNow.

4. Contact TaniumSupport on page 83 for assistance reviewing logs andmaking necessary changes.
Search the logs for the following errors.

Error Explanation

ABANDONED Generally jobs are abandoned because of a large number of errors. These errorsmight occur because of the

difference between identifying an endpoint in Asset and ServiceNow. Asset identifies endpoints based on

multiple attributes, and ServiceNow (by default) identities endpoints based on a unique name and serial

number.

This errormight also indicate missing required fields in ServiceNowbecause of data class customization or a

different business rule.

TIMED Timed out jobs are usually caused by a business rule or other database issue within ServiceNow. If the

duration field in the log file is around 300, Asset might have exported toomuch data to ServiceNow. You

can decrease the job size using an API Settingsmapping.

logContextID logContextId indicates that an entry in the jobwas logged. Usually errors are categorized as ABANDONED or

TIMED.

Fix duplicate entries in ServiceNow with Tanium Asset integration

If you are using ServiceNowParis 10 orQuebec or laterwith the TaniumAsset integration, ServiceNow creates duplicate
entries for some CIs (such asNetworkAdapters, Storage Devices, and File Systems) in the ServiceNowCMDBwhen an
export runs. This is a known ServiceNow issue. Update the ServiceNow systemproperties to workaround this issue.

1. In ServiceNow, enter sys_properties.list in the Filter navigator.

2. In System Properties, clickNew.

3. Enter glide.identification_engine.dependent_items_bulk_query = true as the Name and true as the Value.

4. ClickSubmit.
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Troubleshoot software inventory and usage monitoring
To return inventory and usage data, endpointsmust have the correct version of Asset and the swmgr tool installed.

1. In Interact, ask the following question:
Get Endpoint Configuration - Tools Status Details from all machines

2. For the Asset tool name, confirm that the installed version is correct.

3. For the swmgr-cx tool name, confirm that the installed version is 2.0.1.0 or later.

Back up and restore the Asset database
You can backup or restore all configuration and Asset data. Youmight want to create a backup before making configuration
updates. Youmust have the TaniumAdministrator role to perform a backup operation.

1. From the Asset Overview page, clickSettings , then the Database tab.

2. To create a backup of the Asset database, clickBack Up Database.

3. Use the backups.

1. Download backup on local computer: ClickDownload Database Backup .

2. Restore database backup: ClickRestore Database Backup . Before you restore, verify that no Asset
destination exports or TaniumConnect connection runs are running.When you run the restoration, the current
Asset database is backed up, the Asset service is shut down, the selected database is restored, and the Asset
service is restarted. Any jobs that are running during the restoration process do not complete.
If you want to restore the database on a different Module server, contact TaniumSupport. Formore
information, see Contact TaniumSupport on page 83.

3. Delete a backup: ClickDelete Database Backup .

Remove unneeded data from the Asset database

Delete assets

Asset automatically purges stale assets from the database that have not been seen byAsset after the configured stale data
age or based on a purge report. Formore information, see Configure data retention and vacuuming on page 81.

You canmanually remove assets from your asset database earlier than the stale data age. In a report that shows the assets
you want to remove, select the rows and clickDelete.

If the asset you deleted responds to the Asset saved questions in a subsequent load, the asset is re-added to the database.

Delete attributes

To delete an attribute, youmust disable the attribute, then remove references.
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1. Disable the attribute.

a. From the Asset menu, click Inventory Management > Attributes.

b. Click Edit next to the attribute that you want to disable.

c. Clear the Enabled setting. ClickSave.

2. Remove references to the attribute from all reports, views, permissions, and ServiceNowdestinations.

a. ClickDelete next to the attribute that you want to remove.

b. A list of known locationswhere the attribute is used is displayed. Click the link for each item, and edit the item to
remove the use of the attribute.

c. ClickRefresh to list the remaining references.

3. After you remove the references, type the name of the attribute to confirm its deletion. ClickDelete Attribute.

The attribute is deleted from the Asset database on the next load of data from the data source.

Configure data retention and vacuuming

You can configure data retention and automatic vacuuming on the Asset database.

1. From the Asset Overview page, clickSettings , then the Advanced tab.

1. To purge stale assets that have not been seen byAsset from the database, enable Purge Stale Assets. Then,
indicate the age of stale data to remove. Theminimumnumber is seven days. The default number is 180 days.

2. To purge assets based on a report, enable Purge by Report and select the report. To select a report, youmust
be an Asset Administrator and not assigned to a user group. The report must meet the following criteria:

1. Is not a summary or reserved report.

2. Only has attributes from the Asset column.

3. Has a filterwith attributes that do not include parentheses. For example, the report can include Asset
ID but not Device ID (Physical Disk).

3. To adjust the trigger and amount of workdone during automatic vacuuming, adjust the Cost Limit and Scale
Factor values. The Postgres VACUUM operation reclaims storage that is occupied by dead tuples. By default,
the database is vacuumedwhen 1% of tuples are considered dead, and the cost limit (amount of workper
vacuumcycle) is set to 1000.

2. ClickSave.

Monitor and troubleshoot key vendors with tracked products
The following table lists contributing factors into why the Key Vendorswith Tracked Productsmetric might be lower than
expected and corrective actions you canmake.
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Contributing factor Corrective action

Products are not tracked In Software Inventory & Usage > All Products, trackproducts from key vendors.

Lackof knowledge onwhich products

to track

Use the hidden Asset SIU sensors for ad hoc validation of endpoint usage. Based on that

informal validation, identify products to track.

Monitor and troubleshoot unused tracked software
The following table lists contributing factors into why the Unused Tracked Software metric might be lower than expected
and corrective actions you canmake.

Contributing factor Corrective action

Extraneous software is being tracked l Only track software that is valuable to the business

l Only track software when tracking is in accordance with your company’s software asset

management charter

No formal software reclamation

guidelines exists

Workwith your asset management team to clearly define when software should be reclaimed.

This could be based on last used date or overall usage over time. An example might be

consistent low usage of an expensive piece of software.

Uninstall Asset
1. From theMainmenu, clickTanium Solutions. Under Asset, clickUninstall. ClickProceed with Uninstall to complete

the process.

2. Remove Asset Tools from your endpoints. To see which endpoints have the file evidence tools installed, ask the
question: Get Asset File Evidence Status from all machines. If you want to clean the artifacts from your
endpoints, Contact TaniumSupport on page 83.

3. Abackup asset-files folder gets created as part of the uninstall process. You can keep or delete this folder. If any
other Asset artifacts remain on yourModule Server, Contact TaniumSupport on page 83..

4. Remove Asset saved questions. You can remove saved questions that meet all the following conditions: 

1. Owned by the service account you configured for Asset

2. AND the name of the saved question starts with Asset

3. AND is in the Asset content set

5. Remove Asset scheduled actions. Delete the Asset Deploy Collect Active Directory Info scheduled action
that is created by the service account and running the Asset Collect Active Directory Info package.

6. Remove Asset action group. After the action group is empty, you can delete the Tanium Asset action group.
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Contact Tanium Support
To contact TaniumSupport for help, sign in to https://support.tanium.com.

https://support.tanium.com/
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Reference: Cron syntax
Aquick reference to Cron syntax follows. You can use Crontab to build a Cron expression.

┌──────────── minute

│ ┌────────── hour

│ │ ┌──────── day of month

│ │ │ ┌────── month

│ │ │ │ ┌──── day of week

│ │ │ │ │

│ │ │ │ │

* * * * *

Each asterisk is a field that must be included in the Cron expression. The field value can either be an asterisk (any value) or
one of the following values:

Field Value

minute 0-59

hour 0-23

day ofmonth 1-31

month 1-12

day of week (Sunday is 0 and 7) 0-7

Valid values for Cron fields

http://crontab.guru/
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Reference: ServiceNowmappings
The following table describes howAsset attributes are mapped to ServiceNow attributes. The attributes are available on all
TaniumClient supported operating systems, unless otherwise indicated.

Category ServiceNow Attribute Asset Attribute Comments

Computer ComputerName ComputerName Filter-normalized

Serial Number Asset Computer

Serial Number

Operating System Asset Operating

System

OSVersion Asset OS Version

OS Service Pack Asset Service Pack Not available onmacOS, Linux, and Solaris

Manufacturer Asset Manufacturer Not available on Solaris and AIX. Lookup to core_company

Model Asset Model Lookup to cmdb_model

OSDomain Asset Domain Name Filter-normalized

DNSDomain Asset Domain Name

RAM Asset RAM Normalized

Virtual Asset Is Virtual

IP Address TaniumClient IP

Address

CPU Name Asset CPU

CPU Manufacturer Asset

CPU Manufacturer

Not available on AIX

CPU Speed Asset CPU Normalized

CPU Count Asset CPU

CPU Core Count Asset CPU

CPU Type Asset CPU
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Category ServiceNow Attribute Asset Attribute Comments

Storage

Device

Name Asset Physical Disk

Device ID Asset Physical Disk

Serial Number Asset Physical Disk

Manufacturer Asset Physical Disk Lookup to core_company

Model ID Asset Physical Disk Lookup to cmdb_model

Storage Type Asset Physical Disk Filter-convert to ServiceNow values

Device Interface Asset Physical Disk Filter-convert to ServiceNow values

Size Asset Physical Disk Normalized

File System Name Asset Logical Disk Not available on Solaris and AIX

Mount Point Asset Logical Disk Not available on Solaris and AIX

Label Asset Logical Disk Not available on Solaris and AIX

Size Asset Logical Disk Not available on Solaris and AIX. Normalized.

Free Space Asset Logical Disk Not available on Solaris and AIX. Normalized.

Media Type Asset Logical Disk Not available on Solaris and AIX. Convert to ServiceNow values.

File System Asset Logical Disk Not available on Solaris and AIX. Convert to ServiceNow values.

Network

Adapter

Name Asset Network

Adapter

IP Address Asset Network

Adapter

Netmask Asset Network

Adapter

MAC Address Asset Network

Adapter

MACManufacturer Asset Network

Adapter

Lookup to core_company

DHCP Enabled Asset Network

Adapter
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Category ServiceNow Attribute Asset Attribute Comments

Software

Package

Name Asset Installed

Applications

Version Asset Installed

Applications

Manufacturer Asset Installed

Applications

Lookup to core_company

ServiceNowSoftware

Identifier (Key)

Asset Installed

Applications

Filter-convert to ServiceNow values. This is not the license key and

is only used by ServiceNow.
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